DEPARTMENT OF THE NAVY
QFFICE OF THE CHIEF OF NAVAL OPERATIONS
2000 NAVY PENTAGON
WASHINGTON. D.C. 2035G:2000

IN REPLY REFER TO

OPNAVINST 5511.37C
N312Dé
22 Jul 1997

T T 3,37

Subj: NICKNAMES, EXERCISE TERMS AND CODE WORDS

Ref: (a) CJCSM 3150.29 Code Word, Nickname and Exercise Term
Report (NOTAL)
{b} JC5 PUB 1-03.1% Joint Reporting Structure General
Use/Miscellaneous (NOTAL}

Encl: (1) Permanent First Word Assignment
(2} Sample Reguest Letter

1. Purpose. To issue policy and procedures for nickname and
exercise term use by Navy activities.

2. Cancellacion. OPNAVINST 5511.37B.

3. Discussion. Reference (a) establishes standard
administrative peolicy for the assignment and management of code
words, nicknames and exercise terms. Reference (b) requires
establishment of procedures within the Navy for issuance and
control of nicknames and exercise terms. This instruction
provides nickname and exercise term guidance and the points of
contact for code word management.

4. Policy. Commander in Chief, Atlantic Fleet (CINCLANTFLT) ;
Commander in Chief, Pacific Fleet (CINCPACFLT); Commander in
Chief, U.S. Naval Forces Europe (CINCUSNAVEUR)} and Commander,
U.S. Naval Forces, Central Command (COMUSNAVCENT) process
nicknames and exercise terms through their respective CINC's.
All other Navy activities will process requests for nickname and
exercise term assignments through Chief of Naval Operations (CNO)
(N312D6) . Approved nicknames and exercise terms are located in
the Navy sections of the Joint Staff Code Word, Nickname and
Exercise Term (NICKA) data base at the National Military Command
Center (NMCC). The system for establishing nicknames and
exercise terms is authorized only by the Joint Staff.
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5. Nicknames

a. A nickname is a combination of two separate unclassified
words, assigned an unclassified meaning that is employed for
unclassified, administrative, morale, or public information
purposes. Nicknames may be assigned to actual, real-world
events, projeccts, movement of forces, or other nonexercise
activities. They may involve information of any classification,
but the nickname and the description or mea
must be uncla ied. A nickname is not designed to achieve a
security objective (a cempilation of nicknames and representative

meanings shall also be unclassified).

ning it represents

b. Nicknames should not be confused with code words. A code
word is a single word assigned a classified meaning by
appropriate authority to ensure proper security concerning
intentions and to safecuard information pertaining to actual,
real-world military plans or operations classified as
CONFIDENTIAL or higher. Navy code words are managed by CNO,
Special Programs Division (N89) per reference (b}. Neither the
first nor second word of a nickname may be a code word or be
close in spelling or pronunciaticn to one.

c. A nicknam
established procedure set forth in other official publications,
such as voice call sign assignment, coordinate identification or
code word assignment.

6. b o] Ta

a. An exercise term is a combination of two non-code words,
usually unclassified, used exclusively to designate that the
test, drill or exercise it is assigned to is not a real world
operation. Exercise terms are used to differenciate exercise
directives from actual operations directives. BAn exercise term
and description or meaning it represents can be classified or
unclassified. If using classified terms to simulate actual use
of Deparcment of Defense code words, follow code word security
procedures throughout the planning, preparation and execution of
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the test, drill, or exercise to ensure realism.

b. Classified exercise terms designed to simulate the use of
a code word will be used per reference (b}.
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a. ne j W ignment. Major users are
permanently assigned first words in enclosure (1) to avoid
duplication. Applicable activities shall use these for all
originating nicknames/exercise terms. Authorized Navy first
words are chosen from blocks of letters assigned to Navy, listed
in enclosure (i). All nicknames and exercise terms will follow
the criteria for propriety given in subparagraph 7d.

b. Requests for first word assignmencs will be made in
writing by the initiating activity (see paragraph %a) to CNO
(N312D6), who will ensure its validicy. Nicknames/exercise terms
must be approved prior to use. CNO (N312D6) is the approving
authority.

c. 2 i W Assi . The second word is used in
combination with the permanently assigned f£irst word to identiiy
a specific nickname/exercise term. Users with first word
assignments can suggesc a second word to CNO (N312D6) in writing.
All second words must be approved by CNO (N312D6) prior to use.
Unlike first words, second words are not restricted by alphabec.
The first and second words combined must meet criteria in
h 7
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d. Criteria for Selecting First and Second Words. Nicknames
and exercise terms may not contain words that are in the
following categories:

(1) Close in spelling or pronunciation to a code word.

(2) Anv two-word combination voice call sign found in
either JANAP 119 (NOTAL) or Allied Communications Pub (ACP) 119
(NOTAL) .

{3) Exotic words, trite expressions or well-known
commercial trademarks.

(4) Express a degree of aggression inconsistent with
traditional American ideals or current foreign policy.

(S} Convey anything offensive to good taste or
derogatory to a particular group, sect Or creed.
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(6} Convey anything offensive to U.S. Allies or other
free-world nations.

{7} The words “project,” “exercise” or “operation,” in
cambination or alone.

{8) Words that can be used as one or two words, such &as
“moonlight.”

e. icsning Ni e rcise Terms. A specific
nickname/exercise term may not be used under a differenc meaning
for 2 years afrer terminatcion by CNO (N312D6). If a project or
exercise is reactivated it may be reassigned its original
nickname/exercise term upcn approval by CNO (N312D6). In such
cases, a roman numeral suffix will be added to the original word
combination to indicate reactivation of the nickname/exercise
term.

8. e approval. To iniciace, cancel, or reactivace a
nickname/exercise term, send a writtan request to CNO (N312Ds),
through the activity pointc of contact (see paragraph %a), using
enclosure (2) format. '

)

a. Commanders requiring regular nickname/exercise term use
may request permanent first word assignment. Activities with
permanent firsc words must designate a single point of contact
for each first word assignment. The point of contact will:

(1) Process, monitor and update all nicknames and
exercise terms originated by the represented activity. New
nicknames/exercise terms will be registered with CNC (N312Ds} in
writing per enclosure (2}, providing the nickname/exercise term,
unclassified description, organization code and a point of
contact with phone number. A phone call tc CNO (N312D6) can be
made initially to verify availability of proposed
nickname/exercise term, followed up by the written request.

(2) Maintain a record of all active nicknames/exercise
terms originated by the represented activity for internal control
and verificaticon of the NICKA data base.

{3) Answer the revalidation request initiated by CNO
{(N312D6) annually. .
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{4) Serve as the liaison berween the represented activity
and CNO (M312D6) point of contact.

b. CNO (N312Dé6) will:

(1) Review all proposed nicknames/exercise terms,

avoiding conflicts between NICKA terms and terms used in JANAP

110 l\rn"r"nr\' ACD 1109 !NoT‘\T)’ Joint

and cother scurces.

{2) Initiate annual review/revalidation of active
nicknames/exercise terms to ensure proper registration in che
NICKA database.
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(3) Authorize fi approval for all nicknames/exercise

Lerms.

(4) Coordinate first word assignments by checking through
CNO code word officer (N8%4) to ensure first words do not
resemple code words.

{5} Register all approved nicknames/exercise terms in the
NICKA data base.

(6) Provide an updated list of Navy nicknames/exercise
terms from the NICKA system upon written request.

10. f iney i e T
Inquiries concerning the classified meaning of a nickname or
exercise term should be sent to the office or unit responsible
for the program, project or e
their permanent firsc word as
(1) .

Xercise involved. Major users and
signments are listed in enclosure

n
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11. Action. Upon receipt of instruction, commanders of
activities assigned permanent first words shall forward the name,
office code and phone number of the nickname/exercise term point
of contact for each first word assigned to CNO (N312D6}.

ﬂC7ELUS
VIZO Sadmieag ¢
Deputy o or Y
S il S,
.-.r‘(‘élans Pouq 2nd Operziione: i’;;'v/ )
Distribution:
SNDL A2A {Derarcment of the Navy Staff Offices) (CNR,
NAVCRIMINSERV Washington, only)

21al (CINCLANTFLT) ’

21A2 (CINCPACFLT)

AL {CHNAVPERS)

413 (COMSC)

FD1 { COMNAVMETQOCCOM)

FE1 { COMNAVSECGRU)

FH1 (BUMED)

FKALA {COMNAVAIRSYSCOM)

FKAl1B (COMSPAWARSYSCOM)
FKALF (COMNAVSUPSYSCOM)
FKALG (COMNAVSEASYSCOM)
OPNAV (NQO, NO9, NO9B, NO9BH, NQSC, NO91, NO9S, NO9s, N1, N2,
N3/%5, N312 (25 copies), N4, N6, N61, N64, N8, NB8&, N87,

Ng8, N8%9)
Copy to:
SNDL A6 {CMC)
BS (U.S. Coast Guard) (COMDT COGARD, only)
21A (Fleet Commanders in Chief)
C25A {(OPNAV Support Activity Detachments)

(F£. Ritchie, only}

SECNAV/OPNAV DIRECTIVES CONTROL OFFICE
WASHINGTON NAVY YARD BLDG 200

901 M STREET SE

WASHINGTON DC 20374-5074 (25 COPIES)
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PERMANENT FIRST WORD ASSIGNMENT

NICKNAME FIRST WORD  ASSIGNED TO STATUS
CHAIR CNR N
CHALK CNO N8¥% A
CHALLENGE CNO Ne631l A
CHANNEL CNO N89 A
CHARADE CNO N23 A
CHARGER CNO N8s N
CHECK NAVCRIMINSERV N
CHEESE CNO N2 N
CHERRY CNO N2 N
CHIPPED CNO N2 N
CHOCOLATE CNO N2 N
CHURCH CNO NOBSS N
CINNAMON CNO N23 A
CIRCUIT CNO Ne1 A
CITADEL CNO NOS N
CLAMP NAVCRIMINSERY N
CLARINET CNO N6l A
CLASSIC COMNAVSECGRU A
CLAYMORE CNO N871 N
CLIPPER CNO N312D6 N*
CLUSTER ONI A
GUILDER CNO N8¢% A
GULF CNQ N2K A
GUSTY CNO NB89 A
GYPSY CNO NB® P2
LIBERTY CNO N312De N*
LIGHTNING CNO N23 A
LILAC COMINNAVSUPSYSCOM N
LIMIT CNO NO9NZ A
LINEAR CNO NOSN N
LINK CNO N8¢% A
LIQUID COMSPAWARSYSCOM N
OSPREY CNO N89 A
QUTLAW CNR N
QUTPOST CNO NO9s N

Enclosure

{1)
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PERMANENT FIRST WORD ASSIGNMENT

NICKNAME EFIRST WORD ASSIGNED TOQ STATUS
OVERBID CNO N312Dse N*
OVERTONE CNO N89 A
QXEN CNQ NB871 N
QXIDE . CNO NB9 A
QZ0ONE CNO NS89 A
RABBIT CNO NZK A
RADIANT CNQ Ne32 A
RADIUS CNO N89 A
RAMPART CNO N312De N+
RAVEN CNQO N89 A

REEF CNO N24 A
REGAL CNO N23 A
RETRACT CNR/CNOQO NB8©9 A
REWARD CNR/CNO N8B8¢ A

RUBY CNQO N&¢ A

A = Listed first word is active and in use

N = Word is not in use but data can still be retrieved for review
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FIRST WORD BLOCKS ASSIGNED TC NAVY

CG through CL
GS through GZ
LG through LL
08 through 0Z
RA through RF
RS through RZ

Enclosure (1)

(L)
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From: (requesting activity)
To: Chief of Naval Operations (N312D6)

Subj: REQUEST FOR NICKNAME (EXERCISE TERM) ASSIGNMENT
(CANCELLATION/REACTIVATION)

Ref: {a) OPNAVINST 5511.37C

1. Per referance {(a), request the following nicknames (exercise

terms) be {assigned, canceled, reac:zivated):

Nicknama {ovar—izca tarm)

Unclassified descripriop

2. Poinc of concact is (name. office code, phone number).

Enclosure {2)




