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OPNAYV INSTRUCTION 5513.1E

From: Chief of Naval Operations
To:  All Ships and Stations

Ref: (a) OPNAVINST 5510.1H

Encl: (1) List of Department of the Navy
Security Ciassification Guide

Instructions

(2) Guide Format and Responsibilities for
Preparation

(3) Recommended Guide Update Letter

(4) Security Classification Criteria,
Principles and Considerations

(5) Administrative Data

®) oamplc oci.‘iiﬁl.'y' Classification Guide

1. Purpose. To assign responsibilities and
establish procedures for preparing and issuing
security classification guides for Department of the
Navy (hereafter referred to as "Department”)
classified systems, plans, programs, and projects.
This instruction has been substantially revised and

should be read in its entirety
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2. Cancellation. OPNAYV Instruction 5513.ID.

3. Background

a. Reference (a) requires that Original
Classification Authorities (OCAs), designated in
Exhibit 6A of reference (a), prepare a security
classification guide for each Department system,
plan, program, or project under their cognizance
which creates classified information. In support of
this requirement, the Chief of Naval Operations
(CNO) (NOSN2) manages a system called the

Retrieval and Analysis of Navy Classified

Information (RANKIN) Program, which records
and centrally issues security classification guides
for Department OCAs.
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b. Classification guides serve both legal and
management functions by recording Department
original classification determinations made under
Executive Order 12958 of 17 April 1995 (NOTAL)
and its predeoessor and successor executive orders

nn

atinoal aan: o Cinid
onai w»u.luy information. Guides are the
rimar ry reference source for derivative classifiers
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to denufy the level and duration of classification
for specific information elements. Guides may also
include information conceming special public
release requirements and foreign disclosure
considerations.
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4. Responsibilities

a. Officials designated in Exhibit 6A of
reference (a) as OCAs are responsible for:

(1) Making original classification

eierminaiions and preparing new ciassification

(2) Conducting reviews at least once every
5 years and, when necessary, revising classification
guides under their cognizance.

(3) Issuing short-term interpretive guides

with those issued b] the OPNAVINST

(4) Providing the CNO (NOSN2) with
copies of all new classification guides, revisions,
cancellations, interpretations, and notifications of
review, for issuance in the OPNAVINST 5513
series.

b. CNO (NO9N2) is responsible for:

(1) Entering all classification guides into
the Department data base.
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(1\ chmna all hpmrrmpnt epr'nnr clagcifi-

cation gmdes delmcatcd by major subject
categories, using the current editions of the
OPNAVINST 5513 series as described in en-
closure (1). In cases of operational necessity,
OCAs may authorize for immediate use such new
oOr Tevised guides as necessary; such guides must,
however, be promptly cancelled when issued by
CNO (NO9N2) in the OPNAVINST 5513 series.

(4) Assisting OCAs in preparing classifi-
cation guides when necessary.
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a. Classification guides will be prepared
foilowing ihe formai described in enciosure (2).

b. Revisions to classification guides will be
submitted to CNO (NO9N2) in the format shown in
enclosure (3).

¢. Classification guides will follow the
classification criteria, principies and considerations
described in enclosure \-9 }

d. Administrative data relating to De-
partment classification guides is contained in
enclosure (5).

e. A sample security classification guide is
provided in enclosure (6).

6. Applicability. This instruction applies to all
Department activities which originate, handle or
receive classified information.

7. Action

& Officials designaied in Exhibit 6A of
reference (a) as OCAs will comply with this
instruction and the procedures outlined in
enclosures (2) through (5).

h. All Department personnel responsible for

producing classxﬁed mfoxmauon will use the
classification guides issued under this instruction to
derivatively classify Department national security
information.

ROY D. NEDROW
Special Assistant for Naval Investigative
Matters and Security
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Department of the Navy Security
Classification Guides. (Assigns
specific responsibilities for
security classification guide
preparation, updating procedures,
and general administration).

Air Warfare Programs.
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Deception, Security
Investigative Programs.

Undersea Warfare Programs.

Communications and Satellite

Programs.

Mine Warfare Programs.

Electronic Warfare Programs.
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Intelligence Research Projects.
Non-Acoustic Anti-Submarine Warfare
(NAASW) Programs.

Continued Protection and
Systematic Declassification Review
and Downgrading Guidance.
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A. ormat. The following format, although originally designed

for weapon systems, may be adapted to any classified program. If
a paragrapn does not fit a partlcular program, the notation "Not
APPLLLGULC' should be entered. As b@bULLty classification gulaes

are considered technical documents, they must indicate the
applicable distribution statement (see reference (a)) on the

first page. Guides determined to contaln export—controlled
technical data will also be marked as required (see reference

(a)).
N - 2 s - -
Vil. Qencllylily aatd.
ID: (A e > on assigned by CNO (NOON2) to
serve as the permanent identi for the guide. For example,

"ID: 15B-10.2" will indicate OPNAVINST 5513.15B, enclosure (10),
change 2).

CL: (The security classification (including Unclassified)
of the content of the guide itself will be shown in abbreviated
form, e.gq., "g*, *Ccv, "8", If r*'lacq'lf‘lpr‘]_ each individnal nart
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of the qulde will be marked to indicate its classification level
in accordance with the portion marking requirements of reference

(a)).
SU: (The subject of the guide will be entered).

OC: (The code of the command cnhﬁnﬁf matt+ar
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responsible for day-to-day interpretatlons of the guide w
entered; when more than one code is responsible, all will
included).

CA: (The designation of the OCA who is responsible for
approved the classification determinations will be

when more than one :n'lfhnr\f-v ie regmnongihlae a1l w
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RD: (Date the guidance will next be reviewed (entered by
CNO (NO9N2))).



02. Threat/Background. (State where the following
information can be obtained: a complete threat assessment or
background data to include what information is to be protected
and denied to potential enemies. This 1nformatlon, usually
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the original classifier is requlred to identify the reason(s) for
the decision to classify. This is accomplished by a brief
reference to the list of applicable category(ies) in section 1.5
of EO 12958, e.g., the citation "Classified under category 1. 5(a)
of EO 12958," would indicate that the reason the information is

classified is because it not only meets the damage criteria of
+ha BN hut+ i+ £a21le nnder the catedgorv of “M1‘I1farv n.ang- weapon
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systems, or operations." If more than one cateoorv aDDlles,
state as SuCClnth as possible the applicable categorles, e.g.,
"Classified under category 1.5(a) with the exception of
information elements 07A(1)-(5) which are classified under
category 1.5(c)." A list of these classification categories 1is

found in enclosure (4)).

03. Mission. (Describe what the goal of the program is or
what has already been accomplished. This is normally best stated
in the form of a mission statement. An unclassified statement is
preferred).

04. Financial. (Provide classification requirements and
downgrading and/or declassification data for budgetary
information. Although Department of Defense (DOD) policy

—-:-- e ==t

prohibits the disclosure of budget and procurement data prior to
presentatlon by the Executive Branch to the Congress, this type
of information is generally not classified. Therefore, guldance
should indicate that current year budgetary data is unclassified
and outyear data is *For Official Use Omnly" (FOUO) until
submitted to Congress. Budgetary information may requir
classification if it reveals significant 1nformatlo concerning
the trends and emphasis of the U.S. research and development
program. As a practical matter, it is recommended that the
classification of budgetary information be avoided since
classifying this type of information typically creates an onerous
administrative burden).

{State +ha Fl
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milestones expected
durlng technlcal development. In general milestones, except for
initial operational capablllty (I0C) dates or testing dates, do
not warrant protection since they are so variable. Even IOC and

testing dates, however, should not be classified uniess they

CD
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could significantly aid a potential enemy by revealing the time
available to emplace or develop countermeasures).
Perf ance ta and Technical Characteristics. (Provide

the classification level and downgrading and/or declassification

data for separate performance and technical characteristics such
as speed, range, velocity or maneuverablllty Descriptions

should be specific. For example, a topic might read: "Missile
range: C-03 (However, the statement that the missile range is
"about 100 NM," is unclassified; any other expression of range is
c-03").

07. Operational and Tactical. (Provide the classification
level and downgrading and/or declassification data for each
aspect of the operational or tactical utilization of the
program) .

Hardware. (The classification level and downgrading
and/or decla551f1cat10n data will be entered for the end item and
its components, including visual access and external view.

Paragraph 2d of enclosure (4) pertains. Any special classified
hardware destruction or demilitarization procedures may be

provided. Computer resources hardware guidance will be placed in
the "Computer Resources" portion of the gquide).

9. Computer Resources. (Provide the classification level
i /or declassification data for separate

uon stens. Care must be taken to separace
militarily sensitive information and data base domains from non-
military applications and/or architecture. Such categories would

include:

- Information/Decision Support. (Including capture, pre-

sentation, storage, movement, processing, control, security).

- System. (Including applications, languages, tools, meth-
odologies, management, artificial intelligence).

- Artificial Intelligence. (Includlng knowledge-based
(expert) systems, robotlcs, image proce551ng, natural language

processing, speech processing, neural networks).

- Hardware. (Including architecture, peripherals, compon-
ents,; flrmwarp\

- Software. (Including languages, data base management,
design tools).

W
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- Networks/Communication (In
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(LANs) and wide area networks (WANs

10. Other. (Guidance which cannot be categorized in any of
the other topics is to be stated here).

nn\‘}'K-r\r TR mram o v £ om o mm wm /Mha~a DANZ TAT

RANRIN Program Manager Note. {The RANKIN Program Manager may
occasionally include a comment at the end of a guide to provide
RANKIN program management data and/or any other miscellaneous
information concerning that guide. These notes are intended to
be a management tool and will not supplant any guidance provided
by that guide’s OCA).

w N

»

B. Responsibility for Preparation. The Department OCA assigned
the overall responsibility for a program will prepare the initial
security classification guide and will provide to CNO (NO9N2) the
information required by paragraph A of this enclosure CNO

(NO9N2) is responsible for assigning the "ID" number and issuing
the quide.

C. Sample Guide. Enclosure (6) is a sample security classifi-
cation guide.
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RECOMMENDED GUIDE UPDATE LETTER
From: (Originating Command)
To: Chief of Naval Operations (NO9N2)
Subj: CHANGE SUBMISSION FOR {ENTER SUBJECT AND ID NUMBER OF
GUIDE)
Ref: (a) OPNAVINST 5513.1E

1. As required by reference (a), the subject guide has been
reviewed and:

a. No changes are necessary, or

b. This guide should be cancelled because (Insert reason,
such as end of program. Also, indicate if all topics may be
ieclassified or if continued classification is required because

ication would compromise similar classified programs.
er case, such programs should be identified), or,

c. The following changes are regquested: I
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changes such as “Topic 06A(4) should be changed
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d. A comnlet
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(Annotations may be made by
means), or,

30

e. The attached guidance has been disseminated as indicated
under authority of paragraph 4C of reference (a).

2. The (insert command name) point of contact for this matter is
(insert action officer name and telephone number).

(Signature and title of the
OCA or other official
authorized by the OCA to
submit changes)

NOTE: While the OCA for the guide does not have to sign the
change submission personally, the originating command must
maintain adequate records to indicate that the OCA has approved
the action(s).

Enclosure (3)
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ION CRITERIA, PRINCIPLES AND CONSIDERATIONS

A. OCAs are urged to apply the following security classification
criteria, principles and considerations to ensure correct
classification:

1. Classification Criteria:
a. A determination to originally classify will be made only
by an OCA when the unauthorized disclosure of the information
could reasonably be expected to cause a deqree of dama age to the

Y plans, weapons systems, oOr operatlons

Q

(2) foreign government information ("

Y

ategory 1.5(b)")

~e

(3) intelligence activities (including special
activities), 1nte111gence sources or methods, or cryptology

(*Category 1.5(c)*);

+h
cic

(5) scientific, technological, or economic matters
relating to the national security ("Category 1.5(e)");

- e e rmamsnsm e de  omomm roam o P, PP . [ S,
(6) United States Government programs for safeguarding
nuclear materials or facilities ("Category 1.5(f)"); or

(7) vulnerabilities or capabilities of systems,
installations, projects or plans relatlng to the national
security ("Category 1.5(g)").
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2. Classification Principiles:

a. Classificatio

. Class ification d
review, sound judgment an n
must be a positive basis for clas

and disadvantages considered.

Specific information which requires classification must
T

be identified in an unambiguous manner.

”~ PVrmnscrn| mdmmndl Tomsends [MTlmasws as



/2]
o B3
($3]
m
’-l
w
s
5]

c. Basic research should not be classified unless the
information concerns an unusually significant scientific "break-
through," and there is sound reason to believe it may have a wide
variety of military applications.

d. Items of eguipment or other physical objects may be
classified only when classified information may be derived from
them by visual observation of internal or external appearance,
structure, operation, test, application, or use.

e. A compilation of unclassified items may be classified if
the items together provide an added factor which warrants classi-
fication.

a. If considerable dissemination of the information is
anticipated, it may make classification impractical.
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to outwelgh the beneflts to the U.S. Government and U.S. 1ndustry
from the unclassified use of the information.
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c. The costs resultlng from classification in terms of
time, money, or personnel must be considered. Sound
classification decisions will result in operational economies by
permitting concentration on the protection of information
actually vital to our national security.

d. Appearance in the public domain, or any previous
compromise or p0351b1e compromlse of information currently being
contemplated for classification, should be considere

e. Ensure that new classification decisions are consistent
with ex1st1ng classification decisions. For example, if you are
preparing a guide on a new missile, all available classification
guides for similar missiles should be examined. The DOD Index of

Securlty Classification Guides (DOD 5200.1-1I) (avallable in
limited quantities from CNO (NO9N2)) is useful in identifying
existing guides.

’ Oi et €3 ~ + N | D 3 3 3 3 1
4. Significant Doubts Regarding the Merit of Classification:

Enclosure (4)
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about the need to classify information, it shall not be
classified" (emphasis added). The foregoing notwithstanding, EO
12958 further states that "this provision does not amplify or
modify the substantive criteria or procedures for cla831f1-
cation." If there is reason to believe that information requires

classification, it should be safequarded as if it were classified
“Confidential” pendlng a determination by an OCA who will make

a2 s 2 en o [P T . R

this determination within 30 aays.

b. If there is doubt merely about the appropriate level of
classification, EO 12958 states that "it sh@ll be classified at

5. Increasing Guide Usability. Experience has shown that OCAs
can significantly increase guide usability by:
a. Making their security classification guides unclas-
sified.

b. Making their security classification guides succinct and
to the point.

c. Using standard or commonly understood words and phrases.
The meanings of terms commonly used in Department guides (e.q.,
altitude, circular error probable, component, countermeasures,
materiel, range, reliability, resolution, software or vulnera-

bility) should be consistent with those aeflnltlons published in
technical or military glossaries, e.g., Joint Pub 1-02 (formerly
Joint Chiefs of Staff (JCS) Pub 1), "Department of Defense

Dictionary of Military and Associated Terms,* (NOTAL). Guides
should never use slang and should avoid using warfare community-
unique words and phrases unless they are defined for the guide
user.

w
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ADMINISTRATIVE DATA

Public Release. Confirmation, denial or extension
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Department program whether classified or unclassified, is
prohibited. The fact that information is unclassified does not
automatically allow its public release. Information will be
released to the public only through authorized channels, e.q.,

the originating command identified in paragraph 01 of the
specific security classification guide and under the Department’s
Public Affairs Regulations, SECNAVINST 5720.44A.

2. Classification Recommendations. All users of Department

classification guides are encouraged to assist in malntalnlng the
accuracy and completeness of Department guldes. If circumstances
indicate a need for change(s) in the assigned security

classification(s), or if additional topics are required, com-

1A W
pletely documented and justified recommendations should be

submitted to the OCA (copy to CNO (NO9N2)) for the specific
guide. Pending a final dec1510n, the 1nformatlon in question
will be marked with a tentative classification equlvalent to that
contained in the current guidance or that recommended by the
user, whichever is higher.

- o e .

3. Regrading Authority. The classification gu.quu\..c chbLL.LUEd
by the OPNAVINST 5513 series constitutes authority for
classifying, downgrading, upgrading or declassifying Departmen
information. The individual guide should be referenced when
effecting the change of classification on a document. For
example, if the P-3 aircraft guide in OPNAVINST C5513.2B
(enclosure (41)) effects a change in the classification of a
document, a notation would be placed on the fromt cover such

a a
"Downgraded to Confidential by authority of OPNAVINST C5513,2B

-X -t odewd 0 oo

by Ronald W. Marshall (CNO (NO9N2)) on 15 November 1993. If
feasible, when the classification of a document is changed all
holders should be notified by the originator of the document.

4. Identif tion of Classification Reguigement. In addition to
= 3 hal .Y\ 44
L= 44

b=

T AAmicvna- amde & e PR 3

i verall document, page and portion classification,
each document will be marked to indicate the authority for the
classification action taken and the appropriate downgrading
and/or declassification instructions. Each topic of a
classification guide contains an abbreviation of the

classification level and downgrading and/or declassification date

Enclosure (5)



OPNAVINST 5513.1E

{015 108

for the described category of information. The following
examples demonstrate the proper use of these abbreviations:

a. C- (Declgs ify upon IOC). Classified Confidential to be
declassified upon initial operatiomnal capability date:
Derived from: insert identity of specific guide such as
OPNAVINST C5513.2B-25)
Declassify on: Upon IOC of (enter nomenclature of program,
e.g., the F-14

Indicates enclosure (25) to OPNAVINST C5513.2B

b. S-(Declacgifv 8 vears from date of origination). Class-
ified Secret and declassified 8 years following the month and day
of origination of the information being classified:
Derived from: sert identit s ific guide
Declassify on: (enter day, mogth and year of the eighth year
LoV meel emmr mamt et o mdea
1OLIOWLIIG Of Lty lLliat tlUit)

c. S-99. Classified Secret and declassified in 1999 on the
day and month of the original program guide date found on the OD
line of paragraph 01 of each individual guide. 1In the following
example, the specific guide indicates "OD 83-01-17":

d. C-X3. Classified Confidential and exempted, in this
case under exemption 3 ("X3"), from the automatic 1l0-year
declassification provision of EO 12958. For that information
requiring classification longer than 10 years, OCAs will cite omne
of the eight 10-year declassification exemption categories.

TPypically, classified Department weapons information falls under
exemption 3, Department plans and operations under exemption 4
and Department intelligence in formation falls under exemptlon 1.

Derived from: J(insert identity of specific guide)
Declassify on: X3

e. S-05 (DG/C/01). Classified Secret to be downgraded to
Confidential in 2001 and declassified in 2005, both on the day
and month of the original. program guide date found on the OD line

18]
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of paragraph 01 of each individual guide. In the following
example, the specific guide indicates "OD: 78-04-06":

Derived from: (insert identity of specific guide)
Downgrade to: Confidential on 6 Apr 2001
Declassify on: 6 Apr 2005

f. S/RD. Classified Secret, containing Restricted Data:

Derived from: (insert identity of specific guide)

RESTRICTED DATA: This material contains Restricted Data as
defined in the Atomic Energy Act of 1954. Unauthorized
disclosure subject to administrative and criminal sanctions.

Enclosure (5)
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SAMPLE SECURITY CLASSIFICATION GUIDE

01. IDENTIFYING DATA:
ID: 02C-273
CL: U

. Q n Ar ’
SU: SUPER MISSILE (AG

OC: NAVAIR (AIR-720)
CA: COMNAVAIRSYSCOM
OD: 74-11-04
CD: 95-12-15
RD: 00-12-15

OPNAVINST 5513.1E
0

3 Y

1T D\
-13)

03. MISSION: To provide attack aircraft with a weapon capable of
destroylng alr, surface and subsurface targets.

A. Prior to budget submission: FQUO

B. Subsequent to budget submission: U
C. Unit cost: U

05. MILESTONES:

o
n]
£
4
le
H
o
o)
(¢}
[
1]

06. DESIGN PERFORMANCE AND FUNCTIONAL CHARACTERISTICS:

rget detecting device (TDD), MK-22:
) Range: C-01
) Rn11ah111+y- Cc-ag

[Q\

) Lethality: C-04

) Specific frequencies: S-04

) Numerical frequency bandwidth: S-04
) Pulse width: S-04

e Rt RN |

Distribution Statement C: Dlstrlbutlon authorized to U.S. Govern-
ment agencies and their contractors; Admlnlstratlve/oneratlgnal
use (December 1995). Other requests for this document will be
referred to NAVAIR (AIR-720).
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(7) Pulse repetition rate: S5-04
(8) Vulnerablllty to countermeasures: S—-(Declassify when no
longer in the inventory of the U.S. or its allies).
(9) Counter-countermeasures: S-(Declassify when no longer in

the inventory of the U.S. or its allies).

A. Tactics for:
(1) Air to subsurface employment: S-X3
(2) Air to surface employment: C-X3
(3) Air to air employment. 5-X3

B. Operational or exercise schedules which indicate that a
Super Missile (AGM-13) will be fired: C-(Declassify 30 days after
firing).

A. Missile (without TDD MK-22):
(1) End 1tem. U (The complete missile is unclassified unless
the TDD MK-22 is installed.)
B. Missile (with TDD MK-22):
(1) End Item: C-04
C. External view of missile: U
D. External view of TDD MK-22: U
E. Demilitarization procedures: In addition to the classified
TDD MK-22, unclassified circuit boards A34561 through A34568, and
the missile radome must be destroyed in order to demilitarize the
system,
09. COMPUTER RESOURCES:
A. Information/Decision Support:
(1) Techniques for real-time adaptive control of distributed
parallel processing systems and related onboard architecture and
off-board telecommunications requirements: S-X3

(2) Security related to use of imbedded computer programs
(Vlruses) for operatlonal security or deception: S-X3

(3) Controls relating to preventlon of unauthorized
tampering or activation; specifically algorithms and
architecture: S-X3

- _A_-_-

{1) Technigues for dlst-lbgting data base/information base
management functions in multisource, multiuser environment: S-X3
. Artificial Intelllgence (AI):

(1) Fact of use in Super Missile (AGM-13):
(2) Generic AI shell/inference engine 1ntormatlon' U

ple Enclosure (273)
1

osure (6)

~ e N>/



OPNAVINST 5513.1E
O07 156 1%

(3) Specific rule or frame based details of AI decision
making process: S-X3

(4) Specific inference technlques, heuristic search
techniques, and knowledge acqu151tlon technlques used for missile

flight, target acquisition and tracking, and target homing: S-X3
(5) Pattern reccgnition and scene segmentation application
used for flight profile; target recognition, and homing: S-X3

D. Hardware:
(1) Real time spectrum analyzers and frequency synthesizers
associated with wartime and exercise versions: S-X3
(2) Electromagnetlc environment operational capability,

C mpatibility, and performance in all aspects that could lead to
ountermeasure deflultlon. S-X3
E. Software:
(1) Reduced Instructlon Set ComDutlnG (RISC\ use: C-02

F. Netwofﬁ/tommunlcatlon:
(1) Freguency spectrum plan for inter-missile and missiie-
platform information update: S-X3
(2) Technical details of in~-flight mission reprogramming

capability: S-X3

10. QTHER:

A. The fact that certain details of information are shown to be
unclassified does not allow public release. Prcpcsed public
release of Super Missile (AGM-13) unclassified information will
be processed through appropriate channels for publication
approval.

B All questions regarding "need-to-know" which cannot be

resolived will be forwarded to NAVAIR (AIR-720).

T 2 e

» N&en -
ew cof paragraph 06A is being

conducted to determlne if those information elements classified
as S-04 should be chanqed to S-X3. The NAVAIR POC on the
progress of that review is Dr. E. D. Marshall (AIR-720), Autovon
255-8877. This guide includes changes made by NAVAIR ltr Ser
720/581234 of 24 December 1995 (NOTAL) .

W
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