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From:
To:

Subj:

,, Ref:

Encl:

INSTRUCTION 5500.33

DEPARTMENT OF THE NAVY

Office of the Secretary

Washingt~n, D.C. 20350

Secreta~ of the Navy
All Ships and Stations

Obtaining information from financial institu-
tions

(a)
(b)

(1)
(2)

(3)

(4)

1. Purpose.

SECNAVINST 5520.3
Title 12, U.S.C. Section 3401 et seq.,
P.L. 95-630, “Right to Financial Privacy

Act of 1978”

DOD Directive 5400.12 of 6 Feb 1980
Customer Motion Paper

Customer Sworn Statement

Instructions for completing and filing

motion paper/sworn statement

To provideauthority,inimplementation
ofenclosure(1),fortheDepartmentoftheNavyto
gainaccesstofinancialrecordsmaintainedby fina-
ncialinstitutions.

2.Applicability and Scope. The provisionsofthis
instructionapplytoallpersonnelauthorizedbythe
DepartmentoftheNavytoconductlawenforcement
inquirieswhenseekingaccesstofinancialrecords
maintainedbyfinancialinstitutions.Jurisdictionand
responsibilityfortheconductofcriminalandsecurity
investigationsfortheDepartmentoftheNavyis
statedinreference(a).

3.Policy.ItisthepolicyoftheDepartmentofthe
Navywhenseekingfinancialrecordsfromafinancial
institutiontoseektheconsentofthecustomerto
whom therecordpertainsunlessdoingsocompro-
misesorharmfullydelaysalegitimatelawenforce-
mentinquiry.Ifthepersondeclinestoconsenttodis-
closure,thealternativemeansofobtainingtherecords
authorizedbythisinstructionshallbeutilized.Ac-
cesstorecordswillnotbeattemptedpursuanttoa
formalwrittenrequestfordisclosurebythefinancial
institutionbeforetheexpirationoftheperiodallowed
forcustomerchallengeorpriortotheadjudicationof
anychallenge.

4.Obcussion.

CA 4 ) A-J
263+ ~ q

ids
SECNAVINST 6500.33

op4109P

23 June 1980

Enclosure(1)prescribesthepro-
ceduresforcomponentsoftheDepartmentofDe-
fensetousetogainaccesstofmmciidrecords
maintainedby financialinstitutions.Department
oftheNavypersonnelauthorizedtoconductlaw
enforcementinquiriesshallutilizeonlysuchpre-
scribedprocedures

5.Action “

a. Law enforcementpersonneloftheDepartment
oftheNavyauthorizedtoseekaccesstofmancia.1
recordsmaintainedbyfinancialinstitutionsshalltake
suchactionasisrequiredtocomplywiththisinstruc-
tion,andindoingsoshallbeguidedbythoseformats
providedbyenclosure(l).Enclosures(2)and(3)to
thisinstructionaresampleformatsforuseinconjunc-
tionwiththeCustomerNoticeofFormalWrittenRe-
questwhichisitselfformattedatenclosure(12)to
enclosure(1).Becauseofvariationsinlocalrules
amongfederaldistrictcourts,afterconsultationwith
appropriatelegalcounsel,minormodificationsto
enclosures(2)and(3)may benecessarytoinsure
compliancewiththerequirementsofaparticular
court.Enclosure(4)tothisinstructionisintendedfor
usebythecustomerincompletingenclosures(2)and
(3),andmay beincludedasanotherattachmentto
theDepartmentofDefense-approvedCustomerNotice
ofFormalWrittenRequest(enclosure(12)toenclo-
sure(1)).

b. The annualreportrequiredbyenclosure(1)
willbepreparedbythe av stigativeService.

NavalInvestigativeSe c ~f~c~sandotherDepart-
rPmentoftheNavylaw ~ rcemenlofficeswillre-

portbyJanuary15thofeachyeartotheNavalIn-
vestigativeServiceHeadquarters(Code05!F@garding
theinterestitemsfortheannualreport%umerated
inenclosure(14)toenclosure(1).

c.Pursuanttotherequirementexpressedinen-
closure(5)toenclosure(1),theDirector,NavalIn-
vestigativeService,orhisauthorizeddesigneeisdes-
ignatedtocertifycompliancewithSection3414(a)(2)
ofreference(b)wheninformationisrequestedincon-
nectionwithforeignintelligenceandcounter-intelli-
genceactivities.



d.” P@suant to therequirementexpre$ti‘in
err-bio$urti(6)toenclosure(1),theDirector,Ndvtd
M@@.’ive Service,orhisauthorizeddesigneeisdes-

ignatedtotictwhenemergencyaccesstoharwialrec-
or&~ souglttin compliaficewithSection3&4(b)(2)
o~~pncxt (b):’

e.’The-customerofafm$mcialinstitutionwillbe
notifiedWienhisreco~dsaresoughtbymeans‘ofa
judic~,subpoena,arequirementrntie$tinlktion
3470@)”ofreference(b).Enclosure(4)toenclosure

(1)discussesotheraspectsontheavailabilityanduse ~
ofjudicialsubpoenas.

6. Report. The reportingrequirementcontainedin
paragraph5hasbeenassignedsymbolnumberDD-
COMP (A)l538(5500)andisapprovedfor+?ycars
onlyfromthedateofthisinstruction.+LNU

G.A.PEAPPLES
AssistantSecretaryoftheNavy

(FirmnciaiManagement)

Distribution:

SNDL Parts 1 and 2
MARCORPS Codes H and I

Chief of N~vaF’O@wation$
(o@-09B?Bc)

Wllsh., m 20S50 (200 copies)

Stociced:
CO, NAVPUBFORMCEN
5801 Tabor A*.

Phiia., PA 19120’ (500 copies)
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mises or hzrmfully delays a legitimate law enforcement inquiry. If
the person declines to consent to disclosure, the alternative WSnS

of obtaining the records authorized by this Directive shall be
utilized.

2. The provisions of 12 U.S.C. 3401 et seq. (reference (a)) do not govern *
obtaining access to financial records maintained by military banking con-
tractors located outside of the United States, the District of Columbia, GuaB,
American Samoa, or the Virgin Islands. The procedures outlined in enclosure *
15 ●ay be followed in obtaining financial information from these facilities. *

E. INFORMATION REQUIREMENTS

The report required by enclosure 14 of this Directive is assigped Report
Control Symbol DD-COKP(A)1538.

F. RESPONSIBILITIES

1. Heads of affected DoD Components shall:

● ✎ Follow the proceduresoutlinedin this Directivewhen seeking
access to financial records.

b. Establish procedures for implementing this Directive within the
Component.

c. Establish procedures to ensure that the report required by enclosure
14 is forwarded to the Defense Privacy Board, Office of the Deputy Assistant
Secretary of Defense (Administration).

2. The Deputy Assistant Secretary of Defense (Administration), or designee,
shall:

● ✎ Prepare a consolidated DoD amual report required by 12 U.S.C.
3421(b) (reference (a)) and enclosure 14;

b. Provide policy guidance to DoD Components to implement this Direc-
tive.

#First amendaent (Ch 1, 4/23/81)
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G. EFFECTIVE DATE AND IMPLEMENTATION

This Directive is effective immediately. Forward one copy of

implementing documents to the Assistant Secretary of Defense (Comptro
within 120 days.

W. Graham Claytor, Jr.
Deputy Secretary of Defense

Enclosures-15
1.
2.
3.
4.
5.

6.
7.
8.

9.
10.
11.

12.

13.

14.
* 15.

Definitions
Requesting Basic Identifying Account Information
Procedures for Obtaining Customer’s Consent
Other Access Procedures
Requests for Financial Records in Comection with Foreign
Intelligence and Foreign CounterintelligenceActivities
Emergency Access Procedures
Procedures for Delay of Notice
Procedures for Releasing Information Obtained from Financial
Institutions
Request for Basic Identifying Account Data Format
Customer Consent and Authorization for Access Format
Formal Written Request for Access Format
Customer Notice of Formal Written Request Format
Certificate of Compliance with the Right to Financial Privacy
Act of 1978
Right to Financial Privacy Act of 1978 Annual Report
Obtaining Access to Financial Records Overseas

3

#First amendment (Ch 1, 4/23/81)
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DEFINITIONS

A. Financial Institution. Any office of a bank, savings bank, credit
card issuer, industrial loan company, trust company, savings and loan,
building and loan, homestead association (including cooperative banks),
credit union, or consumer finance institution that is located in any
state or territory of the United States, or in the District of Columbia,
Puerto Rico, Guam, American Samoa, or the virgin Islands.

B. Financial Record. An original, its copy, or information known to
have been extracted from the original record held by a financial institution
that pertains to a customer’s relationship with the financial institution.

c. Person. An individual or a partnership of five or less individuals.

D. Customer. Any person or authorized representative of that person
who used or is using any service of a financial institution or for whom
a financial institution is acting or has acted as fiduciary for an
account maintained in the name of that person.

E. Law Enforcement Office. Any element of a DoD Component authorized
by the Component head to conduct law enforcement inquiries.

F. Law Enforcement Inquiry. A lawful investigation or official proceeding
that inquires into a violation of or failure to comply with a criminal
or civil statute, or any rule, regulation, or order issued pursuant

thereto.

G. Personnel Security Investigation. An investigation required to
determine a person’s eligibility for access to classified information,
assignment or retention in sensitive duties, or other designated duties
requiring such investigation. Personnel security investigations include
investigations of subversive affiliations, suitability information, or
hostage situations conducted for the purpose of making personnel security
determinations ; and also include investigations of allegations that
arise subsequent to adjudicative action that require resolution to
determine an individual’s current eligibility for access to classified
information, or assignment or retention in a sensitive position.

H. Personnel Security Element. Any element of a DoD Component authorized
by the Secretary of Defense to conduct personnel security investigations.
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IN THE UNITED STATES DISTRICT COURT

L FOR THE DISTRICT OF

(Name of District~”

(Your Name)
)
)

Movant )
)
)

v. )
)

UNITED STATES DEPARTMENT OF THE NAVY)

)
Respondent )

(State in which Court
is located)

MOTION FOR ORDER PURSUANT

TO CUSTOMER CHALLENGE
PROVISIONS OF THE RIGHT
TO FINANCIAL PRIVACY ACT
OF 1978.

hereby moves this Court,
pursuant to Section 1110 of the ;ight to Financial Privacy Act
of 1978, 12 U.S.C.

$

3410, for an order preventing the
government from obt ining access to my financial records. The
agency seeking access is

(Name of Government Agency)

My financial records are held by
(Name of Financial Institution)

In support of this motion, the Court is respectfully referred to
my sworn statement filed with this motion.

Respectfully submitted,

(Your Signatur-e)

(Your Address)

(Your Telephone Number) (Your Name)

CERTIFICATE OF SERVICE

I have mailed or delivered a copy of this motion and the
attached sworn statement to

(Name of Official listed at
item 3 of Customer Notice)

on ,19 ●

(Date)

(Your Signature)

Enclosure (2)
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PROCEDURES FOR OBTAINING CUSTOMER’S CONSENT

A. A DoD law enforcement office or personnel security element seeking
access to a person’s financial records shall, when feasible, obtain the
customer’s consent.

B. Any consent obtained under section A.,above, shall:

1. Be in writing, signed, and dated.

2. Identify the particular financial records that are being disclosed.

3. State that the customer may revoke the consent at any time
before disclosure.

4. Specify the purpose for disclosure and to which agency the
records may be disclosed.

5. Authorize the disclosure for a period not in excess of 3 months.

6. Contain a Privacy Act advisory statement required by DoD Directive
5400.11 (reference (b)) for a personnel security investigation.

7. Contain a “Statement of Customer Rights Under the Right to
Financial Privacy Act of 1978” (reverse side of enclosure 10).

c. Any customer’s consent not containing all of the elements listed in
section B., above, shall be void. A customer consent form, in a format
set forth in enclosure 10, shall be used for this purpose.

D. A copy of the customer’s consent shall be made a part of the law
enforcement inquiry or personnel security investigation file.

E. A certification of compliance with 12 U.S.C. 3401 et seq. (reference
(a)), in writing (enclosure 13), along with the customer’s consent,
shall be provided to the financial institution as a prerequisite to
obtaining access to financial records.

F. The annual reporting requirements of enclosure 14 shall apply to any
request for access under section A, above.

. .
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OTHER ACCESS PNXXXXJR4S——. .. ...—

A. Access By Compulsory Legal Process——

1. Administrative Summons or Subpoena——_...

* a. Within the Departmentof Defense$the Inspector General, DoD, has *
* the authority under Public Law 97-252.(reference (g)), to issue administrative *
* subpoenas for access to financial records. No other DoD Component official may *
* issue sunmons or subpoenas for access to these records. *

* b. The Inspector General, DoD, shall issue administrative subpoenas *
* for access to financial records in accordance with established procedures. *

2. Search Warrant

a. A law enforcement office may obtain financial records by using ●

search warrant obtained under Rule 41 of the Federal Rules of Criminal Proce-
dure (reference (c)) in appropriate cases.

b. Unless a delay of notice has been obtained under provisions of
enclosure 7, the law enforcement office shall, no later than 90 days after
serving the search warrant, mail to the customers last known address ● copy
of the search warrant together with the following notice:

“Records or information concerning your transactions held
by the financial institution named in the attached search
warrant were obtained by this [agency or department] on
[date] for the following purpose: [state purpose]. You
may have rights under the Right to Financial Privacy Act
of 1978.tt

c. In any state or territory of the United States, or in the District
of Columbia, Puerto Rico, Guam, American Samoa, or the Virgin Islands, search
warrants signed by installation commanders or military judges shall not be
used to gain access to financial records.

3. Judicial Subpoena. Judicial subpoenas a~e those issued in connection
with a pending judicial proceeding and include subpoenas issued under para-
graph 115 of the Manual for Courts Martial (reference (d)) and Article 46 of
the UCMJ (reference (e)). Cognizant legal counsel shall be consulted on the
availability and use of judicial subpoenas.

B. Formal Written Request

1. A law enforcementofficemay issuea formalwrittenrequestfor finan-
cial recordswhen the recordssoughtare relevantto a legitimatelaw enforce-
ment inquiry. This request may be issued only if the customer has declined to
consent (enclosure 3) to the disclosure of his or her records, or if it is

determined that to seek consent from the customer would compromiseor harmfully
delay a legitimate law enforcement inquiry.

2. A formal written request shall be in a format set forth in enclosure
11 and shall:

.-

#First Amendment (Ch 2, 4/15/83) 4-1
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a. State that the request is issued under the Right to Financial
Privacy Act of 1978 and the Component’s implementation of this Directive.

b. Describe the specific records to be examined.

c. State that access is sought in connection with a legitimate law
enforcement inquiry.

d. Describe the nature of the inquiry.

e. Be signed by the head of the law enforcement office or a designee.

3. When a formal written request is issued to a financial institution, a
copy of the request shall, at the same time or before, be personally served
upon, or mailed to the customer’s last known address unless a delay of customer
notice has been obtained under enclosure 7. The notice to the customer shall

be in a format similar to enclosure 12 and shall be personally served at least
14 days or mailed at least 18 days prior to the date on which access is sought.

4. The official who signs the customer notice shall be designated to
receive any challenge from the customer.

5. The customer shall have 14 days to challenge a notice request when

personal service is made and 18 days when service is by mail.

6. Components shall establish procedures to ensure that no access to
financial records is attempted before the expiration of the pertinent time
period while awaiting receipt of a potential customer challenge, or prior to
the adjudication, prescribed by 12 U.S.C. 3410 (reference (a)), of any chal-
lenge made.

7. When a customer fails to file a challenge to access to financial
records within the above pertinent time periods, or after a challenge is
adjudicated in favor of the law enforcement office, the head of the office, or
a designee, shall certify in writing to the financial institution that such
office has complied with the requirements of 12 U.S.C. 3401 et seq. (reference
(a)). No access to any financial records shall be made before such certifica-
tion is given.

c. Certification

Prior to obtaining the requested records under subsections A.2. and A.3.,
above, a certification of compliance with reference (a), enclosure 13, shall
be provided to the financial institution as a prerequisite to obtaining access
to financial records.

D. Annual Report

The annual reporting requirements of enclosure 14 shall apply to the
* ●cceas procedures under subsections Al., 2., and 3. and paragraph A.1.b.~

●bove.

#PirstAmendment(Ch 2, 4/15/83) 4.-2
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REOUESTS FOR FINANCIAL RECORDS IN CONNECTION WITH FOREIGN

A. Except as specified in section B., below, nothing in this Directive
shall apply to requests for financial records in connection with authorized
foreign intelligence and foreign counterintelligence activities as
defined in E.O. 12036 (reference (f)).

B. When a request for financial records is made under section A.,
above, a Component official designated by the Secretary of Defense, the
Secretary of a Military Department, or the Head of the DoD Component
authorized to conduct foreign intelligence and foreign counterintelligence
activities shall certify to the financial institution that the requesting
Component has complied with the provisions of 12 U.S.C. 3401 et seq.
(reference (a)). Such certification, in a format similar to enclosure
13, shall be made before obtaining any records.

c. A Component requesting financial records under section A., above,
may notify the financial institution from which records are sought that
section 3414(3) of 12 U.S.C. 3401 et seq. (reference (a)) prohibits
disclosure to any person by the institution, its agents, or employees
that financial records have been sought or obtained.

D. The annual reporting requirements of enclosure 14 shall apply to any
request for access under section A. , above.
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EMERGENCY ACCESS PROCEDURES

A. Except as provided in sections B. and C. below, nothing in this
Directive shall apply to a request for financial records from a financial
institution when the law enforcement office making such request determines
that a delay in obtaining access to such records would create an imminent
danger of:

1. Physical injury to any person.

2. Serious property damage.

3. Flight to avoid prosecution.

B. When access is made to financial records under section A., above, a
Component official designated by the Secretary of Defense or the Secretary
of a Military Department shall:

1. Certify in writing, in a format set forth in enclosure 13, to the
financial institution that the Component has complied with the provisions
of 12 U.S.C. 3401 et seq. (reference (a)), as a prerequisite to obtaining
access.

2. Submit for filing with the appropriate court a signed sworn
statement setting forth the grounds for the emergency access within 5
days of obtaining access to financial records.

c. After filing of the signed sworn statement required by subsection
B.2, above, the Component that has obtained access to financial records
under section A. , above, shall personally serve or mail to the customer
a copy of the request to the financial institution and the following
notice, unless a delay of notice has been obtained under enclosure 7.

“Records concerning your transactions held by the financial

institution named in the attached request were obtained by

[agency or department] under the Right to Financial Privacy

Act of 1978 on [date] for the following purpose: [state
with reasonable specificity the nature of the law enforce-
ment inquiry]. Emergency access to such records was obtained
on the grounds that [state grounds].”

Mailings under this paragraph shall be by certified or registered mail
to the last known address of the customer.

D. The annual reporting requirements of enclosure 14 shall apply to any
access pursuant to section A., above.

. . —-—— . — ---
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PROCEDURES FOR DELAY OF NOTICE

A. The customer notice required by subsection B.3., of enclosure 4,
section C. of enclosure 6, or section C. of enclosure 8 may be delayed
for successive periods of 90 days. The notice required by paragraph
A.2.b. of enclosure 4 may be delayed for one period of 180 days and
successive periods of 90 days. A delay of notice may only be granted by
a court of competent jurisdiction and only when not serving the notice
would result in:

1. Endangering the life or physical safety of any person.

2. Flight from prosecution.

3. Destruction of or tampering with evidence.

4. Intimidation of potential witnesses.

5. Otherwise seriously jeopardizing an investigation or official
proceeding or unduly delaying a trial or ongoing official proceeding to
the same degree as the circumstances in subsections 1 through 4 above.

B. When a delay of notice is appropriate, legal counsel shall be consulted
to obtain such a delay. Application for delays of notice shall be made
with reasonable specificity.

c. Upon the expiration of a delay obtained under section A., above, of
a notice required by:

1. Paragraph A.2.b. of enclosure 4, the law enforcement office
obtaining such records shall mail to the customer a copy of the search
warrant and the following notice:

“Records or information concerning your transactions held by
the financial institution named in the attached search warrant
were obtained by this [agency or department] on [date]. Noti-
fication was delayed beyond the statutory 90-day delay period
pursuant to a determination by the court that such notice
would seriously jeopardize an investigation concerning [state
with reasonable specificity]. You may have rights under the
Right to Financial Privacy Act of 1978.”

2. Subsection B.3. of enclosure 4, the law enforcement office
obtaining such records shall serve personally or mail to the customer a
copy of the process or request and the following notice:

“Records of information concerning your transactions which

are held by the financial institution named in the attached

process or request were supplied to or requested by the

Government authority named in the process or request on



[date]. Notification was withheld pursuant to a deter-
mination by the [title of the court so order-ing] under the
Right to Financial Privacy Act of 1978 that such notice
might [state reason]. The purpose of the investigation
or official proceeding was [state purpose with reasonable
specificity].”

3. Sectiom C. of enclosure 6, the law enforcement office obtaining
financial records shall serve personally or mail to the customer a copy
of the request and the notice required by section C. of enclosure 6.

4. Section C. of enclosure 8, the law enforcement office or perscmnel
security element transferring such records shall serve personally or
mail to the customer the notice required by section C. of enclosure 8.

D. “The annual reporting requirements of enclosure 14 shall apply to any
request for access under the delay of notice.

2
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PROCEDURESFOR RELEASING INFORMATIONOBTAINED FROH FINANCIAL INSTITUTIONS

A. Financial records obtainedunder 12 U.S.C. 3401 et seq. (reference
(a)) shall be marked: ‘This record was obtainedpursuant to the Right
to FinancialPrivacy Act of 1978, 12 U.S.C. 3401 et seq., and may not be
transferredto another federal agency or departmentwithout prior compliance
with the transferringrequirementsof 12 U.S.C. 3412.”

B. Financial records obtained under the provisionsof 12 U.S.C. 3401 et
seq. (reference(a)) shall not be transferredto another agency or
departmentoutside the Departmentof Defense unless the head of the
transferringlaw enforcementoffice,personnel security element, or
delegate certifies in writing that there is reason to believe that the
records are relevantto a legitimatelaw enforcementinquirywithin the
jurisdictionof the receivingagency or department. Such certificates
shall be maintained with the DoD Component copy of the released records.

c. Unless a delay of customer notice has been obtained under enclosure
7, when financial information is transferred under section B., above,
the law enforcementoffice or persomel security element shall within 14
days, personally serve or mail to the customer, at his or her last hewn
address, a copy of the certificate required by section B., above, and
the following notice:

“Copies of or information contained in your financial records
lawfully in possession of [name of Component] have been furnished
to [name of agency] pursuant to the Right to Financial Privacy
Act of 1978 for the following purposes: [state the nature of
the law enforcement inquiry with reasonable specificity]. If
you believe that this transfer has not been made to further
a legitimate law enforcement inquiry, you may have legal rights
under the Financial Privacy Act of 1978 or the Privacy Act of
1974.”

D. If a request for release of information is from a federal agency
authorized to conduct foreign intelligence or foreign counterintelligence
activities, as defined in E.O. 12036 (reference (f)), for purposes of
conducting such activities, the transferring DoD Component shall release
the information without notifying the customer, unless permission to provide

notification is given in writing by the requesting agency.

E. Whenever financial data obtained under this Directive is incorporated into
a report of investigation or other correspondence, precautions must be taken
to ensure that:

1. The reports or correspondence are not distributed outside the
Department of Defense except in compliance with sections B. and C., above;
and

2. The report or other correspondence contains an appropriate warning
restriction on the first page or cover.

F. A suggested restrictive legend for use on the first page or cover sheet
of reports or other correspondence follows:

*

*
*

*
*
*

*
*
*

*
*
*

*
*

*
*

#First amendment (Ch 1, 4/23/81)

Enclosure (2)
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“Some of the information contained herein (cite specific paragraph)
is financial record information which was obtained pursuant to the
Right to Privacy Act of 1978, 12 U.S.C. 3401 et seq. This infor-
mation may not be released to another federal agency or department
outside the Department of Defense without compliance with the
specific requirements of 12 U.S.C. 3412.”

2
#First amendment (Ch 1, 4/23/81)
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*
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REOUEST FOR BASIC IDENTIFYING ACCOUNT DATA FORMAT

[Official Letterhead]

[Date]

* Mr./Mrs. MWHXXXH
* Chief Teller (as appropriate)
* First National Bank
* Little Rock, AR 72203

* Dear Mr./Mrs. ~

In connection with a legitimate law enforcement inquiry and pursuant

to section 3413(g) of the Right to Financial Privacy Act of 1978, 12
U.S.C. 3401 et seq., you are requested to provide the following account
information: [Name, address, account number, and type of account
of any customer or ascertainable group of customers associated with a
certain class of financial transactions as set forth in enclosure 2].

I hereby certify, pursuant to section 3403(b) of the Right of Financial

Privacy Act of 1978, that the provisions of the Act have been complied
with as to this request for account information.

* [Official Signature Block]

Under section 3417(c) of the Act, good faith reliance upon this
certificationrelieves your institution and its employees and agents of
any possible liability to the subject in connection with the disclosure
of the requested financial records.

#First amendment (Ch 1, 4/23/81)

*
*
*
*

*

*
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CUSTOMER CONSENT AND AUTHORIZATION FOR ACCESS FORPUiT

PursWnt to section 3404(a) of the Right to Financial Privacy Act of 1978,

I, [Name of customer], having read the explanation of my rights on the reverse
side, hereby authorize the [Name and address of financial institution] to
disclose these financial records: [List the particular financial records] to
[DoD Component] for the following purpose(s): [Specify the purpose(s)].

I understand that this authorization may be revoked by me in writing at
any time before my records, as described above, are disclosed, and that this
authorization is valid for no more than three months from the date of my
signature.

Date:

Signature:
[Typed name]

* [Mailing address of customer]

#First amendment (Ch 1, 4/23/81)
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STATEHENTOF CUSTOMERRIGHTS UNDER TNE RIGHT TO FINANCIALPRIVACY ACT OF 1978

Federal law protects the privacy of your financial records. Before banks,
savin8s ●nd loan associations, credit unions, credit card issuers, or other
financial institutions may give financial information about you to a federal
agency,certainproceduresmust be followed.

CONSENT TO FINANCIALRECORDS
You may be asked to consentto the financialinstitutionmaking your financial
records available to the Government. You may withhold your consent, and your
consent is not required as a condition of doing business with any financial
institution. If you give your consent, it can be revoked in writing at any
time before your records are disclosed. Furthermore, any consent you give is
effective for only three months, and your financial institution must keep a
record of the instances in which it discloses your financial information.

WITHOUT YOUR CONSENT
Without your consent, a federal agency that wants to see your financial records
may do so ordinarily only by means of a lawful subpoena, sumons, formal
written request, or search warrant for that purpose. Generally, the federal
agency must give you advance notice of its request for your records explaining
why the information is being sought and telling you how to object in court.
The federal agency must also send you copies of court documents to be prepared
by you with instructions for filling them out. While these procedures will be
kept as simple as possible, you may want to consult an attorney before making
a ‘&allenge-to a federal agency’s request.

EXCEPTIONS
In some circumstances, a federal agency may obtain financial information about
you without advance notice or your consent. In most of these cases, the
federal agency will be required to go to court for permission to obtain your
records without giving you notice beforehand. In these instances, the court
will make the Government show that its investigation and request for your
records are proper.
When the reason for the delay of notice no longer exists, you will usually be
notified that your records were obtained.

TRMSFER OF INFORMATION
Generally, a federal agency that obtains your financial records is prohibited
from transferring them to another federal agency unless it certifies in writing
that the transfer is proper and sends a notice to you that your records have
been sent to another agency.

PENALTIES
If the federal agency or financial institution violates the Right to Financial
Privacy Act, you may sue for damages or seek compliance with the law. If you
win, you may be repaid your attorney’s fee and costs.

ADDITIONAL INFORMATION
If you have any questions about your rights under this law, or about how to
consent to release your financial records, please call the official whose name
and telephone number appears below:

* (Last Name, First Name, Middle Initial) Title (Area Code) (Telephone number) *

** (Component activity, Local Mailing Address)

2
#First amendment (Ch 1, 4/23/81)
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FORMAL WRITTEN REQUEST FOR ACCESS FORMAT

[Official letterhead]

[Date]

* Hr./Mrs. ~
* President (as appropriate)
* City National Bank and Trust Company
* Altoona, PA 16602

*

*

Dear Mr./Hrs. ~

In connectionwith a legitimate law enforcement inquiry and pursuant
to section 3402(5) and section 3408 of the Right to Financial Privacy Act
of 1978, 12 U.S.C. 3401 et seq., and [cite Component’s implementationof
this Directive], you are requested to provide the following account
informationpertaining to the subject:

[Describethe specific records to be examined]

The [DoD Component] is without authority to issue an administrative
sunmons or subpoena for access to these financial records which are
required for [Describethe nature or purpose of the inquiry].

A copy of this request was [personally served upon or mailed] to the
subject on [Date]who has [10 or 14] days in which to challenge this
request by filing an application in an appropriateUnited States district
court if the subject desires to do so.

Upon the expiration of the above mentioned time period and absent
any filing or challenge by the subject, you will be furnished a certifi-
cation certifying in writing that the applicable provisions Qf the Act
have been complied with prior to obtaining the requested records. Upon
your receipt of a Certificateof Compliance with the Right to Financial
Privacy Act of 1978, you will be relieved of any possible liability to
the subject in comection with the disclosure of the requested financial
records.

[OfficialSignature Block]

*
*
*
*

*

*

#First amendment (Ch 1, 4/23/81)
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CUSTOMER NOTICE OF FORMAL WRITTEN REQUEST FORMAT

[official letterhead]

[Date]

Mr./Ms. XXXXX X. XxXx
1500 N. Main Street
Washington, DC 20314

Dear Mr./Ms. ~:

Information or records concerning your transactions held by the
financial institution named in the attached request are being sought by
the [agency/ department] in accordance with the Right to Financial
Privacy Act, of 1978, Title 12, United States Code, Section 3401 et seq. ,
and [Component’s implementing document], for the following purpose(s):

[List the purpose(s)]

If you desire that such records or information not be made available,
you must:

1. Fill out the accompanying motion paper and sworn statement or
write one of your ok-r.,stating that you are the customer whose records
are being requested by the Government and either giving the reasons you
believe that the records are not relevant to the legitimate law enforcement
inquiry stated in this notice or any other legal basis for objecting to

the release of the records.

2. File the motion and statement by mailing or delivering them to
the clerk of any one of the following United States District Courts:

[List applicable courts]

3. Serve the Government authority requesting the records by mailing
or delivering a copy of your motion and statement to: [Give title and
address] .

4. Be prepared to come to court and present your position in further
detail .

5. You do not need to have a lawyer, although you may wish to
employ one to represent you and protect your rights.

If you do not follow th{’above procedures, upon the expiration of 10
days from the date of personal service or 14 days from the date of
mailing of this notice, {he records or information requested therein may
be made available. These records may be transferred to other Government
authorities for legitimate law enforcement inquiries, in which event you
will be notified after the transfer.



[Signature]
[Name and title of official]
[DoD Component]
[Telephone]

Attachments-3

1. Copy of request
2. Motion papers
3. Sworn statement
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CERTIFICATEOF COMPLIANCE WITH THE RIGHT TO FINANCIAL PRIVACY ACT OF 1978

[Official letterhead]

[Date]

* Hr./Mrs.~
* Manager
* Army Federal C2edit Union
* Fort Oral.CA 93941

* Dear Mr./Mrs. XWWUNOM

I certify, pursuant to section 3403(b) of the Right to Financial”
Privacy Act of 1978, 12 U.S.C. 3401 et seq., that the applicableprovi-
sions of that statute have been complied with as to the [Customer’s
consent, search warrant or judicial subpoena~ formal written requests
emergency access, as applicable]presented on [Date], for the
following financial records of [Customer’sname]:

(Describethe specific records]

[OfficialSignature Block]
*

Pursuant to section 3417(c) of the Right to Financial Privacy Act of
1978, good faith reliance upon this certificate relieves your institution
and its employees and agents of any possible liability to the customer
in comection with the disclosure of these financial records.

#First amendment (Ch 1, 4/23/8L)
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OBTAINING ACCESS TO FINANCIAL RECORDS OVERSEAS
.

A. The provisions of 12 U.S.C. 3401 et seq. (reference (a)) do not govern
obtaining access to financial records maintained by military banking contrac-
tors in overseas or other financial institutions in offices located on DoD
installations outside the United States, the District of Columbia, Guam,
American Samoa, or the Virgin Islands. The purpose of this enclosure is to
describe a uniform procedure for access to the financial records of these
institutions.

B. Access to financial records maintained by military banking contractors in
overseas areas or other financial institutions located on DoD installations
outside the United States, the District of Columbia, Guam, American Samoa or
the Virgin Islands is preferably obtained by customer consent. However, in
those cases where it would not be appropriate to obtain this consent or where
such consent is refused and the financial institution is not otherwise willing
to provide access to its records the law enforcement activity may seek access
by the use of a search authorization issued by the appropriate military official.
This search authorization shall be issued in accordance with established Compon-
ent procedures and the Military Rules of Evidence.

c. Information obtained under this enclosure shall be properly identified as
financial information and transferred only where an official need-to-know
exists. Failure to identify or limit access in accordance with this paragraph
does not render the information inadmissible in courts-martial or other pro-
ceedings.

D. Access to financial records maintained by all other financial institutions
overseas by law enforcement activities shall be in accordance with the local
foreign statutes or procedures governing such access.



.

Feb 6 80 0
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RIGHT TO FINANCIAL PRIVACY ACT OF 1978 ANNUAL REPORT

A. Each affected DoD Component shall compile an annual report setting
forth the following for the preceding calendar year:

1. The number of requests for access to financial institutions
specifying the types of access and any other information deemed relevant
or useful.

2. The number of customer challenges to access and whether they
were successful.

3. The number of transfers to agencies outside of the Department of
Defense of information obtained under this Directive.

4. The number of customer challenges to the transfer of information
and whether they were successful.

5. The number of applications for delay of notice, the number
granted, and the names of the officials requesting such delays.

6. The number of delay of notice extensions sought and the number
granted.

L
7. The number of refusals by financial institutions to grant access

by category of authorization, such as, customer consent or formal
written request.

B. This report shall be submitted to the Defense Privacy Board, Office
of the Deputy Assistant Secretary of Defense (Administration), by
February 15 annually.

-



SECNAVINST 5500. 33

23 JUfIIMM)

FOR THE
IN THE UNITED STATES J31STRICT COURT

DISTRICT OF

(Name of District) “ (State in which Court
is located)

(Your Name)
Movant

)
) MOTION FOR ORDER PURSUANT
) TO CUSTOMER CHALLENGE
) PROVISIONS OF THE RIGHT
) TO FINANCIAL PRIVACY ACT

v. ) OF 1978.

)
UNITED STATES DEPARTMENT OF THE NAVY)

)
Respondent )

hereby moves this Court,
pursuant to Section 1110 of the &ight to Financial Privacy Act
of 1978, 12 U.S.C.

$
3410, for an order preventing the

government from obt ining access to my financial records. The
agency seeking access is

(Name of Government Agency)

My financial records are held by
(Name of Financial Instltutlon)

In support of this motion, the Court is respectfully referred to
my sworn statement filed with this motion.

Respectfully submitted,

(Your Signatur-e)

(Your Address)

(Your Telephone Number) (Your Name)

CERTIFICATE OF SERVICE

I have mailed or delivered a copy of this motion and the
attached sworn statement to

(Name of Official listed at
item 3 of Customer Notice)

on ,19 ●

(Date)

(Your Signature)

Enclosure (2)
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CUSTOMER’S SWORN STATEMENT

FOR FILING A CHALLENGE

IN THE UNITED STATES DISTRICT COURT

OF THE DISTRICT OF

(Name of District) (State in which Court
is located)

(Customer’s Name)
Movant

v.

UNITED STATES DEPARTMENT OF THE

Respondent

)
) Miscellaneous NO.
) (will be filled in by
) Court Clerk)
).
)

NAVY) SWORN STATEMENT OF MOVANT
)
)

I, ~ (am presently/was previously)
(Customer’s name) (Indicate One)

a customer of ?
(Name of Financial Institution)

and I am the customer whose records are being requested by the
Government.

The financial records sought by
(Name of Government Agency)

are not relevant to the legitimate law enforcement inquiry
stated in the Customer Notice that was sent to me because

, or

should not be disclosed because there has not been substantial
compliance with the Right to Financial Privacy Act of 1978 in
that

?

or should not be disclosed on the following other legal basis

.

I declare under penalty of perjury that the foregoing is true
and correct.

, 19
(Date) (Customer’s Signature)

Section 1J1O of the Right to Financial
Privacy Act, 12 U.S.C. Section 3410

Enclosure (3)

‘----
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INSTRUCTIONS FOR COMPLETING AND FILING THE ATTACHED MOTION
AND SWORN STATEMENT

1. Except where signatures are required, the indicated
information should be either typed or printed legibly in ink in
the spaces provided on the motion and sworn statement forms.
The information required for each space is described in
parentheses under each space to be completed.

2. The most important part of your challenge application is the
space on the “sworn statement” form, where you must state your
reasons for believing that the financial records sought are not
relevant to the legitimate law enforcement inquiry stated in the
notice. You may also challenge the government’s access to the
financial records if there has not been substantial compliance
with the Right to Financial Pri;+acy Act, or for any other
reasons allowed under the law. You should state the facts that
are the basis for your challenge as specifically as you can.

3. To file your challenge with the Court, either mail or
deliver the original and one copy of your challenge papers to-
gether with cash, certified check, or money order, to cover the
Court’s filing fee, to the “Clerk” of the Court.

4. One copy of your challenge papers (motion and sworn state-
ment) must be delivered or mailed (by registered or certified
mail) to the government official whose name appears on the
Customer Notice.

5. If you have further questions, contact the government
official whose name and telephone number appear on the Customer
Notice.

Enclosure (4)


