DEPARTMENT OF THE NAVY
Office of the Secretary
Washington, DC 20350-1000

SECNAV INSTRUCTION 5211.5D

From: Secretary of the Navy
To: All Ships and Stations

Subj: DEPARTMENT OF THE NAVY
PRIVACY ACT (PA) PROGRAM
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§ U.S.C. 552a, as amended by
computer Matching Act of 1988
(b) DOD Directive 5400.11 of
9 Jun 82, DOD Privacy Program
(NOTAL)
(c) DOD Regulation 5400.11-R of
31 Aug 83, “DOD Privacy Act
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Program” (NOTAL)
(d) 5§ U.S.C. 552 (1988) as amended
by the Freedom of Information

Reform Act of 1986

(e) SECNAVINST 5720.42E, Depart-
ment of the Navy Freedom of
Information Act Program

(f) OPM Regulations and the Federal
Personnel Manual

(g) 42 U.S.C. 653, Parent Locator

Service for Enforcement of Child

Support
Encl: (1) Table of Contents
(2) Contents of Record System Notice
and Sample Report on New System
of Records Format
3 Sample Repor n Altered System
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of Records No t

(5) Contents of a Deleted Systems of
Records Notice and Format

(6) Special Considerations for Using
and Safeguarding Records in
Computerized Systems of Records

(7) Special Considerations for Safe-

suﬂldllls Records durmg Word

Prnrpccmp

(8) General Purpose Privacy Act
Statement (OPNAYV 5211/12 (3/92))
(9) DOD Blanket Routine Uses
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(10) Disclosure Accounting Form
(OPNAV 5211/9 (3-92))

(11) List of Exempt Systems

(12) Sample Exemption Rule

(13) Provisions of the PA from Which a
General or Specific Exemption
May Be Ciaimed

(14) Litigation Status Report
(15) Salllplc Trainmg Pa\.kaﬁ% and

Slides

(16) Instructions for Preparing OPNAV
Form 5211/10, Annual Report -
Privacy Act

(17) Sample Checklist for Conducting
PA Staff Assistance Visits

(18) Computer Matching Guidelines
(19) Text of Privacy Act of 1974 (As
Amandad) — S 11 R C &82a
AL IIuLu) o WS eTe N ool AR

1. Purpose

a. To provide Department of the Navy
(DON) policies and procedures for:
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dissemination of pprcnnal information kppt hy

LAS5CnnanUn: O CiSLEal aaiaiigniUil RS

DON in systems of records;

(2) Notifying individuals if any systems
of records contain a record pertaining to them;

(4) Notifying the public of the existence
and character of each system of records.

(5) Exempting systems of records from
certain requirements of the PA; and

1o cnmlnal penalues for noncombhanc with
reference (a).
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b. To implement references (a), (b), and
(c), and promote unnormlty in UU:\ Privacy Act
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This instruction is a complete revision and should
be read in its entirety. Enclosure (1) is a Table
of Contents for this instruction.

2. Cancellation. SECNAVINST 5211.5C and
Report Control Symbol OPNAV 5211.9.
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other legally binding action, whenever a DON
contract provides for the operation of a system
of records or portion of a system of records to
accomplish a DON function. For the purposes
of any criminal liabilities adjudged an) contrac—

b. In case of a conflict, this instruction
takes precedence over any existing DON direc~
tive that deals with the personal privacy and
righzs of individuals regarding their personal
records, except for disclosure of personal infor-
mation required by reference (d) and impie-
menied by reierence (e).

4. Definitions, For the

a. Access. The review or copying of a
record or parts thereof contained in a system of
records by any individual.

DOD is consndered
other purposes, DoXN is consndered an agency
within the meaning of PA.

c. Confidential Source. A person or
organization who has furnished information to
the Federal Government either under an express

promise ihai ihe person’s of the organization’s

identity will be held in confidence or under an
lmpnea promlse of such confidentiaiity if this

of members of the Defense Prlvac_y Board, as
outlined in reference (b), and, in addition, the
DOD Inspector General or the designee, when
convened to oversee, coordinate and approve or
disapprove all DOD component computer match-
ing covered by the PA.

means of communication (suc as oral written,
electronic, mechanical, or actual review), to any
person, private entity, or government agency,
other than the subject of the record, the sub-
ject’s designated agent or the subject’s legal
guardian.

members of the umformed services (lncludl
members of the Reserve Components), indi-
viduals or survivors thereof, entitled to receive
immediate or deferred retirement benefits under
any retirement program of the Government of
the United States (inciuding survivor beneiits).
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ian of an 1nd1v1dual has the same nghts as lhe

individual and may act on his or her behalf.

No rights are vested in the representative of a

deceased person under this instruction and the

term “individuai” does not embrace an individual
‘e

acting in a non-personal capaciiy (ior exampie,

h. Individual Access. Access to
information pertaining to the individual by the
individual or his/her designated agent or legal
guardian.

i. Maintain. Includes maintain, collect,
use, or disseminate.



j- Member of the Public. Any individual
or party acting in a private capacity.

k. Minor. Under this instruction, a minor
is an individual under 18 years of age, who is

not a member of the U.S. Navy or Marine
("nrpc nor married.

1. Official Use. Within the context of this
instruction, this term is used when DON officials
and employees have a demonstrated need for the
use of any record or the information contained
therein in the performance of their official
duties.

m. Personal Informat
about an individual that is intimate or private to
the individual, as distinguished from information
related solely to the individual’s official functions
or public life.

n. Privacy Act (PA) Request. A request
from an individual for notification as to the
existence of, access to, or amendment of re-
cords pertaining to that individuai. These
records must be maintained in a system of
records.

o. Record. Any item, collection, or group-
ing of information about an individual that is
maintained by a naval activity including, but
not limited to, the individual's education, finan-
cial transactions, and medical, criminal, or
employment history, and that contains the indi-

vidual’s name or other identifying particulars
assigned to the individual, such as a finger or

SOipeav e (RO LV E- 3

voice print or a pholograph.

p. Review Authority. An official charged
with the responsibility to rule on administrative
appeals of initial denials of requests for notifi-
cation, access, or amendment of records. The
Secretary of the Navy has delegated his review
aulhorily to the Assistant Secretary of the

...... e s
nlavy \nlaupuwcn and Reserve Affairs (ASN

(M&RA)), the General Counsel (OGC), and
the Judge Advocate General (NJAG). (See
paragraph 13). Additionally, the Office of
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Personnel Management (OPM) is the review
authority for civilian official personnel folders or
records contained in any other OPM record.

q. Risk Assessment. An analysis which
considers information sensitivity, vulnerability,
and cost to a computer facility or word proc-
essing center in safeguarding personal informa-
tion processed or stored in the facility or center.

r. Routine Use. Disclosure of a record
outside DOD for a purpose that is compatible
with the purpose for which the record was
collected and maintained by DOD. The routine
use must have been mcluded in the notice for

h
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s. Statistical Record. A record main-
tained only for statistical research, or reporting
purposes, and not used in whole or in part in
making any determination about a specific
individual.

t. Sysiem Manager. An official who has
overall responsibility for a system of records.
He/she may serve at any level in DON. Systems
managers are indicated in the published record
systems notices. If more than one official is
indicated as a system manager, initial responsi-
bility resides with the manager at the appropriate
level (i.e., for local records, at the local activity).
(See paragraph 6g for responsibilities of a system
manager).

u. System of Records. A group of records
under the control of a DON activity from which
information is retrieved by the individual’s name
or by some identifying number, symbol, or other
identifying particular assigned to the individual.
System notices for all PA systems of records
must be published in the Eederal Register and
are also published in periodic OPNAVNOTEs
5211, subj: CURRENT PA ISSUANCES.

v. Word Processing Equipment. Any
Arnmhinatinn Af alantranic harduiara anmd ~Amn
SsuUliiviiialiui Ul ClC\.LlUIJl\r llﬂl\.lWCllC aliud Lulii—

puter software integrated in a variety of forms
(firmware, programmable software, hard wiring,
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nr cimilar aattinmant) that marmitc tha nrArace
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ing of textual data. Generally, the equipment

contains a device to receive information, a
computer-like processor with various capabili-
ties to manipulate the information, a storage
medium, and an output device.
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personnel for the primary purpose of manipu-
lating human thoughts and verbal or written
communications into a form suitable to the
originator. The results are written or graphic
presentations intended to communicate verbally
or visuaily with another individuai.

5. Policy. It is the policy of DON to:

a. Ensure that all its personnel comply
fully with references (a), (b), and (¢) to pro-
tect individuais from unwarranted invasions of
privacy. Individuals covered by this protection
are hvmo citizens of the LU S, or aliens lawfl__lllu
admmed for permanent residence. A legal
guardian of an individual or parent of a minor
when acting on the individual’s or minor’s
behalf, has the same rights as the individual or
minor. (A member of the Armed Forces is not

a minor for the purposes of this instruction.)

b. Collect, maintain, and use only that
personal information needed to support a Navy
function or program as authorized by law or
Executive Order (E.O.), and disclose this infor-
mation only as authorized by reference (a) and
this instruction. In assessing need, consideration
shall be given to alternatives, such as use of

informaiion not in dlvmuauy ideniifiabie or use
of
of

nwhinag in Aa fr rtain imAiug

of sampling
only. Additionally, consideration is to be given
to the length of time information is needed, and
the cost of maintaining the information compared
to the risks and adverse consequences of not
maintaining the information.
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purpose for Whlch it was collected

d. Let individuals have access to, and
obtain copies of, all or portions of their records,
subject to exemption procedures authorized by
law and this instruction.

r-3 ' ot |ﬂ’*|‘\" IIQIC ranoct aman mant f\f
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their records When discrepancies p_oven to be

are noted.

f. Let individuals request an administrative
review of decisions that deny them access, or
refuse to amend their records.

8. Ensure that ndpmm

enforced to prevent misuse, unauthonzed disclo-
sure, alteration, or destruction of personal infor-
mation in records.

h. Maintain no records describing how
an individuai exercises his/her rights guaranteed
by the First Amendment (freedom of religion,

nnhnrnl heliefc u;’\pprh and nracc reful
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assemblage, and petition for re
ances), unless they are:

(1) Expressly authorized by statute;
(2) Authorized by the individual;

(3) Wlthm the scope of an authorized
tivi

(4) For the maintenance of certain items
of information relating to religious affiliation for
members of the naval service who are chaplains.
This should not be construed, however, as re-
stricting or excnucnng solicitation of information
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record concerning religious preference, particu-
larly that required in emergency situations.

i. Maintain only systems of records which

have been published in the Federal Register, in
accordance with periodic OPNAVNOTEs 5211,



Subj: CURRENT PA ISSUANCES, and
paragraph 7. These OPNAVNOTEs 5211
provide a listing of all DON PA systems of
records and identify the Office of Personnel
Management (OPM) government-wide systems
containing information on DON civilian employ~
ees, even though technically, DON does not
have cognizance over them. A PA systems
notice outlines what kinds of information may
be collected and maintained by naval activities.
When collecting/maintaining information in a PA
system of records, review the systems notice to
ensure activity compliance is within the scope of
the system. If you determine the systems notice
does not meet your needs, contact the systems
manager or Chief of Naval Operations (CNO)
(OP-09B30) with your concerns so that

6. Responsibility and Authority

a. CNO. CNO is designated as the official
responsible for administering and supervising the
execution of references (a), (b), and (c). CNO
has designated the Assistant Vice Chief of Naval
Operations (OP-09B30) as principal PA Coordi-
nator for the DON to:

(1) Set DON policy on the provisions of
the PA.

(2) Serve as principal advisor on all PA
matters.

(3) Oversee the administration of the PA
program, which includes preparing the DON PA
report for submission to Congress.

(4) Develop Navy-wide PA training
program and serve as training-oversight manager.

(5) Conduct staff assistance visits within
DON to review compliance with reference (a)
and this instruction.

(6) Coordinate and prepare responses for
PA requests received for Office of the Secretary
of the Navy records.

w
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b. Commandant of the Marine Corps
(CMC). CMC is responsible for administering
and supervising the execution of this instruction
within the Marine Corps. The Commandant has
designated the Director, Manpower Management
Information Systems Division (HQMC (Code

MI)) as the PA coordinator for Headquarters,
U.S. Marine Corps.

c¢. PA Coordinator. Each addressee is
responsible for implementing and administering
a PA program under this instruction. Each
addressee shall designate a PA Coordinator to:

(1) Serve as principal point of contact on
PA matters.

personnel on the provisions of reference (a) and

this instruction.

(3) Issue implementing instruction which
designates the activity’s PA Coordinator, PA
records disposition, PA processing procedures,
identification of PA systems of records under
their cognizance, and training aids for those
personnel involved with systems of records.

(4) Review internal directives, practices,
and procedures, including those having PA
implications and where Privacy Act Statements
(PASs) are needed.

(5) Compile input and submit consoli-
dated PA report to Echelon 2 PA Coordinator,
who, in turn, will provide consolidated report to
CNO (OP-09B30).

(6) Maintain liaison with records
management officials (i.e., maintenance and
disposal procedures and standards, forms, and
reports), as appropriate.

(7) Provide guidance on handling PA
requests and scope of PA exemptions.
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uct staff assistance visits within
command and lower echelon commands to
ensure compliance with the PA. (See paragraph

19 for conducting staff assistance visits).

(9) Echelon 2 PA Coordinators shall
provide CNO (OP-09B30) with a complete listing
f ali PA Coordinators under their Junsalcuon
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d. Release Authority. Officials having
cognizance over the requested subject matter are
authorized to respond to requests for notification,

access, and/or amendment of records. These
fi ould aiso be sysiems managers (see

e. Denial Authority. Within DON, the
following chief officials, their respective vice
commanders, deputies, principal assistants, and
those officials specifically designated by the chief
official are authorized to deny requests, either
in whole or in part, for notification, access and
amendment, made under this instruction, when

eha ranmnedes salasas ¢~ cevnstace samtbhice thaie on

ui€ 7FeCoiIas rdiale o mateis wiulin uieir 7e—
csnective areac of recnancihility or chain of com-—
spective areas ol responsiounty or cham of com
mand

(1) DON: Civilian Executive Assistants;
CNO; CMC; Chief of Naval Personnel; Com-
manders of the Naval Systems Commands, Naval
Intelligence Command, Naval Security Group
Command, Naval Imaging l,ommano, and Naval

Emam s £
€1IECOMMUINICations LUIuIdIIG,

ment; Chnef of Naval Education and Trammg.
Commander, Naval Reserve Force; Chief of
Naval Research; Commander, Naval Oceanog-
raphy Command heads of DON' Staff Offices,
icers and General

delegate the authority conferred here to other
senior officers/officials within NJAG and OGC.

(2) For the shore establishment:

(a) All officers authorized under
Article 22, Uniform Code of Military Justice

(UCMJ) or designated in section 0120, Manual
Af el il A A e £ o FTACIINGT

Ol e Juugc f'\uVULdlC Uellcld (JAUILINDI
SRNO0 7C)Y. to convene general conrtc—martial
28UV /L), 10 COonvene genera: courts—marua..

(b) Commander, Naval Investigative
Service Command.

(c) Deputy Commander, Naval
Legal Service Command.

Vds 3% Y __ al. Y o YOS N ™ A1 P of ~
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annthnrizad lhhy Artircrla 99 TN Ar Aacgionntad
aulliiviiooeu Uy MIUNIV oy UNiVAIY, U UCDIEIIGLC\J
in section 0120, Manual of the Judge Advocate

i ual . y
General (JAGINST 5800.7C), to convene
general courts—martial.

f. Review Authority

repons and _performance evaluauons of
military personnel (see paragraph 13c¢(3)).

(2) The Judge Advocate General and
General Counsel, as the Secretary‘s designees,
shail act upon requests for administrative review

--.

(3) The authority of the Secretary of the
Navy (SECNAV), as the head of an agency, to
request records subject to the PA from an
agency external to DOD for civil or criminal law
enforcement purposes, under subsection (b)(7)

ol e fa) PP Py PRy A e el M

Ul ICICICIIU (d), 15 UCiCgalcd Lo uic bUlYlllld[l’
Aant nf tha arino (Carne the Niractar ~nf Nawal
SEGIIN VU LA IVEGL LN \/Ulya' LIS AL LUS Vi ivavail
Intelligence, the Judge Advocate General, and
the General Counsel



g. System Manager. Systems managers,
as designated in DON’s compilation of systems
notices (periodic OPNAVNOTEs 5211, subJ.

CURRENT PA ISSUANCES) shall:

(1) Ensure the system has been pub-

lished in the Federal Register and that any addi-
tions or mgnmcam changes are submitted to CNO

accordance with the systems notices as pub-

lished in the periodic OPNAVNOTEs 5211,
subj: CURRENT PA ISSUANCES.

(2) Maintain accountability records of
disclosures (use enclosure (10) to account for all
disclosure accountings outside DOD).

hers Thes mclude

(1) Not disclosing any information
contained in a system of records by any means
of communication to any person or agency,
except as authorized by this instruction.

(2) Not maintaining unpublished official
files which would fall under the provisions of

(3) Safeguarding the privacy of individu-
als and confidentiality of personal information
contained in a system of records.

-~ O . _a PR | TR TPy alo
/ oyst coras. 1O D€ suDject Lo Ui
instruction, a “system of records” must consist
of “records” that are retrieved by the name, or

> v
some other personal identifier, of an individual
and be under the control of DON.

a. Retrieval Practices

are not reirieved by personal identifiers are not
covered by this instruction, even if the records
contain information about individuals and are

SECNAVINST 5211.
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under the control of DON. The records must
be retrieved by personal identifiers to become a
system of records.

(2) If records previously not retrieved by
personal identifiers are rearranged so they are
retnevea by personal enuners, a new system

CD

(3) If records in a system of records are
rearranged so retrieval is no longer by personal
identifiers, the records are no longer subject to
this instruction and the records system notice
should be deleted in accordance with paragraph

[ a
tained in a system of records subiect to this
instruction must meet the following criteria:
(1) Be accurate. All information in the
record must be factually correct.

(2) Be relevant. All information con-
tained in the record must be rexatea to the

(3) Be timely. All information in the
record must be reviewed periodically to ensure
that it has not changed due to time or later
events.

) » PR —Da - -~ P —~

(4) Be complete. It must be able to

stand alone in accomplishing the purpose for
which it is maintained

(5) Be necessary. All information in the
record must be needed to accomplish a DON
mission or purpose established by Federal Law or
E.O. of the President.

- 2o a4~ Thoa_ L1 L O_ _a____._ _ &

< Ity 10 L>tapiisn Sysems oI
Records. ldentify the specific Federal statute or
E.O. of the President that anthnrizes maintaining
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uses its “internal housekeeping” statute, i.e., S
U.S.C. 301, Departmental Regulations, the naval
instruction that lmplemems the statute should

.1'1
o

responsnblhlv to ensure the mformauon in the
system of records is relevant and necessary.

d. Exercise of First Amendment Rights

(1) Do not maintain any records describ-
ing how an individual exercises rights guaranteed
by the First Amendment of the U.S. Constitution
unless expressly authorized by Federal law; the
individual, or pertinent to and within the scope

of an authorized law enforcement activity.

(2) First amendment rights include, but
are not iimited to, freedom of reiigi()n freedom
of pUliiiC&l beliefs, freedom of \pccux. freedom
of the press, the right to assemble, and the right

to petition.

e. System Manager's Evaluations and
Reviews

(i) Evaiuale each new syslem of records.

(a) The relationship of each item of
information to be collected and retained to the
purpose for which the system is maintained (all
information must be relevant to the purpose);

nAce Nr miccin
POose Or mission

not collected (all information must be necessary
to accomplish a lawful purpose or mission.);

(c) The ability to meet the informa-
tional needs without using personal identifiers
(will anonymous statistical records meet the
needs?);

(d) The I@nmh of time each item of

information must be kept;

(e) The methods of disposal;

(f) The cost of maintaining the

(g) Whether a system already exists
that serves the purpose of the new system.

(2) Evaluate and review all existing sys—
tems of records.

(a) When an alteration or amend-

ment f\f an PYIQ'II’\O c\rclpm IC nranqrpr‘l nnrcuanl
00 W e h19 3418
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to paragraphs 9b and 9¢, do lhe evaluation
described in paragraph 7e.

(b) Conduct the following reviews
annually and be prepared to report, in
accordance with paragraph 6c(8), the resuits and
correciive actions taken 1o resolve proble

uncovered.

ns

1. Training practices to ensure
all personnel are familiar with the requirements
of references (a) and (b), this instruction, and
any special needs their specific jobs entail.

3. Ongoing computer matching
programs in which records from the system have
been matched with non-DOD records to ensure
that the requirements of paragraph 20 have been
met.

4. Actions of DON
that resulted in either DON being found c1v1]ly
liable or a person being found criminally liable
under reference (a), to determine the extent of
the problem and find the most effective way of
preventing the problem from occurring in the
future.

I+ Lnanrh cuctam ~f rarnrdc

2 iasvii \)‘Jltlll Ul IV uIud
notice ta ensure it accurately describes the
system. Where major changes are needed, alter

the system notice in accordance with paragraph



9b. If minor changes are needed, amend the
system notice pursuant to paragraph 9c.

(c) Every even-numbered year,
review a random sample of DON contracts that
provide for the operation of a system of records
to accomplish a DON function, to ensure the
wording of each contract complies with the
provisions of reference (a) and paragraph 7h
of this instruction.
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very three vears
very tnree years

J
1992, review

- 7

992 outine use disclosures associ-
ated with each system of records to ensure the
recipient’s use of the records continues to be
compatible with the purpose for which the infor-
mation was originally collected.

.
®

(f) When directed, send the
reports through proper channels to the CNO
(OP-09B30).

f. Discontinued Information Requirements

that is no longer lusufled and when feasxble.
remove the information from existing records.

(2) Do not destroy records that must be
kept in accordance with retention and disposal
requirements established under SECNAVINST

I X Ko I _

5212.5, Disposal of Navy and Marine Corps

DarnrAg
RCLuUIuUS.

g. Review Records Before Disclosing
Outside the Federal Government. Before
disclosing a record from a system of records to
anyone outside the Federal Government, take
reasonable steps to ensure the record which is
being disclosed is accurate, relevant, timely, and
compiete for the purposes it 1s being maintained.

SECNAVINST 5211.5D
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h. Federa! Government Contractors
(1) Appl lity to Federal Govern-

ment Contractors.

(a) When a naval activity contracts
for the operation of a system of records to
accomplish its function, the activity must ensure
compuance with this mSLrucuon ana relerence

(b) Consistent with Parts 24 and 52
of the Federal Acquisition Regulation (FAR),
contracts for the operation of a system of records
shall identify specifically the record system and

[

the work to be performed, and shall include in
. o

(c) If the contractor must use
records that are subject to this instruction to
perform any part of a contract, the contractor
activities are subject to this instruction.

Ti

his instruction does not apply

. ntained
solely to assist the contractor in makm 1mernal
contractor management decisions, such as
records maintained by the contractor for use in
managing the contract;

2. Maintained as internai

ek e g Tnsinn s=agn~=-do P
conudcior crployee recorus, VeIl WlICll usdcu 1n
conjunction with providing goods or services to

3. Maintained as training
records by an educational organization con-
tracted by a naval activity to provide training
when the records of the comract studems are

of other studenis, such as admission forms,
transcr and academic counseling and similar
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reporting agency to which records have been
disclosed under contract in accordance with 31
U.S.C. § 952d.

(e) For contracting that is subject to
this instruction, naval activities shall publish
instructions that:

1. Furn
personnel who solicit, award, or
Government contracts;

ish PA

uidance to

()]

administer

2. Inform prospective
contractors of their responsibilities under this
instruction and the DON Privacy Program;

compllanc with the PA; and

4. Provide for the biennial
review of a random sample of contracts that are
subject to this instruction.

which oversees the implementation of the FAR
within DOD, is responsible for developing the
specific policies and procedures for soliciting,
awarding, and administering contracts that are
subject to this instruction and reference (a).
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ctivities shall establish contract surveillance
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ractors comply

I t n Vi
procedures estab]nshed by the DAR Council
under the preceding subparagraph.

(4) Disclosing Records to Contractors.
Disclosing records to a contractor for use in
performing a contract let by a naval activity

is considered a disclosure within DON. The
contractor is considered the agent of DON when
receiving and maintatning the records for that
activity.

8. Safeguarding Records in Systems of
Records. Establish appropriate administrative,
technical, and physicai safeguards to ensure the

10

from unauthorized alteration, destruction, or
disclosure. Protect the records from reasonably
anticipated threats or hazards that could result in
substantial harm, embarrassment, inconvenience,
or unfairness to any individual on whom
information is maintained.

(1) Conduct risk analysis and manage-
ment planning for each system of records. Con-
sider sensitivity and use of the records, present
and projected threats and vulnerabilities, and
present and projected cost-effectiveness of safe-
guards The risk analysns may vary from an.

(2) Train all personnel operating a
system of records or using records from a system
of records in proper record security procedures.

(3) Label information exempt from
disclosure under this instruction to reflect their
sensitivity, such as “FOR OFFI "IAL USE

DlSCLOSE ON A \EED—TO—KY\'OW BASlS
ONLY,” or some other statement that alerts
individuals of the sensitivity to the records.

Pll)blbdl
records p >
processing or word processing system to protect
them from threats unique to those environments.
Special considerations for using and safeguarding
records in computerized systems of records

is contained 1n enclosure (6). Special
considerations for safeguarding records during
word processing is contained in enclosure (7).

b. Records Disposal

(1) Dispose of records from systems of
records so as to prevent inadvertent disclosure.
Disposal methods are considered adequate if the
records are rendered unrecognizable or beyond
reconstruction {1.e., such as tearing, burning,



meliting, chemical decomposmon, burying,

L R Voo St - -~ seallaal )
pulping, puiverizing, 1g, or mutilation)
AAnanatin madia mav ha alaarad lhu samnlataly
viaghell Micdia Miay O Cikaitl Oy (CUHpicllay
erasino, overwritino, or degaussing the tane.
erasing, averuwriling, ar adegatasing tne 14ape.

(2) The transfer of large volumes of
records (e.g., printouts and computer cards)
in bulk to a disposal activity such as a Defense
Reutilization and Marketing Office for author-

1zed dlsposal is not a dlsclosure of records, if the

(3) When disposing or destroying large
quantities of records from a system of records,
care must be taken to ensure that the bulk of
the records is maintained to prevent easy identi—
fication of specific recorus If such buik is

tion easﬂ d scernable dnsoose of he records in
accordance with paragraph 8b(1).

9. Criteria for Creating, Altering, Amending
and Deleting PA Systems of Records

Federal Reopister.
records has been cancelled or deleted, and it
is determined that it should be reinstated or
reused, a new system notice must be published

in the Federal Register. Advance public notice

must be given before a naval activity may begin

to coiiect information for or use a new sysiem of
_____ Ar Thao falladio s adisran nsmely.
T€COTTS. 1€ 1I0u0OWinig ProCeaures appiy:

(1) Describe in the record system notice
the contents of the record system and the pur-
poses and routine uses for which the information

will be used and disclosed.

(2) The public shall be given 30 days to
any proposeCl routine uses before

11
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'ne notice shaii contain the date the
.......... 1)
1<
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Ammenn nffnneiiin

data elemems requnred for an_v system of records
notice to be published in the Federal Register.
Also at enclosure (2) is a sample Report on a
New System of Records submission. It includes
a sample Narrative Statement and a System of
Records Notice.

| 39 N eitomin FAar an Altaratinn ¢t~ o CQuectam

e ol Ia 1VE Qi NIV I GVl 1V G JYyJgeein
of Records Notice. A system is considered
altered when any one of the following actions

occur or is proposed:

(1) A significant increase or change in
the number or types of individuals about whom
records are maintained. For example a decision

d a system of records t ¢

-
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a
X

J
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would constitute an altered svstem. An increase
or decrease in the number of individuals covered
due to normal growth or decrease is not an

alteration.

(2) A change that expands the types
or categones of mxormauon maintained. For

nanded tna inchide
pangeg o mncuce

an alteration.

(3) A change that alters the purpose for
which the information is used. In order to be an
alteration, the change must be one that is not
reasonably inferred from any of the existing
purposes.
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greater use of records in lhe system.
For example. placing interactive computer termi-
nals at regional offices when the system was for-
merly used only at the headquarters would be an
alteration.

fmx A .
{(5) A change in the manner in which

wan~Arde ava Aranniaad Ar in tha mathaAd ey uwhinh

FICLUIVD aliv Ulsalllbcu Ul 11 LT lIIcuivug U’ wWilivil

recaordc are retrieved

records are retrieved
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‘b
reorganization wnhm DON.

(7) Retrieving by SSNs, records that

previously were retrieved only by names would
be an alteration if the present notice failed to
indicate retrieval by SSNs.

An

An altered svstem
ereg syster

..,
-
®
(]
o
=
o
w»

s must be pt blished

in the Federal RemSLer Submission for an al-
teration must contain a narrative statement, the
specific changes altering the system, and the

system of records notice. (See enclosure (3)).

c. Criteria for Amending a System of
Records Notice. Minor changes lO published
ll amendmems should be forwarded 1o
CNO (OP-—O9BSO) for publication in the Federal
Register. When submitting an amendment 10 a
system of records notice, the naval activity must
include a description of the specific changes
proposed and the system of records notice {(see

......... £ AN\
enclosure (4)).

d. Criteria for Deleting a System of
Records Notice. When a system of records is
discontinued, incorporated into another system,
or determined to be no longer subject to this
instruction, a deleuon notice must be published
1ne deietion notice

e ! 1 for deleting it If
ystem is deleted through incorporation into or
merger with another system, identily the succes—
sor system in the deletion notice (see enclosure

(5))-

10. Collecting Information About Individuals

To the greatest extent Dracucable collem in for-
mation for systems of records directly from the
individual to whom the record pertains if the
record may be used to make an adverse deter-
mination about the individua!’s rights, benefits,
or privileges under the Federal programs.

A .
J . 18 =&

12

b. (‘nllprnna

viduals from Third Persons ll mlghl not
always be practical to collect all information
about an individual directly from that person,
such as verifying information through other
sources for security or employment suitability
determinations; seeking other opinions, such as

*
a supervisor's comments on past performance
or other evaluations; obtaining the necessary

mformauon directly from the individual would

be exceptionally difficult or would result in
unreasonable costs or delays; or, the individual
requests or consents to contacting another person
to obtain the information.

c. Soliciting the SSN

(1) It is unlawful for any Federal, State,
or local government agency to deny an individual
a right, benefit, or privilege provided by law
because the individual refuses to provide his/her
SSN. However, this prohibition does not apply if

— Y . o 1

a Federal law requires that the SSN be provxaea,
or the SSN is required by a law or regulation

adopted before January 1, 1975, o verify the
individual’s identity for a system of records
established and in use before that date.

(2) Before requesting an individual to
provide the SSN, the individual must be advised
whether provnomg the SSN is manaalory or

o
..-

(3) The preceding advice relates only
to the SSN. If other information about the
individual is solicited for a system of records,

a PA statement (PAS) also must be provided
to him/her.

(4) The notice published in the Eederal
Register for each system of records containing
SSNs solicited from individuals must indicate the
authority for soliciting the SSNs and whether it
is mandatory for the individuals to provide their
SSNs. E.O. 9397 requires federai agencies 1o
use SSNs as numerical identifiers for individuals



in most federal records systems, however, it does

not make it mandatory for individuals to provide
their SSNs.

(5) When entering military service or
civilian employment with the DON, individuals
must provide their SSNs. This is then the indi-

vidual's numerical identifier and i edt

1
ViUudi: 5 11T a: iLbiiitiac: Qi used

lish personnel, financial, medical, and other
official records (as authorized by E.O. 9397).
The individuals must be given the notification
described above. Once the individual has pro-

vided his/her SSN to establish the records

to estab-

’
a notification is not required when the SSN is
requesied only for identification or to locate the
records.

(6) The Federal Personnel Manual must
be consulted when soliciting SSNs for use in
systems of records maintained by the Office of
Personnel Management.

by Federal statute, or is not for yszem of
records in existence and operating prior to

1 January 1975. However, the separate PAS
for the SSN, alone, or a merged PAS covering
both the SSN and other items of personal infor-
mation, must make ciear that disciosure of the

number is voluntary. If the individual refuses
to disclose ..is/..er SSN. the activity must be pre-
pared to identify the individual by alternate
means
d. Contents of PAS

(1) When individual is requested 1
furnish information about hir‘.rlf/herseh‘ fcr a
system of records, a PAS must be provided 10
the individual, regardless of the method used 10

collect the information (i.e., forms, personal or
telephonic interview, etc). Enclosure (8) con-
tains a general purpose PAS form (OPNAV

$211/12) which can be tailored to the purpose

for which mlormauon is Delng requesied and

used when t PAS is not attached to the form.
ha i
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(2) The PAS shall include the following:

(a) The Federal law or E.O. that
authorizes collecting the information (i.e., E.O.
9397 authorizes coilection of SSNsj;

(b) Whether or not it is mandatory
for the individual to provide the requested infor-
mation (It is only mandatory when a Federal law
or E.O. of the President specifically imposes a
requirement to furnish the information and pro-
vides a penally for failure to do so. If furnishing

mtormauon is a conamon for granung a benefit
ar , A
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(¢) The principle purposes for
collecting the information,;

(d) The routine uses that will be
made of the information (i.e., to whom and why
it will be disclosed outside the DOD); and

(e) The possible effects on the
individual if the requested information is not
provided.

5
[1,=]
°
oy
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5
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3
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collected by means other than a form completed
by the individual, i.e., solicited over the tele-
phone, the PAS should be read to the individual
and if requested by the individual, a copy sent

to him/her. There is no requirement that the
individual sign the PAS. Enclosure (8) also
contains an actual form with the PAS included.

e. Format for PAS. When forms are used
to collect information about individuals for a sys—
tem of records, the PAS shall appear as follows
(listed in the order of preference):

form,
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(2) Eisewhere on the front page of the
form (clearly indicating it is the PAS),

\-/

On back of the form with a
notation f its locauon below the title of the
form, or

(4) On a separate form which the
individuai may keep.

11. Access to Records
a. Individual Access to Records
(1) Right of Access. Only individuals

who are subjects of records maintained in sys—
tems of records and by whose personal identifiers

P I [ i tha —illie AF
the records are retrieved have the right of indi-
vidual access under this instruction, unless they

J
provide written authorization for their represen-

tative to act on their behalf. Legal guardians or
parents acting on behalfl of a minor child also
have the right of individual access under this
instruction.

79y BT _ a0 4t o Mo A D lnbamnn
{(2) Notificaiion o1 Recora s cxistence
Each naval activity shall establish procedures for

[}
notifying an individual, in response to his/her
request, il a system of records identified by him/
her contains a record pertaining to the individ-
ual.

(3) Individual Request for Access.

A i imcae fa AmmacC

manag h

compilation system notices (penodlc OPI\AV—
NOTEs 5211, subj: CURRENT PA ISSU-
ANCES).

(4) Verifying ldentity

(b) When requesting records in
writing, naval activities may not insist that a
requester submit a notarized signature. The
courts have ruled that an alternative method of

verifying identity must be estabiished for individ-
uals who do not have access to notary services.

This alternative permits requesters 1o prn\ndp an

i NS aiternatll pPriiiins svya ester

unsworn declaration that states “1 declare under
perjury or penalty under the laws of the United

States of American that the foregoing is true and
correct.”

(c) When an individual seeks access
in person, identification can be verified by docu-

(94
ments normally carried by the individual (i.e.,
identification card, driver's license, or other li-
cense, permit or pass normally used for identi-
fication purposes).

(d) When access is requested other
man in wrmng, laenmy may be verified by the

I Uclllllylllb u
lace of birth, or
other information necessary 1o locate the record
sought. If the information sought is sensitive,
additional identifying data may be required.

Telephonic requests should not be honored.

(e) Allow an individual to be ac-
companied by a person of his/her choice when
viewing the record; however, require the indi-

vidual to provide written authorization to have
the record discussed in front of the other person.

(f) Do not deny access to an indi-
vidual who is the subject of the record solely for
refusing 1o dnvulbe hlslher SSN, unless 1t s lhe

(g) Do not require the individual to
explain why he/she is seeking access to a record
under this instruction.

(h) Only a designalcd denial
The demdl must be

(5) Blanket Requests not Honored.
Do not honor requests from individuals for noti-
fication and/or access concerning all DON sys-
tems of records. In these instances, notify the



individual that requests for notification and/or
access must be directed to the appropriate system
manager for the particular record system being
requested, as indicated in the periodic OPNAV-
NOTEs 5211, subj: CURRENT PA ISSU-
ANCES; and the request must either designate
the particular system of records 10 be searched,
or provide sufficient information for the system
manager to identify the appropriate system.
Also, provide the individual with any other
information needed for obtaining consireration
of his/her request.

(6) Granting Individual Access to
Records

{a) Grant the individuai access (o
the original record (or exact copy) without any
changes or deletions, other than those made in
accordance with paragraph (15).

(b) Grant the individual’'s request
for an exact copy of the record, upon the signed
authorization of the individual, and provide a
copy to anyone designated by the individual.

In either case, the copying fees may be assessed
to the individual pursuant to paragraph 11b.

(c) If requested, explain any record
or portion of a record that is not understood, as
well as any changes or deletions.

(7) Illegible or Incomplete Records.
Do not deny an individual access solely because
the physical condition or format of the record
does not make it readily available (i.e., when the
record is in a deteriorated state or on magnetic
tape). Either prepare an extract or recopy the
document exactly.

(8) Access by Parents and Legal
Guardians

(a) The parent of any minor, or
the legal guardian of any individual declared by a
court of competent jurisdiction to be incompetent
due to physical or mental incapacity or age, may
obtain access to the record of the minor or

inAAMmnatant 'dnnl

lu\.\.uuyvswlu }llu:': f 'hﬂ parent or Iﬁnﬂl

IV paiviie v avgas
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guardian is acting on behalf or for the benefit
of the minor or incompetent. However, with
respect to access by parents and legal guardians
to medical records and medical determinations
about minors, use the following procedures:

n the United States, the

tha vrannrdc ara lasrntad
LT ICLUIUS ai© uiawcu

might afford specnal protection to certain medical
records (i.e., drug and alcohol abuse treatment,
and psychiatric records). The state statutes
might apply even if the records are maintained
by a naval medical facility.

2. For installations located
outside the U.S., the parent or legal guardian of

[ S T | I TR S I R
d IMIINOIr Siidil D UCIHICU 4CCEdS 1 all 1uu1 Ul UIC

following conditions are met:

a. The minor at the time of
the treatment or consultation was 15, 16, or 17
years old;

b. The treatment or consul-
tation was within a program authorized by law or
regulation to provide confidentiality to the minor;

¢. The minor indicated a
desire that the treatment or consuliation record
be handled in confidence and not disclosed to a
parent or guardian; and

d. The parent or legal guardi-
an does not have the written authorization of the
minor or a valid court order granting access.

(b) A minor or incompetent has
the same right of access as any other individual
under this instruction. The right of access of the
parent or legal guardian is in addition to that of
the minor or incompetent.

(9) Access to Information Compiled in
Reasonable Anticipation of A Civil Proceeding

(a) An individual is not entitled
under this instruction to access information
compiled in reasonable anticipation of a civil

artinn or nroceedin
HwhiJas '.I U‘V“lllbt
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ceeding” includes quasi-judicial and pre-trial

judicial proceedings, as well as formal litigation.

(c) Paragraphs 11a(9)(a) and (b), do not
prohibit access to records compiled or used for
purposes other than litigation, nor prohibit access
to systems of records solely because they are

............. L

frequently subject to litigation. The informa-
tion must have been compiled for the primary
uon Must nave oeen CoOmpuea 10r und primarl

purpose of litigation.

(10) Personal Notes or Records not
under the Control of the DON

(a) Certain documents under the

this instruction. These documents are not sys-
tems of records that are subject to this instruc-
tion, if they are:

1. Maintained and discarded

solely at the discretion of the author;

onhy
Uity

for t
107

result of official
whether oral or

3. Not the
direction or encouragement,
written; and

(11) Relationship between the PA and
FOIA. In some instances, individuals requesting
access to records pertaining to themselves may
not know which Act to cite as the appropriate
statutory authority. The following guidelines are
to ensure that the individuais receive the greatest
degree of access under both Acts:

(a) Access

a) / bl

requests that specifically
state or reasonably lm_ply that they are made
under reference (d), are processed under

reference (e).

=
(=)

fRY Anr~ace ramtioc shins comn Al
LU ALLTD lCLIUCblB tidtl bchlllLdlly

state or reasonably imply that they are made
under reference (a) are processed under this
instruction.

(c) Access requests that cite both
references (a) and (e) are processed under the
Act that prov1de

(d) Do not penalize the individual
access to his/her records otherwise releasable
under reference (a) and periodic OPNAVNOTEs
5211, subj: CURRENT PA ISSUANCES, simply
because he/she failed to cite the appropriate
statute or instruction.

requests for access made under PA or this
instruction within 10 working days after receipt,
and advise the requester of your decision to
grant/deny access within 30 working days.

b. Reproduction Fees. Normally, only one

(
£
a
=

should be made pavable to t rer
United States and deposrted to the mlscellaneous
receipts of the treasury account maintained at
the finance office servicing the activity.

(1) Fee schedules shall include only the
direct cost of reproducuon and shall not 1nclude

3
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(b) fees not assocrated wrth the actual cost of

reproduction; (c) producing a copy when it must
be provided to the individual without cost under
another regulation, directive, or law; (d) normal
postage; (e) transportation of records or
personnel; or (f) producing a copy when the
individual has requested only to review the

ly means
make a copy (e.g
computer and a copy must be printed to provide
individual access, or the naval activity does not



b ot crirrandar tarmarg T Ay tha ~rigina rarnrd
wish to surrender temporarily the original record
far the individnal tn review)
for the individual to review)

(2) Fee schedules.
(a) Office copy (per page) . . $.10
(b) Microfiche (per fiche) . . $.25
Ve AN = Sy A3/ nicin Fonen mzcsbmamm el
{3) Fee waivers. Waive fees automati—
rally if tha dirart cnct nf renradnctinn ic lace
vaill 11 VIS MLV AOLL VUWUOL v l\r}ll VNIV LIULE 10 Ew OO
than $15, unless the individual is seeking an

obvious extension or duplication of a previous
request for which he/she was granted a waiver.
Decisions to waive or reduce fees that exceed
$15 are made on a case-by-case basis.

c. Denying Individuai Access

equ nmpiled in
sonable anticipation of a civil action or nroceed—
ing (see paragraph 11a(9)} or is in a system of
records that has been exempt from the access

provisions of this instruction (see paragraph 15).

reauested record inv if it was
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comol\ with estabhshed Drocedural requirements,
but must be told the specific reason for the
refusal and the proper access procedures.

(3) Deny the individual access to his/
her medical and psychological records if it is
determined that access could have an adverse

o

be made in c u]tauon wnh a medlcal practi-
tioner. If it is medlcally indicated that access
could have an adverse mental or physical effect
on the individual, provide the record 10 a medi-
cal practitioner named by the individual, along
with an explanation of why access without medi-
cal supervision couid be narmtul to the manvnd—
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chall o rafiicard Thao rafiical ic nnat rAancidarad o
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denial for reporting purnoses under the PA.
dentat 1or reporting purposes under the

d. Notifying the Individual. Written
denial of access must be given to the individual.
The denial letter shall include: (1) The name,
title, and signature of a designated denial
aulhority' (2) the date of the denial; (3)

he specmc reason for the denlal citing the

v right
calendar days of t
and (S) the title and address of the review
authority.

12. Amendment of Records

records and to avall lhemselves of the amend—
ment procedures established by this instruction.

(1) Right to Amend. An individual may
request to amend any record retrieved by his/her

personal identifier from a system of records,
uniess the sysiem has been exempt from the
amendment procedures under paragraph 12 of
[__!s in\'rllgt_mn Amendm_gnu under this instruc-

matters of opinion (i.e., lnformauon contamed in
evaluations of promotion potential or perform-
ance appraisals). When records sought to be
amended are covered by another issuance, the
administrative procedures under that issuance
must be exhausted before using the PA.

the adminisirative nrocedures reanired by the
the agdmm strative procedures requirec vy the
issuance actually covering the records in

question.

(2) In Writing. Amendment requests
shall be in writing, except for routine adminis—
trative changes, such as change of address.
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action sought (i.e., deletion, correction, or addi-
tion); and copies of available documentary
evidence supporting the request.

b. Burden of Proof. The individual must
provide adequate support for the request.

~ Un
L. vEu

g .
be required to provide identification to prevent
the inadverient or intentional amendment of

another’s record. Use the verification guidelines

provided in paragraph 11a(4) of this instruction.

d. Limits on Amending Judicial and
Quasi-Judicial Evidence and Findings. This
instruction does not permit the alteration of
evidence presented in the course of judicial or
quasi-judicial proceedings. Amendments o such
records must be made in accordance with proce-
dures established for such proceedings. This in-
struction does not permit a collateral attack on
a judicial or quasi-judicial finding; however, this
instruction may be used to challenge the accu-
racy of recording the finding in a system of
records.

e. Standards for Amendment Request
Determinations. The record which the individ-
ual requests to be amended must meet the reco-
rdkeeping standards established in paragraph 7b.
The record must be accurate, relevant, timely,
complete, and necessary. If the record in its
present state does not meet each of the criteria,
grant the amendment request to the extent
necessary to meet them.

f. Time Limits. Within 10 working days
of receiving an amendment request, the systems
manager shall provide the individual a written
acknowledgement of the request. If action on
the amendment request is completed within
the 10 working days and the individual is so
informed, no separate acknowledgment is
necessary. The acknowledgment must clearly
identify the request and advise the individual
when to expect notification of the completed
action. Only under exceptional circumstances
should more than 30 working days be required to
complete the action on an amendment request.

g. Granting an Amendment Request in
Whole or in Part

(1) Notify the Requester. To the
extent the amendment request is granted, the
systems manager shall notify the individual and
make the appropriate amendment.

(2) Notify Previous Recipients. Notify
all previous recipients of the information (as
reflected in the disclosure accounting record)
that the amendment has been made and provide
each a copy of the amended record. Recipients
who are known to be no longer retaining the
record need not be advised of the amendment.
If it is known that other naval activities, DOD
components, or Federal agencies have been

""" d information that now requires
amendment, or if the individual requests that
these agencies be notified, provide the notifi~
cation of amendment even if those activities or
agencies are not listed on the disclosure
accounting form.

h. Denying an Amendment Request in
Whole or in Part. If the amendment request is
denied in whoie or in part, promptly notify the
individual in writing. Include in the notification
to the individual the following:

(1) Those sections of reference (a) or
this instruction upon which the denial is based;
(2) his/her right to appeal to the head of the
activity for an independent review of the initial
denial; (3) the procedures for requesting an
appeal, including the title and address of the
official to whom the appeal should be sent; and
(4) where the individual can receive assistance in
filing the appeal.

i. Reguests for Amending OPM Records.
The records in an OPM government-wide system
of records are only temporarily in the custody of
naval activities. Requests for amendment of
these records must be processed in accordance
with reference (f). The denial authority may
deny a request, but all denials are subject to
review by the Assistant Director ior Workforce



Information, Personnel Systems Oversight Group,
Office of Personnel Management, 1900 E Street,
: 1<
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j. Individual’s Statement of Disagreement

(1) If the review authority refuses to
amend the record as requested, the individual
may submit a concise statement of disagreement
listing the reasons for disagreeing with the refusal
to amend.

(2) If possible, incorporate the statement
of disagreemem into the record. If that is not
possible, annotate the record to reflect that the
statement was filed and maintain the statement
so that it can be readily obtained when the

disputed information is used or disclosed.

(3) Furnish copies of the statement of
to all individuals listed on the dis-

closure accounting form (except those known to
be no longer retaining the record), as well as to

all other known holders of copies of the record.

(4) Whenever the disputed information is
disciosed for any purpose, ensure that the state-
ment of disagreement also is used or disclosed.

(1) If the individual files a statement of
disagreement, the naval activity may file a state-
ment of reasons containing a concise summary of
the activity’s reasons for denying the amendment
request.

statement of r shall con-

tain only those reasons given to the individual by
the appellate official and shall not contain any
comments on the individual's statement of

disagreement.

reasons

(3) At the discretion of the naval activ-
ity, the statement of reasons may be disclosed to
those individuals, activities, and agencies that re-

ceive the statement of disagreement.
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guidelines shal wed by Is
to appeal a demal of nonﬁcauon access, or

amendment of records.

(1) The appeal must be received by the
cognizant review authority (i.e., ASN (M&RA),
NJAG, OGC, or OPM) within 60 calendar days

of the date of the response.

(2) The appeal must be in writing and
requesters should provide a copy of the denial
letter and a statement of their reasons for
seeking review.
Time of Receipt. The time iimits for
appeal reaches the office of the review authority
having jurisdiction over the record. Misdirected
appeals should be referred expeditiously to the
proper review authority.

c. Review Authorities. ASN (M&RA),
NJAG, and OGC are authorized to adjudicate
appeais made to SECNAV. NJAG and GGC are
further authorized to delegate this authority to
a designated Assistant NJAG and the Principal
Deputy General or Deputy General Counsel,
respectively, under such terms and conditions

as they deem appropriate.

(1) If the record is from a civilian Offi-
cial Personnel Foider or is contained on any

ae MDA £~ [ms
lCI Urivi 10II1L,

anmAd tha neenan Accic

otI send the appcal to the Assis—
tant Director for Workforce Information, Per-
sonnel Systems and Oversight Group, Office of
Personnel Management, 1900 E Street, NW,
Washington, DC 20415. Records in all systems
of records maintained in accordance with the
OPM government-wide systems notices are only
in the temporary custody of the DON.

the record periair
ment of a present or former Navy and Marine
Corps civilian employee, such as Navy or Marine
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bl i llly 0}
ee’s grievance or appeal file, to the General
Counsel, Navy Department, Washington, DC
20360-5110

(3) If the record pertains to a present
or former military member’s fitness reports or
performance evaiuations to the Assistant Sec-

retary of the N

a\
Affairs), Navy De

20350-1000.

partment, Washin

(4) All other records dealing with present
or former military members to the Judge Advo-
cate General, Navy Department, 200 Stovall
Street, Alexandria, VA 22332-2400.

d. Appeal Procedures

(1) If the appeal is granted, the review
authority shall advise the individual that his/her
appeal has been granted and provide access to

the record being sought.

part, the appeliate autuomy shall advise '.he
reason(s) for denying the appeal, citing the
appropriate subsections of reference (a) or this

instruction that apply; the date of the appeal
determination; the name, title, and signature
of the appellate authority; and a statement
informing the requester of his/her right to seek
judicial relief in the Federal District Court.

n, Tim
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(1) The written appeal notification
granting or denying access is the final naval
activity action on the initial request for access.
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time is needed noufy lhe appllcan in writing,
explaining the reason for the delay and when
the appeal will be completed.

f. Denial of Appeal by Activity's Failure
to Act. An individual may consider his/her

appeal denied if the appellate authority fails to:

(1) Take final action on the appeal
within 30 working days of receipt when no
extension of time notice was given; or

established by the notice to the appellate author-

ity of the need for an extension of time to com-
plete action on the appeal.

14. Disclosure of Records

a. Conditions of Disclosure

(1) Reference (a) prohibits an agency
from disclosing any record contained in a system

A\ >

person or agency, except when
the record subject gives written consent for the
disclosure or when one of the 12 conditions
listed below in paragraph 14b applies.

(2) Except for disclosures made under
references (d) and (e), before dis !os:ng any
record from a system of records to any recipient

other than a Federal agency, make reasonable
efforts to ensure the record is accurate, relevant,
timely, and complete for DON purposes. Re-
cords discovered to have been improperly filed
in the system of records should be removed
before disclosure.

lidation cannot be ob-

1 m d itself, the naval activity
may contact the record subject (if reasonably
available) to verify the accuracy, timeliness,
completeness, and relevancy of the information.

(b) If

soecnflc dat and reveal an factor bearin
the validity of the informauon.

oo
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b. Nonconsensual Disclosures. Reference
(a) provides 12 instances when a record in a
system of records may be disclosed without the
written consent of the record subject:

(1) Disclosures within DOD. For
purposes of disclosing records, the Department of
Defense is considered a single agency; hence, a
record may be disclosed to any officer or
employee in the DOD (including private contrac-
tor personnel who are engaged to perform serv-
ices needed in connection with the operation of

a system of records for a DOD component), who

e a need for Lhe

-

av

f their duties, pro patibl
wrth the purpose for whrch the record is main-
tained. This provision is based on the “need to

know” concept.

O

(a) For example, this may include
personnel managers, review boards,
ce .

iv f the Judge Advocate General,
Auduor General Naval Inspector General, or
the Naval Investigative Service, who require the
information in order to discharge their official
duties. Examples of personnel outside the DON
who may be included are: personnei of the
Joint Staff, Armed Forces Emrance and Exam-—

..... PXVaS

Cen neg
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Nafancge
L/CITIING
a

he other militarv
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information in order to
duty.
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(b) It may also include the transfer
of records between naval components and non-
DOD agencies in connection with the Personnel
Exchange Program (PEP) and interagency sup-
isclosure accountings are
r intra—agency disclosure and
dlsclosures made in connection with interagency
support agreements or the PEP. Although some
disclosures authorized by this subparagraph might
also meet the criteria for disclosure under other
exceptions specified in the following subpara-
graphs, they should be treated under this sub-

e e Aic Al nciizra nAanATImties cag

pdrdgldpn for disclosure accounting purposes.
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(2) Disclosures Required by the FOIA

(a) A record must be disclosed if
required by reference (d), which is implemented
by reference (e).

(b) References (d) and (e) require
that records be made available to any person
requesting them in- writing, unless the record is
exempt from disclosure under one of the nine
FOIA exemptions. Therefore, if a record is not

_________ s Lo

exempt from disclosure, it must be provided to
the requester.

(c) Certain records, such as person-
nel, medical, and similar files, are exempt from
disclosure under exemption (b)(6) of reference
(d). Under that exemption, disclosure of
information pertaining to an individual can be
denied only when the disciosure wouid be a
clearly unwarranted invasion of personal privacy.

The first step is to determine whethnr a viable
personal privacy interest exists in these records

involving an 1denuf1able hvmg person. The
second step is to consider how disclosure would
benefit the general public in light of the content
and context of the information in question. The
third step is to determine whether the idemified
““““ The

fourth step is to balance the personal privacy
.he qualifying p nnhl!c interest.
the nature of the information to be dlsclosed
(i.e., Do individuals normally have an expec-
tation of privacy in the type of information to
be disclosed?); importance of the public interest
served by the disclosure and probabiiiry of
further disciosure which may result in an unwar-
ranted invasion of prlvacy, relauonshlp of the
newswonhmess of the mdmdual to whom the
information pertains (i.e., high ranking officer,
public figure); degree of sensitivity of the
information from the standpoint of the individual
or the individual's family, and its potential for
being misused to the harm, embarrassment, or
inconvenience of the mdmdual or the individ-
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that an individual has been arrested and is being
held for trial by court-martial is normally per-
mitted, while to disclose an arrest which did not
result in conviciion might not ve per rmitied afier
the passage of time): and the degree to which
the information is alreadyv in the public domain

or is already known by the particular requester.

(d) Records or information from
investigatory records, including personnel security
investigatory records, are exempt from disclosure
under the broader slandard of “an unwarramed

"""""""" IUUIIU 111 CI\CIII’Jlll}II
(b)(7) (C) of reference (d . This broader stan-
dard applies only 10 records or information
compiled for law enforcement purposes.

(e) A disclosure under reference
(d) about military members must be in accor-
dance with reference (e), but the following
information normally may be disclosed from

military personne!l records (excepnt for those
LHary personne: recoras (exceptl i0or tnose
personnel assigned to sensitive, routinely deploy-

able units or stationed in foreign territories),
without a clearly unwarranted invasion of per-
sonal privacy: full name, rank, date of rank,
base pay, past duty stations, present duty station
and future duty station (if finalized), unless the
stations have been determined by the DON to be
sensitive, routinely deployable, or located in a

foreign territory (see nqr:mrnnh 9n of reference
foreign territory (see paragr p ol
(e)), office or duty t ,eleohone number, source of

commission, promotion sequence number, awards
and decorations, attendance at professional mili-
tary schools, and duty status at any given time.

(f) The following information nor-
maily may be disciosed from civilian employee
records about CONUS employees: full name,

present and past position titles and occunational

.......... adt R e

series, present and past grades, present and past
annual salary rates (including performance
awards or bonuses, incentive awards, merit pay
amount, Meritorious and Distinguished Executive
Ranks, and allowances and differentials), past
duty stations, presem duty station and future
dUi'y' station (if finalized), ln\.}uduls rfoom num-
bers, shop designations, or other identifying
information regarding buildings or places of em-

O illd =3 L=}

ployment, unless the duty stations have been

22

determined by the DON 1o be sensitive, routinely
deployable, or located in a foreign territory, po-
sition deﬂcriplions. identification of job elements,
and those pclluxu iance siandards (but not aciual
performance appraisals) that the disclosure of
which would not interfere with law enforcement

programs or severely inhibit DON effectiveness.

(g) Disclosure of home addresses
and home telephone numbers normally is
considered a clearly unwarranted invasion of
personal privacy and is prohibited. However,

tha la Aicrlacad if tha individiial hac
ulcv llla) o€ GisTiGsed i1 tne inaGiviGud: nas

consented to the disclosure; the disclosure is
required by the FOIA; the disclosure is required
by another law, such as 42 U.S.C. 653 (refer-
ence (g)). which provides assistance to states in
locating parents who have defaulted on child
support payments, or the collection of alimony,
and to state and iocai tax authorities for the
purpose of enforcing tax laws. However, care

ensure that a

miict o 'nl{nn nrior to rp]nn\n to
must be taken prior 1o release to er that a
written record is prepared to document the

reasons for the release determination.

1. When compiling home ad-
dresses and telephone numbers, the individual
may be offered the option of authorizing discio-
sure of the information without further consent
for specific purposes, such as locator services.
the information may be disclosed

In that case

av Rase,

for the stated purpose without further consent.
If the information is to be disclosed for any
other purpose, a signed consent permitting the
additional disclosure must be obtained from the
individual.

2. Before listing
dresses and telephone numbers in DON tele-
phone directories, give the individual the oppor-
tunity to refuse such a listing. If the individual
requests that the home address or telephone
number not be listed in the directory, do not
assess any additional fee associated with main-
taining an uniisted number for government-

owned lelepnone services.

e
(21970488

10Mm

3. The sale or rental of lists of
names and addresses is prohibited unless such
action is specifically authorized by Federal law.



This does not prohibit the disclosure of names
and addresses made under reference (e).

4. In response to FOIA
requests, information concerning special and
general courts-martial results (e.g., records of
(rlal) are releasable. nOWéVéI’. lmc‘)fmauon
regarding summary courts-martial and non-~
judicial punishment are generally not releasable.
The balancing of interests must be done. It is
possible that in a particular case, information
regarding non-judicial punishment should be
disclosed pursuant to a FOIA request (i.e., the
facts leading to a nonjudicial punishment are
particularly newsworthy or the case involves a
senior official abusing the public trust through
office-related misconduct, such as embezzle-
ment). Announcement of nonjudicial punish-
ment dispositions under JAGMAN, subsection
0107, is a of comr
and not a release of information under FOIA or
this instruction. Exceptions to this policy must
be coordinated with CNO (OP-09B30) or CMC
(MI-3) prior to responding to requesters, includ-
ing all requests for this type of information from
members of Congress.

proper exercise of command amhnntu

(3) Disclosures for Established Routine

(a) Records may be disclosed
outside DON if the disclosure is for an
established routine use.

(b) A routine use shall:

1. Be

purpose

l’eldleu U
created;

compatible with and
for which the record was

2. Identify the persons or
organizations to whom the record may be
disclosed;

3. Identify specifically the uses
for which the information may be employed by
the receiving person or organization; and

23
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4. Have been published
previously in the Federal Register.

(c) A routine use shall be
established for each user of the information
outside the DON who needs the information for
an official purpose. '

(d) Routine uses may be estab-
lished, discontinued, or amended without the
consent of the individuals to whom the records
pertain. However, new and amended routine
uses must be published in the Federal Register at
least 30 days before the information may be
disclosed under their provisions.

(e) In addition 10 the routine
uses established by the DON for each system
of records, common “Blanket Routine Uses,"”

apnlmahlp to all record systems maintained

nLavie W VU SiC1 idiGiiaiaiiivy

with the DON, have been estabiished. These
“Blanket Routine Uses” are published at the
beginning of the DON's Federal Register com~
pilation of record systems notices rather than
at each system notice and are also reflected in
periodic OPNAVNOTEs 5211, subj: CURRENT
PA ISSUANCES. A copy of the “Blanket
Routine Uses” are at enclosure (9). Unless a
system notice specifically excludes a system of
records from a “Blanket Routine Use,” all
“Blanket Routine Uses” apply to that system.

(f) If the recipient has not been
identified in the F.R. or if the recipient, though
identified, intends to employ the information for
a purpose not published in the Federal Register,
the written consent of the individual is required
before the disciosure can be made.

(4) Disclosures to the Bureau of the
Census. Records may be disclosed to the
Bureau of the Census for purposes of planning

or carrying out a census, survey, or related
activities authorized by 13 U.S.C. § 8.

(5) Disclosures for Statistical Research
or Reporting. Records may be disclosed to a
recipient for statistical research or reporting if:
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(a) Prior to the disclosure, the
recipient has nrnvnded ade uate written assurance

that the records shall be used solely for statistical
research or reporting; and

(b) The records are transferred in a
form that does not identify individuals.

(6) Disclosures to the National
Archives and Records Administration

(a) Records may be disclosed to the
National Archives and Record Administration for
evaluation to determine whether the records have
sufficient historical or other value to warrant
preservation by the Federal government. If
preservation is warranted, the records will be
retained by the National Archives and Record
Administration, which becomes the official owner
of the records.

(b) Records may be disclosed to the
National Archives and Record Administration to
carry out records management inspections
required by Federal law.

(c) Records transferred to a Federal
Records Center operated by the National
Archives and Record Administration for storage
are not within this category. Those records
continue to be maintained and controlled by the

transferring naval activity. The Federal Records

Center is considered the agent of DON and the

disclosure is made under paragraph 14b(1) of
this instruction.

(7) Disclosures When Requested for
Law Enforcement Purposes

(a) A record may be disclosed to
another agency or an instrumentality of any
~ PUUSPY Wi

1 witnin or
civil or criminal law

govemmemal ]Unb(ll(,l 10N
control of the U.S. for a
enforcement activity if:

ciem Al ebe o
urider uic

1. The civil or criminal law
enforcement activity is authorized by law
(federal, state or local); and

; The head of the agency (or
1 ) has made a written request to
the naval a Cthll) specifying the particular record
or portion desired and the law enforcement

purpose for which it is sought.

his/her designee

(b) Blanket requests for any and all
records pertaining to an individual shall not be
honored. The requesting agency must specify
each record or poruon desired and how each

ralat
relates to the au

activity.

(c) If a naval activity discloses a
record outside the DOD for law enforcement
purposes without the individual’'s consent and
without an adequate written request, the disclo-
sure must be under an established routine use,
such as the “Blanket Routine Use” for law

(d) Disclosure to foreign law
enforcement agencies is not governed by the
provisions of reference (a) and this paragraph,
but may be made only under established in
“Blanket Routine Uses,” routine uses published
the individual record system notice, or to other
governing authority.

(8) Disclosure to Protect the Health or
Safety of an Individual. Disclosure may be
made under emergency conditions involving
circumstances affecting the health and safety
of an individual (i.e., when the time required
to obtain the consent of the individual to whom
the records pertain might result in a delay which
could impair the health or safety of a person)
provided notification of the disclosure is sent to
the record subject. Sending the notification to
the last known address is sufficient. In instances
where information is requested by telephone, an

aten IR 1 1 3 ’
attempt will be made to verify the inquirer’s

and medical facility’s identities and the caller’s
telephone number. The requested information,
if then considered appropriate and of an emer-
gency nature, may be provided by return call.



(9) Disclosures to Congress

(a) A record may be disclosed to
either House of Congress at the request of either
the Senate or House of Representatives as a
whole.

(b) A record also may be disclosed
to any committee, subcommittee, or joint com-
mittee of Congress if the disclosure pertains to
a matter within the legislative or investigative

iurisdiction of the commitiee, subcommittee, or

Jua STl U LT SRR Sy SLULLEIIIINtT H

joint committee.

(c) Disclosure may not be made
to a Member of Congress requesting in his/her
individual capacity. However, for Members of
Congress making inquiries on be‘naif of individ-

UalS Wl’l are SUD]CL[S Ul TCLUIUS, a Dldlll&tl
Routine Use” has been established to permit
disclosures to individual Members of Congress.

L eIl Ll LUNEIEa

1. When responding to a
congressional inquiry made on behalf of a
constituent by whose identifier the record is

to the

('D

2. The oral or written statement
of a Congressional staff member is sufficient to
establish that a request has been received from
the individual to whom the record pertains.

(d). Advise the Member of Congress that the
written consent of the record subject is required
before additional information may be disclosed.
Do not contact the record subject to obtain
consent for the disclosure to the Member of

(10) Disclosures to the Comptroller
General for the General Accounting Office
(GAO). Records may be disclosed to the

g
o
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Comptroller General of the U.S., or author-

ized renresentatiy e, of the
1ZeCQ representally ol 1he

formance of the duties of th

in the cource
in the course

r—

(11) Disclosures under Court Orders

(a) Records may be disclosed under
the order of a court of competent jurisdiction.

(b) When a record is disclosed
this prgyisinn and the r‘nmnuknrv leoal

under on uls legal
process becomes a matter of pubhc record, make
reasonable efforts to notify the individual to
whom the record pertains. Notification sent to
the last known address of the individual is
sufficient. If the order has not yet become a
matter of pubiic record, seek to be advised as to
when it will become public. Neither the identity
or the party to whom the disclosure was made
nor the purpose of the disclosure sha ll be made

available to the record subject unless the court
order has become a matter of public record.

(c) The court order must bear the
signature o federal, state, or local Judge

YOO P
Orders sig

jurisdiction. A photocopy of the order, regular
on its face, will be sufficient evidence of the
court’s exercise of its authority of the minimal
requirements of SECNAVINST 5820.8A,
“Release of Official Information for Litigation
Purposes and Testimony by DON Personnel.”

(19 Nicrlncuirac ta Cancriman
\d&) AZIDLIVUDUITD LU LwuliduIllcs
Reporting Agencies. Centain information may

be disclosed to consumer reporting agencies (i.e.,
credit reference companies such as TRW and
Equifax, etc.) as defined by the Federal Claims
Collection Act of 1966 (31 U.S.C. § 952d).
Under the provisions of that Act, the following

information may be disclosed to a consumer
reporting agency: (a) Name, address, taxpayer
identification number (SSN), and other
information necessary to establish the identity of

the individual; (b) the amount, status, and
history of the claim; and (c) the agency or
program under which the claim arose.
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31 U.S.C. § 952d specifically requires that the
Federal Register notice for the system of records
from which the information will be disclosed
indicate that the information may be disclosed to
a consumer reporting agency.

c. Disclosures to Commercial Enterpris

DRarnrdc mauv ha Adicnrlacad tA rammarcial ant
RNOCLUIUDS 1Idy UL UISLIUSLU WU LUlILavivias Gl

nncpc nnlv under the criteria established b

erences (e) and (g).

(1) Any information required to be
disclosed by references (e) and (g) may be
disclosed to a requesting commercial enterprise
(see paragraph i4c).

(2) Commercial enterprises may pr
a consent statement signed by the individual
indicating specific conditions for disclosing infor-
mation from a record. Statements such as the
following, if signed by the individual, are consid-
ered sufficient to authorize the disclosure: 1
hereby authorize the Department of the \avy
to verify my SSN or other ideniifying informa
and to disclose my home address an
number to authorized representatives of (name
of commercial enterprise) to be used in connec-
tion with my commercial dealings with that
enterprise. All information furnished will be
used in connection with my financial relationship

with (name of commercial enterprise).

nrecen
~ovas

P

£2) Whan o ~nnmcan
\JJ wihén a COnsent statem

scribed in the preceding subsecuon is presented,
provide the information to the commercial
enterprise, unless the disclosure is prohibited

by another regulation or Federal law.

st ~an Aa
ICIIL ad> uc—

(4) Blanket consent statements that do
not laenmy the uuu or UU\ or mat ao nol

in signing the consent statement, was seeking

a personal benefit (i.e., loan for a house or

automobile) and was aware of the type of infor-

mation necessary to obtain the benefit sought.
(5) Do not honor requests from com-

1 enterprises for official evaiuations of
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personal characte

habits.

d. Disclosure of Health Care Records to
the Public. This paragraph applies to disclosure
of information to the news media and the public
concerning mdmduals treated or hospitalized in

facilities.

(1) Disclosures without the individual's
consent. Normally, the following information
may be disclosed without the individual's
consent:

o/

the mformauon llsted in paragraph 14b(2) (e)
for military personnel and in paragraph
14b(2)(f) for civilian employees; and

(b) Generai information concerning
medicai conditions, i.e., daie of admission or
disposition; present medical assessment of the

individual’s condition if the medical nractmn—
ner has volunteered the information, i.e., the
individual’s condition presently is (stable) (good)
(fair) (serious) (critical), and the patient is

(conscious) (semi-conscious) (unconscious).

bUllDClll
any information about the individual may be
disclosed. If the individual is a minor or has
been declared incompetent by a court of com-
petent jurisdiction, the parent of the minor or
appointed legal guardian of the incompetent may
give consent on behalf of the individual.

{Z) Disclosures with the individuai’'s
1
v

L/ieh ehn i:mAiund P 92N ad Anmcame
Vil LIIC lnunvnuual ) llllUllllcu VCUILIDTIIL,

n: ¥
. Ul:\.lu)ulc Ul reidouial 1n
r‘rnun/nnlb n.-dm-c Do not use
Su use

mformauon including complete SSNis, home
addresses and phone numbers, dates of birth,
etc., on group/bulk orders. This personal
information should not be posted on lists that
everyone listed on the orders sees. Such a
disclosure of personal information violates the
PA and this instruction.

(



f. Disclosure Accounting. Keep an accu-
rate record of all disclosures made from a record

S rmit the mdlvndual
what agencies or persons have been provided
information from the record, enable DON ac-
tivities to advise prior recipients of the record
of any subsequent amendments or statements
of dispute concerning the record, and provide

ATy

an audit trial of DON’s compuance with refer—

accountings shall contain
the date of the dlsclosure a description of the
information disclosed; the purpose of the dis-
closure; and the name and address of the person
or agency to whom the disclosure was made.
Enclosure (10) contains the DON Disclosure

AT A4

Accounting form (OPNAV 5211/9).

access

the disclosure was made at the request of a cwxl
or criminal law enforcement agency under para-
graph 14b(7); or when the system of records has
been exempted from the requirement to provide
access to the disclosure accounting.

- - . » F B o ] at
g. Methods of Disclosure Accounting
Since the characteristics of various records main-
taine wnhm 1he DO\, vary widely, no Ln!.form

prescnbed The prlmary criteria are thal the
selected method be one which will:

(1) enable an individual to ascertain what
persons or agencies have received disclosures
pertaining to him/her;

of dlspute concermng the record, and

(3) provide a means to prove, if neces-
sary that the activity has complied with the re-
quirements of reference (a) and this instruction.

h. Retention of Disclosure Accounting.
Maintain a disclosure accounting of the life of

the record to which the disciosure pertains, or 5
nk nnnnn
l

ensure

O

ompliance with paragraph 14f
15. Exemptions

a. Using Exemptions. No system of

records is automatically exempt from all provi-
sions of reference (a). A system of records is
" fram Anlv thnaca nravicinne f rafaranca
LIWELL Ulll_y LiIIVUOC PIUVIDIUIIJ 1 ViIVICIILG

uon rule for the svstem Enclosure (11) contains
the systems designated as exempt, the types of
exemptions claimed, the authority and reasons
for invoking the exemptions and the provisions
of reference (a) from which each system has
been exempt. Exemptions are discrelionary on

O o
3
?:r
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established and then propose an exempuon rule
for the system. Submit the proposal to CNO
(OP-09B30) for approval and publication in the
Egdgral ng's],g A sample exemption rule

enciosure (11) 10 establish an

(1) General Exemptions. Those that
authorize the exemption of a system of records
from all but specifically identified provisions of
reference (a).

N Cocnnllfln T ncan it a Aco thae

\4&) SpelLlnic l'.'-XI‘:IIlpllUllb 11103C Llldt
allow a system of records to be exempt from
only a few designated provisions of reference (a)

Enclosure (13) provides a quick and easy
reference to assist in determining when a general
or specific exemption may be claimed under the
PA.
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(1) Reference (a) authorizes SECNAV to
adopt rules designating eligible systems of records
as exempt from certain requirements. SECNAV
has delegated the CNO (OP-09B30) to make a
determination that the system is one for which
an exempuon may be estabhsned and tnen

e >

9B30) has app roved the exemption and
an exemption rule has been pubhshed as a final
rule in the Federal Register. A system of re-
cords is exempt from only those provisions or
reference (a) that are identified specifically in
the DON exemption ruie for the system.

(N N avarmmtinm mas lha acenllichad fae
(&) VU CACIHIPUVIL THlay UC ©ilavibiicu 1ul
system of records until the system itself hag

effective date describing the system. This allows
interested persons an opportunity to comment.
An exemption may not be used to deny an
individual access to information that he/she

can obtain under reference (e).

A Ewvamntinn faw Claccifiad Matarial
e .ATCI IV 1V LIAdJIIITU lviatcl ias.
All systems of records maintained hy the DON

shall be exempt under section (k) (1) refer—
ence (a), to the extent that the systems contains
any information properly classified under E.O.
12356 and that is required by that Executive
Order to be kept secret in the interest of na-
tional defense or foreign policy. This exemp-
tion is appncaole to parts of ail systems of

record ing those not otherwise specifi-
cally designated for exempuons herein which
contain isolated items of properly classified

information. NOTE: DON PA systems of
records which contain classified information
automatically qualify for a (k)(1) exemption,
without establishing an exemption rule.

e. Exempt Records in Nonexempt Systems

(1) An exomntinn nmile annliac tn tha
N4/ S CAVHIPUUVLL TUWIC dppiies WU uiv
system of records for which it was established

1 @ i1eV

been exempt, the Dubhshed notice and rule
for the nonexempt system will apply to the

record and it will not be exempt from any

provisions of reference (a).

‘Ul

(i.e., DOI\ However, 1f the non—ongmatmg
component incorporates the record into its own
system of records, the published notice and rules
for the system into which it is incorporated shall
apply. If that system of records has not been
exempted, the record shall not be exempt from

....................... £~
any provisions of reference (a).

(3) A record accidentally misfiled into a
system of records is governed by the published
notice and rules for the system of records in

which it actually should have been filed.

f. General Exemptions

exemntion for record
exempuor recora

under subsection (j)
(2) Law Enforcement

(a) The general exemption provided
by subsection (j)(2) of reference (a) may be
estabiished to prolect criminal iaw enforcement

rannrAdc manistni;ma NN
ICLUIUD Illdlllldlllcu Uy LIJIN.

(b) To be eligible for the (j)(2)
exemption, the system of records must be main-
tained by an element that performs, as one of its
principal functions, the enforcement of criminal
laws. The Naval Investigative Service, Naval
Inspector General, and military police activities
qualify for this exemption.
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or reduce crime. or to apprehend criminals, and
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probation, pardon, or parole authorities.

Pap—,
coun,

(d) Information that may be
protected under the (j)(2) exemption includes:

1. Information compiled for the
purpose of identifying criminal offenders and
alleged criminal offenders consisting of only
identifying data and notations of arrests; the
nature and disposition of criminal charges; and
sentencing, confinement, release, parole, and
probation status;

2. Information compiled for
the purpose of a criminal investigation, including
reports of informants and investigators, and asso—
ciated with an identifiable individual; and

3. Reports identifiabie to an
individual, compiled at any stage of the enforce-
ment process, from arrest, apprehension, indict-
ment, or preferral of charges through final re-
lease from the supervision that resulted from

the commission Of a crime.

(e) The (j)(2) exemption does not
apply to:

1. Investigative records
maintained by a naval activity having no criminal
law enforcement duties as one of its principle
nr
Ao 23

INNC
functions,

2. Investigative records com-
piled by any element concerning individual’
suitability, eligibility, or qualification for duty,
employment, or access to classified information,
regardless of the principle functions of the naval
activity that compiled them.

() The (j)(2) exemption estab-
HSuGu lUl a ayatcul Uf lc\-Ulub luauualucu Uy d
criminal law enforcement activity cannot protect
law enforcement records incorporated into a
nonexempt system of records or any system of
records maintained by an activity not principally
tasked with enforcing criminal laws. All system
managers, therefore, are cautioned to comply

L
s
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strictly with DON regulations or instructions
pTGhlbihﬁg or hmlilf‘lg ine
criminal law enforcement records into systems
other than those maintained by criminal law

enforcement activities.

AT At
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g. Specific Exemptions. Specific exemp-
tions permit certain categories of records to be
exempted from specific provisions of reference
(a). Subsections (k)(1)-(7) of reference (a)
aliow exemptions for seven categories of records.
To be eligible for a specific exemption, the
record must meet the corresponding criteria.
Note: DON PA systems of records which
contain classified information automatically
qualify for a (k) (1) exemption, without an
established exemption rule.

(1) (k)(1) Exemption: Information
properly classified under reference (e) and E.O.

12356, in the interest of national defense or
foreign policy.

(2) (k)(2) Exemption: Investigatory
information (other than that information within
the scope of paragraph 15f(2)) compiled for
law enforcement purposes. If maintaining the
information causes an individual to be ineligible
for or denied any right, benefit, or privilege
that he or she would otherwise be eligible for
or entitled to under Federal law, then he or she
shall be given access to the information, except
for the information that would identify a confx—

dAential ecnnirca fcaa naraoranh 18K ¢
Mviitial SUUiILe (O¢O PalaslaPl‘ 171

source”). The (k)(2) exemption, when estab-
lished, allows limited protection on investigative
records maintained for use in personnel and
administrative actions.

(3) (k)(3) Exemption: Records
maintained in connection with providing protec-
tive services to the President of the United States
and other individuals under 18 U.S.C. 3056.

(4) (k)(4) Exemption: Records
required by Federal law to be maintained and
used solely as statistical records that are not used
to make any determination about an identifiable
individual, except as provided by 13 U.S.C. § 8.
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(5) (k)(5) Exemption: Investigatory
material compiled solely for the purpose of
determining suitability, eligibility, or qualifications
for Federal civilian employment, military service,

Federal contracts, or access to classified infor—
mation, but only to the extent such material
would reveal the identity of a confidential
source. (See paragraph 15h “confidential
source”). This exemption allows protection

of coniidemiai sources in background

inquiries used in personne

mine suitability, eligibility, or qualificatio
(6) (k)(6) Exemption: Testing or
examination material used solely to determine
individual qualifications for appointment or pro-
motion in the Federal or military service if the
disclosure would compromise the objectivity or

fairness of the testing or examination process.

Evaluation

-_—

7y (k)(7) Exemption:
material used to determine potential for promo-
tion in the military services, but only to the ex-
tent that disclosure would reveal the identity of
a confidenual source. (See paragraph 15h

“confidential source”.)

\ appropriate procedures for
granting confldenua ity and designate those cate-
gories of individuals authorized to make such
promises (see paragraph 4c for definition).

16. Enforcement Actions

a. Administrative Remedies. An individ-
ual who alleges he/she has been affected ad-
versely by a naval activity’s violation of 5 U S.C.

552a (reference (a)) or this instruction shall be
permitted to seek relief from SECNAV through
proper administrative channels.

b. Civil Court Actions. After exhausting
all administrative remedies, an individual may

file suit in Federal court
f r any nf ¢tha fn”

~
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wrongfully refuses to amend the record;

(2) Denial of Access. The activity
wrongfully refuses to allow the individual to
review the record or wrongfully denies his/her
request for a copy of the record,

() Failnra tn Moot Roecardkeoning
(3) Failure to Meet Recordkeeping
Standards. The activity fails to maintain an

individual’s record with the accuracy, relevance,
timeliness, and completeness necessary to assure
fairness in any determination about the individ-
ual’s rights, benefits, or privileges and, in fact,
makes an adverse determination based on the
record; or

(4) Failure to Comply with PA. The
activity fails to comply with any other provision

promulgated under reference (a) and thereby

causes the individual to be adversely affected.
c. Criminal Penalties. Subsection (i)(1)

of reference (a) autnonzes three criminai penal-

(1) Wrongful Disclosure. Any member
or employee of DON who, by virtue of his/her
employment or position, has possession of or
access to records and willfully makes a disclosure
knowing that disciosure is in violation of refer-
ence (a) or this instruction.

(2) Maintai

(2) ine Unauthorized Records.

ing Unauthorized Records.
Any member or employee of DON who willfully
maintains a system of records for which a notice
has not been published under periodic OPNAV-

NOTEs 5211, subj: Current PA Issuances.

(3) Wrongful Requesting or Obtaining

Records. Any person who knowingly and
willfully requests or obtains information
concerning an individual under false pretenses



d. Litigation Status Sheet. Whenever a
civil complaint citing the PA is filed against DON
in Federal court or whenever criminal charges
are brought against an individual in Federal court
(including referral to a court-martial) for any
offense listed in paragraph 16c, the responsible
system manager shall promptly notify the CNO
(OP-09B30) or the CMC (MI-3), as
appropriate, who will then notify the Director,
Defense Privacy Office, OASD(DA&M). The
sample litigation status sheet contained in
enclosure (14) provides a standard format for
this notification. Forward a revised litigation
status sheet at each stage of the litigation. When
the court renders a formal disposition of the
case, copies of the court’s action, along with the
litigation status sheet reporting the action, shall
be forwarded to the CNO (OP-09B30) or the
CMC (MI-3), as appropriate, who will send
copies to the Defense Privacy Office.

17. Training

a. Rules of Conduct. Under subsection (e)
(9) of reference (a), DON is required to estab-
lish rules of conduct for personnel dealing with
PA information. In this regard, train all person-
nel involved in the design, development, opera-
tion, maintenance, or custody of any system of
. records, or in maintaining any record. Include
in the training the rules of conduct and all
requirements prescribed by reference (a) and
this instruction, including the penalties for
non-compliance. CNO (OP-09B30) and CMC
(M1I-3), as appropriate, shall be responsible for
developing necessary training programs.

b. Types of Training. DOD has estab-
lished three levels of training. This training shall
be provided to persons before or shortly after
assuming the duties associated with the level of
involvement.

(1) Orientation Training. Training that
provides a general understanding of this instruc-
tion to all personnel upon entering military ser-
vice or civilian employment. A sample PA train-
ing package is attached at enclosure (15) for
DON-wide use.
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(2) Specialized Training. Training
concerning the application of this instruction to
specialized areas of job performance, i.e.,
personnel management, finance, medical,
investigations, records management, computer
systems development and operation,
communications, statistical data collection and
analysis, and law enforcement.

(3) Management Training. Training
concentrated on factors affecting decisions made
by managers under the PA program, such as
system managers, denial authorities, PA coordi-
nators, and managers of functions listed in para-
graph 17b(2).

¢. Methods of Training

(1) In developing training methods that
will meet the criteria established in paragraphs
17b(2) and 17¢(3), naval activities may include
formal and informal (on-the-job) programs, if
those personnel giving the training have,
themselves, been trained.

(2) To avoid duplication and to optimize
distribution and effectiveness, formal training
programs shall be reviewed and coordinated with
the CNO (OP-09B30) and the CMC (MI-3), as
appropriate, who will coordinate these initiatives
with the Defense Privacy Office.

(3) DOD, Office of Personnel Manage-
ment, Association of Access Professionals
(ASAP), and the Department of Agriculture
Graduate School offer various kinds and levels
of training. Contact CNO (OP-09B30) regarding
possible course offerings.

18. PA Report

a. Report Requirements. Reference (a)
requires submission of a report and assigns to
the Office of Management and Budget (OMB)
the responsibility for compiling the report. In
addition to the report, OMB requires that agen-
cies be prepared to report the results of the
reviews specified in paragraph 7e(1)(b), upon
request. )
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1) -09B30) is responsible
for preparing the consolidated DON report
submission to the Defense Privacy office, who
prescribes the contents and suspenses for such

reports.

(1) CNO (OP-

(2) Denial authorities at Echelon 2 com-

mands are responsible for preparing and submit-
ting a consolidated report for their headquarters
amAd ciilhnrdinata astivitiag ta raasrh (NN

aAliu dJUvuUiuilialt gLLliviIutiC), LU 1vaulii wivww
(OP-09B30) by 30 March of each year. For
example, the Commander in Chief, U.S. Atlantic

Fleet will consolidate reports for Commander,
Naval Air Force, U.S. Atlantic Fleet, Com~
mander Patrol Wings Atlantic, etc. To accom-
plish that expeditiously, denial authorities at
Echelon 2 commands should establish mternal
procedures for the rapid collecti

(3) Marine Corps commanders will
submit their reports to CMC (MI-3). CMC
(MI-3) is responsible for submitting a consoli-
dated report to the CNO (OP-09B30) by
30 March of each year.

g

(4) Denial authorities subordinate to the

) o Ty DR, R Ph P | PN PR PR S Ty I
ECICI0N <4 COIIMINAGNad wiil SUviini lllCll bUllbUll-
Aatad rannrtc tn tha Frhalnan 2 rammand hy
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1 March of each year. If no PA requests have
been received and responded to during the

reporting period, the naval activity need only
advise the Echelon 2 command that they have
a negative report. That can be accomplished
verbally at the discretion of the Echelon 2
command.

&) ite nflAant amAd Armaratinnal asia

L2 Ul atllvatl ailg uycnauuual avia—
tinn canadrance who have neither received
tion squadrons who have neither received
nor responded to any PA requests during the

(6) ASN (M¢rA ), NJAG, and OGC are
responsible for completing section B of enclosure
(16), in addition to reporting any information
required in section A, and submitting their report

LRI AN ACNRIAY L AN RA_ L
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collec
worked.

c. Report Control Symbol. Unless other-
wise directed, the Annual PA Report is assigned
Keport Control Symbol DD-DA&M(AR)1379
.. MANANT o 2l 2 £

LU Teporung orric I

Coneress naval actwmes are encouraged to
continue collection of statistics until notification
that the report has been eliminated. The PA
Report (enclosure (16)) is available from the
CNO (OP- 09830) Pentagon Washington, DC
“““ e duplicated from the

instruciion. Giher fép(fuﬁg requirements con-
tainad harain ara avammnt fram ranmnrte cantral
taliicuy 1uvivil ailc UI\CIIIP MUl ICPUI L vusiul vl

19. Staff Visits. During scheduled staff visits
(i.e., command, administrative, personnel,
medical, etc.), review officials shall be alert

to violations of this instruction and managerial,
administrative, and operational problems
associated with the impiementation of the PA

A thha ﬁ{‘\\ D.. ramy Denmnon
dlliu e N vac ) l"lUbldlll

E

(1) Initial Reports. Enclosure (17)
con- tains a suggested format for conducting
staff visits. Document the results of findings in
official reports furnished to the relevant naval
officials in the cham of command Using tne

actions, recommended and
blems.

as well as remedia
taken, to correct pr

ON

(2) Retention of Reports. Retain staff
visit reports and follow-up reports in accordance
with established records disposition standards.

Make these reports available, upon request, to
NN INAD ANDINY L el V7ol V. § Bl 3 ~e ol o
CNU (UFr=-UYDbHOv), the LiviL (vii—-Jj, Of tne
Nafanca Drivacry Nffice
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20. Computer Matching Program

i
automated systems of records There are two
specific kinds of matching programs that are fully
governed by reference (a) and this instruction:

(1) Matches using records from Federal
personnel or payroll systems of records as

Anficmieineme s
UCLIIHIVID at CIILIUDUIC LN

(2) Matches involving Federal benefit
programs to accomplish one or more of the
following purposes:

(a) To determine eligibility for a
Federai benefit.

(c) To effect recovery of improper
payments or delinquent debts from current or
former beneficiaries.

The record comparison must be a computerized
one. Manual comparisons are not covered,

invo l_\_nno records from two or more automate

AVNUIGS i v WU Ul aavs ey GutUsiia

ed

systems of records (i.e., systems of records
maintained by Federal agencies that are subject
to reference (a)); or a DON automated systems
of records and automated records maintained by
a non-Federal agency (i.e., State or local
government or agent thereof). A covered
Computeér maiching program eniails not only
actual computerized comparison, but also
m‘enanng and execi [np a written agreement
between the participants, securing approval of the
Defense Data Integrity Board, publishing a
matching notice in the Federal Register before
the match begins, ensuring that investigation and
, and taking ultimate

.l
L
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aciion, ll d ly. cnciosure 10) (,Onlalnﬁ a
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procedures.
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b. Reporting. Submit all requests
for computer matching programs to CNO

n N ~ e

B30) or the CMC (Mi-3), as

e " .......... Cadawal
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(OP-09
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21. PA Text. A copy of The Computer
Matching and Privacy Protection Act of 1988
is appended as enclosure (19).

22. Forms.
a DPrivaruy Ant annrt NDNTAY €211/10
- a llvu\—, vk l\\rPUI Ly I iV Y S A LI AV
(Jan 92) is available from the Chief of Naval

AT =S ’

Operations (OP-09B30), Pentagon, Washington,
DC 20350-2000.

b. The following forms are available in the
Navy Suppiy System and may be requisitioned
per NAVSUP P-2002D:

(1
Accountin

OPNAV 5211/9 (Mar 92)
Form, S/N 0107-LF-013-84

)
ng

(2) OPNAV 5211/12 (Mar 92), General
Purpose Privacy Act Statement, S/N 0107-LF-
013-8500.

Distribution:
SNDL Parts 1 and 2
MARCORPS Codes PCN 71000000000

and 71000000100

SECNAV/OPNAYV Directives Control Office
Washington Navy Yard, Building 200

Washington, DC 20374-5074 (50 copies)

Chief of Naval Operations
(Code OP-09B30)

Washington, DC 20350-2000 (300 copies)
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Chief of Naval Operations

(Code OP-09B34)

Washington, DC 20350-2000 (240 copies)

Stocked:
Navy Aviation Suppiy Office

Dhucinal Micsaihiitline Nigiciam MNada 102
rnysical vpLrivutivil vivpivi, Luut 1vo

5801 Tabor Avenue

Philadelphia, PA 19120-5099 (500 copies)
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Exercise of First Amendment Rights
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Criteria for Creating, Altering, Amending
and Deleting PA Systems of Records

Criteria for a New System of Records
Criteria for an Alteration to a System
Af DamAa»Ace NA+iI~a
\" S NG W WAL WD AWV ewldwo

Criteria for Amending a system
of Records Notice

Criteria for Deleting a System
of Records Notice

Collecting Information about Individuals

(‘n'l'lp(‘f‘lnn I'hrr-:r‘f]v from the Individual
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Collectlng Informatlon about Individuals
from Third Persons
Soliciting the SSN
Contents of PAS
Format for PAS
Access to Records
Individual Access to Records
Right of Access

Notification of Record’s Existence
Ind1v1dual Request for Access

C:
w
- O

Access by Parents and Legal Guardians

Access to Information Compiled in
Anticipation of a Civil Proceeding

Personal Notes or Records not under
the Control of the DON

Relationcshin Retween the PA and FOIA

.............. p Between the
Time Limits

Reproduction Fees

Denying Individual Access
Notifying the Individual

(PR frrgrere — o mm w2
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Individual Review and Amendment
Right to Amend

In Writing

Content of Amendment Request

Enclosure (1)
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Burden of Proof izZb 18
Verifying Identity 12c 18
Limits on Amending Judicial and Quasi-

Judicial Evidence and Findings 124 18
Standards for Amendment Request

Determinations 12e 18
Time Limits 12f 18
Granting an Amendment Request in

Whole or in Part 12g i8
nU\,'.x.x the Requester 124/(1) 18
Notlfy Previous Recipients 12g(2) 18
Denyving an Amendment Request in Whole

or in Part 12h 18
Requests for Amending OPM Records 12i 18
Individual’s Statement of Disagreement 12j i9
DON Statement of Reasons 12k 19

PA Appeals 13 19

How to File an Appeal 13a 19
Time of Receipt 13b 19
Review Authorities i3c i9
Appeal Procedures i3a 20
Final Action, Time Limits and Documentation 13e 20
Denial of Appeal by Activity’s Failure

to Act 13f 20

Disclosure of Records 14 20

Conditions of Disclosures ida 20
Nonconsensual Disclosures 14b 21
Disclosures within DOD 14b (1) 21
Disclosures Required by FOIA 14b(2) 21
Disclosures for Established Routine Uses 14b(3) 23
Disclosures to the Bureau of Census 14b(4) 23
Disclosures for Statistical Research

or Reporting i4b(5) 23
Disclosures to the National Archives

and Records Administration 14b(s6) 24
Disclosures when Requested for Law

Enforcement Purposes 14b(7) 24
Disclosure to Protect the Health or

Safety of an Individual 14b(8) 24
Disclosures to Congress 14b(9) 25
Disclosures to the Comptroller General

for the GAO 14b{10) 25
Disclosures under Court Orders 14b(11) 25

Enclosure (1)
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Disclosures to Consumer Reporting Agencies 14b(12) 25
Disclosures to Commercial Enterprlses l4c 26
Disclosure of Health Care Records to
the Public 14d 26
Disclosure of Personal Information on
Group/Bulk Orders ide 26
Disclosure Accounting 14fF 27
Methods of Disclosure Accounting 14qg 27
Retention of Disclosure Accounting 14h 27
Exemptions 15 27
Using Exemptions i5a 27
Types of Exemptions 15b 27
General Exemptions 15b(1) 27
Specific Exemptions 15b(2) 27
Establishing Exemptions 15c 28
Exemption for Classified Material 15d 28
Exempt Records in Nonexempt Systems 15e 28
General Exemptions i5f 28
Central Intelligence Agency (CIA) 15€ (1) 28
Law Enforcement 15£(2) 28
Specific Exemptions 15qa 29
(k) (1) 15g(1) 29
(k) (2) 15g(2) 29
(k) (3) 15g(3) 29
(K) (4) 15g(4) 29
(k) {5) 15g(5) 30
(k) (6) 15g(6) 30
(k) (7) 15g(7) 30
Confidential Source 15h 30
Enforcement Actions 16 30
Administrative Remedies l6a 30
Civil Court Actions 16b 30
Denial of an Amendment Request 16b(1) 30
Denial of Access 16b(2) 30
Failure to Meet Recordkeeping Standards 16b(3) 30
Failure to Comply with PA 16b(4) 30
Criminal Penalties 16c 30
Wrongful Disclosure 16c(1) 30
Maintaining Unauthorized Records 16c{2) 30
Wrongful Requesting or Obtaining Records 16c(3) 30
Litigation Status Sheet 164 31
Training 17 31
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Types of Training
Orientation Training
Specialized Training
Management Training
Methods of Training

PA Report
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Responsibility
Report Control Symbol

Staff Visits
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CONTENTS OF RECORD SYSTEM NOTICE AND
S8AMPLE REPORT ON NEW S8YSTEM OF RECORDS FORMAT

The foliowing contains a sample system notice. The data captions
are prescribed by the Office of the Federal Register and must be

included in each system notice:

a. 8ystem identification. The system identifier must appear
in all system notices. It is limited to 21 positions, including
DON code (i.e., NO); file number (i.e., records are categorized by
a Standard Subject Identification Code (SSIC), so if you wanted to
i i
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(e.g., NO7220-5).

b. 8ystem name

(1) The system name must indicate the general nature of

the system of records and if p0551b1e, the general category of
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(2) Establish acronyms parenthetically following the
first use of the name (i.e., "Joint Uniform Military Pay System
(JUMPS)"). Do not use acronyms unless preceded by such an
explanation.
¥ not exceed 55 character
on and spaces.
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c. 8ystem location

(1) For a system maintained in a single location, provide
the exact office name, organizational identity, routing symbol,
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(2) For a geographically or organizationally
decentralized system, describe each level of organization or
element that maintains a portion of the system of records.
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locations, list each location.

(3) For an automated data system with a c
r

(4) If multiple locations are identified by type of
organization, the system location may indicate that official
mailing addresses are contained in an address directory published
as an appendix to the DON system notices in the F.R. If the
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addresses in the directory are incomplete, the address of each
location where a portion of the record system is maintained must
appear under the ¥system location® caption.
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(6) Use the U.S. Postal Service two-letter state
abbreviation and the nine-digit zip code for all domestic
addresses.

11\ Qfafp in clear. nontechnical t rm

(2) Avoid using broad descriptions such as "all Navy
personnel" or "all military personnel," unless the term actually
reflects the category of individuals invoived.

(1) Describe in clear, nontechnical terms the types of
records maintained in the system.

(2) Limit the description to documents actually retained
in the system of records. Do not describe source documents that
are used only to collect data and then destroyed.

(3) Remember to include each item of information
will be identified in the "Retrievability" paragraph discussed
below (e.g, if you are retrieving information based on an
individual's name and/or SSN, include these items in this
category) .
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of this information.

(2) When citing federal laws, include the popular names

(e.g., ¥5 U.S.C. 552a, The Prlvacy Act of 1974%) and for
masommsade § esn omansd e —~ b~ Py MPesmmssde 2 ven MNemdase A
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(3) Cite the statute or executive order establishing the
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naval activity. If the activity is chartered by DON Directive,
cite that Directive as well as the law that authorizes the
Secretary of the Navy directives.

g. Purpose(s). List the specific purpose(s) for which the
system of records is maintained; i.e., the uses of the records
within the activity and the rest of the DON.

h. Routine uses

(1) List all disclosures of the records outside the
DOD/DON, including the recipient of the disclosed information and
the uses the recipient will make of it.

(2) If possible, list the specific activity to which the
record may be disclosed (e.g., "to the Veterans Administration,
Office of Disability Benefits").

(3) Do not use general statements such as "to other
Federal Agencies as required" or "to any other appropriate
Federal Agency."

(4) Include the statement: "The 'Blanket Routine Uses'
that appear at the beginning of the Department of the Navy's
compilation of systems notices apply to this system," unless the
individual system notice states otherwise.

i. Policies and practices for storing, retrieving,
accessing, retaining, and disposing of records

(1) Storage: State the method or methods used to store
the information in the system (i.e., "maintained in computers and
computer output products" or "maintained in paper files" or
"maintained in paper files and in computers"). Storage does not
refer to the container or facility in which the records are kept.

(2) Retrievability: Indicate how records are retrieved
from the system (i.e., "by name," "by SSN," or "by name and
SSN"). Ensure this same information is included under
"Ccategories of records in the system."

(3) Safeguards: State the personnel who use the records
and those responsible for protecting the records from
unauthorized access. Generally identify the methods used to
protect the records, such as safes, vaults, locked cabinets or
rooms, guards, visitor registers, personnel screening, or
computer "fail-safe" systems software. Do not describe

Enclosure (2)



SECNAVINST 5211.5D

mmncnsade mae HLa LV celfall cmermdeocncw oo Ldocoem on - L P U RN I Ty
-ompucer ~"raii-sSaie” Ssysctems oruware. DO nouv aescripe
safarmiarde in ench Aatail ae A coamnramica csvabram sam~sivi o
DRECYURL WD Al FUWI YT v@aaa e LW VML VIIAODT oydo LTl OTwVUulL 1L .

(4) Retention and disposal: Indicate how long records
are maintained. When appropriate, state the length of time
records are maintained by the activity in an active status, when
they are transferred to a Federal Records Center, how long they
are kept at the reaera1 Records Center, and when they are
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(2) This caption shall read as follows: "Individuals
seeking to determine whether this system of records contains
information about themselves should address written inquiries to
(Note: include complete mailing address of naval activity

holding the records). The request should be 51gned and should
include (Note: 1list items of retrievability, i.e., name, SSN,
arnd adA»oace Af T1nAIviANAal ~Ancarnad)
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1. Record access procedures

(1) This caption describes how an individual can review
the record and obtain a copy of it.
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system of records should address written inquiries to the (Note:
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include complete mailing address of naval activity holding the
records). The request should be signed and include full name,
SSN, and address of individual concerned."

m. Contesting record procedures

>



(1) This caption describes how an individual may
chalienge the contents of a record that pertains to him/her.

(2) The caption shall read as follows: "The Department
of the Navy rules for accessing records and contesting contents
and appealing determinations by the individual concerned are
published in Secretary of the Navy Instruction 5211.5; 32 CFR
Part 701; or may be obtained from the system manager.

information is usually taken from, in general terms, (i.e.,
specific individuals, organizations, or instructions need not be
identified).

(1) This caption describes who, where or what the

(1) If no exemption

N=J == =¥ ~& - a == - —aa - = - - -t i

indicate "None."

(2) If an exemption has been established, state under
which provision of reference (a) it is established (i.e., "Parts
of this record system may be exempt under reference (aj,
mrs b mde 3 A 1\ £\ [ [ Y
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DEPARTMENT OF DEFENSE
Department of the Navy
Report on a New System Under the
Privacy Act of 1974

1. System Identification and Name: NO05100-2, "Scheduled
Parachute Jump Program."

2. Responsible Official: Comments on the proposed new system
notice may be directed to LT John Ray, Naval Safety Center (Code
50), Naval Air Station, Norfolk, VA 23511-5796, (804) 444-6241.

3. Purpose: To track scheduled jump activity data for specific
individuals or types of parachutes and correlate the information
with parachute jump mishap data; analyze information to determine
the relatlonshlp between various categories and combinations of
jump experience and accident involvement.

To provide results of these studies to all echelons within
the Navy and Marine Corps having responsibility for jump
operations, parachute tralnlng, and allocation of resources to
and within the parachute jump program.

To provide an annual summary of jump activity by parachute
type to each reporting individual for his/her verification and
personnel records. Upon request, a detailed by jump report for a
specified time frame is also provided.

To provide records to the Chief of Naval Personnel for
promotional screening, detailing, and compliance with minimum
standards.

To provide summaries of jump activity for Marine Corps
personnel to the Commandant of the Marine Corps.

To provide records of specific jump designated personnel to
contractors, if required, for projects either funded by or deemed
potentially valuable to the Department of the Navy.

4. Authority for Maintenance of the System: 5 U.S.C. 301,

Departmental Regulations and Executive Order 9397.

5. Probable or Potential Effect(s) on Privacy of Individuals:

None.

6. elationshi if a to othe r 1l vernme
and to State and local Governments: None.

7. Steps_Taken to Minimize the Risk of Unauthorized Access:

Enclosure (2)



Computer area is locked after hours and access is strictly
controlled. Hard drive locked to preclude unauthorized access.
Only two individuals have a key to access hard drive. Building

8. Compatibility of each Proposed Routine Use: The "Blanket
Routine Uses" set forth at the beginning of the Department of the
Navy's compilation of record system notices apply to this system
of records and are compatible with the purpose for which the
record system was created.

3 . ]
9. OMB Informatjon Collection Requirements: None have been
submitted or required.

10. Supporting Documentation: There are no changes to the

ex1sting Department of the Navy procedural or exemption rules for
this proposed systenm.

Enclosure(s)
1. Advance copy of proposed system notice for

publication in the Federal Register.
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N05100-2
System name:

Scheduled Parachute Jump Program

Ssystem location:

Naval Safety Center, Naval Air Station, Norfolk, VA 23511-
5796.

Categories of individuals covered by the system:

All Navy and Marine Corps personnel and trainees who
participate in the Scheduled Parachute Jump Program.

Categories of records in the system:

Unit reports of each scheduled jump, which includes name of
parachutist, Social Security Number, Unit Identification Code
(UIC), and model of parachute; total scheduled jump activity
survey reports; and annual scheduled jump activity reports.

Authority for maintenance of the system:

5 U.S.C. § 301, Departmental Regulations and Executive Order
9397.

Purpose(s):

To track scheduled jump activity data for specific
individuals or types of parachutes and correlate the information
with parachute jump mishap data; analyze information to determine
the relationship between various categories and combinations of
jump experience and accident involvement.

To provide results of these studies to all echelons within
the Navy and Marine Corps having responsibility for jump
operations, parachute training, and allocation of resources to
and within the parachute jump program.

To provide an annual summary of jump activity by parachute
type to each reporting individual for his/her verification and
personnel records. Upon request, a detailed by jump report for a
specified time frame is also provided.

To provide records to the Chief of Naval Personnel for
promotional screening, detailing, and compliance with minimum
standards.

To provide summaries of jump activity for Marine Corps
personnel to the Commandant of the Marine Corps.

To provide records of specific jump designated personnel to
contractors, if required, for projects either funded by or deemed
potentially valuable to the Department of the Navy.

Routine uses of records maintained in the system, including
categories of users and the purposes of such uses:

The "Blanket Routine Uses" that appear at the beginning of
the Department of the Navy's compilation of systems notices apply
to this systenmn.

Policies and practices for storing, retrieving, accessing,
retaining, and disposing of records in the system:

Storage:

Enclosure (2)
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Name, Social Securlty Number, Unit Identification Code (UIC),
and model of parachute.
Ssafeguards:

Computer area is locked after hours and access is strictly
controlled. Hard drive locked to preclude unauthorized access.
Only twc individuals have a key to access hard drive. Building
is under 24 hour watch.

Retention and disposal:

Permanent. Magnetic tape files contain all available records
and are never purged.

System manager(s) and address:

Director of Aviation Safety Programs, Naval Safety Center,
Air stati Norfolk, VA 23511-5796.

avral
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untification nrocndura°

Individuals se;iiﬂa_ia'determlne whether this system of
records contains information about themselves should address
written inquiries to the Director of Aviation Safety Programs,

Naval Safety Center, Naval Air Station, Norfolk, VA 23511-5796.
The requesn should include full name, Social Security Number,
and address of the individual concerned and should be signed.

Record access procedure:

Individuals seeking access to records about themselves
contained in this system of records should address written
inquiries to the Director of Aviation Safety Programs, Naval

Safety Center, Naval Air Station, Norfolk, VA 23511-5796.
The request should include full name, Social Security Number,
and address of the individual concerned and should be signed.
Contaatinag racord nrocaedurae:

The Department of the Navy rules for accessing records and
contesting contents and appealing determinations by the
individual concerned are published in Secretary of the Navy
Instruction 5211.5; 32 CFR Part 701; or may be obtained from the
system manager.

Record source catogorio

Navy and Marine Corps jumpers.
Exemptions claimed for the system:

Enclosure
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SAMPLE REPORT ON ALTERED
SYSTEM OF RECORDS NOTICE AND FORMAT

DEPARTMENT OF DEFENSE
DEPARTMENT OF THE NAVY
REPORT ON AN ALTERED SYSTEM UNDER
THE PRIVACY ACT OF 1974

System Identification and Name: N05800-1, "Legal Office

.
e 7 o F T . P = DI las
ltlgaCLOﬂ/bULLEbpuuucuv rii1eds5. "

2. Responsible Official: Mr. R. Anthony McCann, Deputy Director,

Litigation Office, Office of the General Counsel, Navy Department
Washington, DC 20360-5110, Telephone: (703) 602 -3176.

An administrative error occurred
2 .
1S [59

3. Nature of Change(s) Proposed
r Sy

in that the exemption rule
codified in the CFR.

s em was inadvertently

4. Authority for the Maintenance of the System: 5 U.S.C. 301,
Departmental Regulations.

5. Probable or Potential Effects on the Privacy of Individuals:
None.

ip of Proposal to other Branches of the Federal

N A o~ o>in & s s Gaittraa o2 aa

Government and to State and Local Government: Information in this
system will be available to federal government and to state and
local governments, as needed.

7. Steps Taken to Minimize Risk of Unauthorized Access:

.
f the documents contained in this qystem of
na

anual records that are maintained in file
cabinets. They are kept under the control of authorized personnel
during worklng hours. The office space in which the file cabinets

are located is locked outside of official working hours.

L U U Sy [ VR R S Py gy - P < PRSP SN S Sy
o) A Computer.l.z.eu tracking SyStem O1I Cases 1S5 mnmail itained.
. . .
Compu terminals are 1located 1n supervised areas. Access is

o
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contr

Q

lled by password or other user code system.

c. A risk analysis was performed.

8. Compatibility of Proposed Routine Uses: The only routine uses

for this record system are the established "blanket routine uses"
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set forth at the beginning of DON record system notices. See S1
FR 18086, May 16, 1986.

S. OMB _Informati Collect irements: None have been
submitted or reguired.
10. Supportina Documentation: Change to exemption rule is

required. Copy attached.

Enclosure

1. Proposed altered record system notice
for pyblication in the Federal Register

2. Proposed specific exemption rule for

publicatlon in the Federal Register
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NO0S800~-1
System name: Legal Office Litigation/Correspondence File
11 = 1209 A WMoy 1T c 1T 000
(44 I'N 10199, IMAy 419, 420090)
‘hances:®
Changes:
* * * * *

Categories of individuals covered by the system: Delete entire
entry and substitute with the following: "Individuals involved in
litigation which requires Navy action."

CQtogories of records in the system: Delete the entire entry

and substitute with the following: #Statements; affidavits/
declarations; investigatory and administrative reports; personnel,
financial, medical and business records; hotline complaints and
responses thereto; discovery and discovery responses; motions;
orders; rulings; letters; messages; forms; reports; surveys;

audits; summons; English translations of forelgn documents
photographs; legal opinions; subpoenas; pleadings; memos; related
correspondence; briefs; petitions; court records involving

litigation; and, related matters.
Authority fer maintenance of the system: Delete the entire
entry and substitute with the following: "5 U.S.C. 301,
Departmental Regulations.
* * * * *

Policies and Practices for Storing, Retrieving, Accessing,
Retaining, and Disposing of Records in the System:

8torage: At end of entry, add the following: "and
computerized docket system.¥

mdeond cnea 2 2 hne o P Py P S U VR e mamn Y o 2o v o
Retrievability: Delete the entire entry and replace with the
following: "Name of individual and the year litigation commenced."
Record source categories: Delete the entire entry and

substitute with the following: "Military personnel system, medical
records, investigative records, personal interviews, personal
observations reported by persons witnessing or knowing of
incidents."

Safeguards: Delete the entire entry and substitute with the
following: "Manual records are maintained in file cabinets under
the control of authorized personnel during working hours. The
office space in which the file cabinets are located is locked

outside of official worklna-hours. Computer terminals are located
in supervised areas. Access is controlled by password or other user
code system."

Retention and disposal: Delete the entire entry and substitute
with the following: "After closure, records are sent to Federal
Records Center wher hey are retained permanen

o-* -

e they are retal ed permanently.
* * *

3 Enclosure (3)
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Notification procedure: Delete the entire entry and substitute
with the following: "Individuals seeking to determine whether this
system of records contains information about themselves should
address written inquiries to the naval activity involved in the
litigation or to the Associate General Counsel (Litigation),
Washington, DC 20360-5110. Written requests should include name
and date litigation was filed.*®
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substitute with the following: "Individuals seeking access to
records about themselves contained in this system of records should
address written inquiries to the naval activity involved in the
litigation or to the Associate General Counsel (Litigation),
Washington, DC 20360-5110. Written requests should include full
name and year litigation commenced."

Contesting recora procedures: Delete the entire entry and
PP VR W R U W o= dmla PN "N V- T R e MNMi - o~ o o -— E =3 "N A werew w2 Y A~
SUpsSuLiluLeE wiun uie LULLUWJ. 1. Tille UCPGL Lineriv UL Lile INnavy i1uilTo
for accessing reccords and contesting contents and appealing initial
determinations by the individual concerned are published in
Secretary of the Navy Instruction 5211 5; 32 CFR Part 701; or may
be obtained from the system manager."

Record source categories: Delete the entire entry and
substitute with the following: "Court records, records from the
individual, personail interviews and statements, departmental
records such as personnel files, medical records, State and Federal

el i~ warmarde anmAd Cor nlaint+e ranaral nnvvaahnnﬂnnnn LLJ
&I:\—ULU;, PU‘LL\'G LCHUL - CAsiNA - tIJ.G.LII\—D, 3@1!@&“‘. WL LoVl .

Exemptions claimed for the system: Delete the entire entry and

substitute with the following: "Parts of this system may be exempt

under 5 U.S.C. 552a(k) (1), (k)(2), (k)(5), (k)(6), and (k) (7) as
applicable. An exemption rule for this system has been promulgated
in accordance w1th requlrements of 5 U.S.C. 553(b) (1), (2), and

c) and d publishe CFR Part 701, subpart G. For
Q e

n ion contac m manager."
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Leqal Offlce thlqatlon/Corresnond ence Files.

8ystem location:
Organlzatlonal elements of the Department of the Navy as
indicated in the Directory of Department of the Navy Mailing

-3 .

AQdaresses.
Catsgoriss of individuals covered by the system:
ui

Individuals involved in litigation which requires Navy action.

Categories of records in the system:

Statements; affidavits/declarations; investigatory and
administrative reports; personnel, financial, med1ca1 and
business records; hotline complaints and responses thereto;
discovery and discovery responses; motions; orders, rulings;

s

letters; messages; forms; reports; surveys; audits; summons;
English translations of foreign documents; photographs; legai
opinions; subpoenas; pleadings; memos; related correspondence;
briefs; petitions; court records involving litigation; and,
related matters.

Authority for maintenance of the system:

5 U.S.C. 301, Departmental Requlations.

Purpose(s):

To prepare correspondence and materials for litigation.

Routine uses of records maintained in ths system, including
categories of users and the purposes of such uses:

The "Blanket Routlne Uses" that appear at the beginning of

Policies anda practices for storing, retrievxng, accessing,
retaining, and disposing of records in the system:

S8toraga:

File cablnets and computerized docket system.

Retrievability:

Name of individual and the year litigation commenced.

Bafeguards'

Manual records are maintained in file cabinets under the

control of authorized personnel during worklng hours. The office

space in which the file cabinets are located is locked o outside of
official working hours. Computer terminals are located in
supervised areas. Access is controlled by password or other user

code systenm.
Retention and disposal:
After closure, records are sent to Federal Records Center

—— A

where they are retained permanently.
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S8ystem manager(s) and address:
Associate General Counsel (Litigation), Washington, DC 20360-

g to determine whether this system of

records contalns 1nformat10n about themselves should address
written inquiries to the naval activity involved in the
litigation or to the Associate General Counsel (Litigation),
Washington, DC 20360-5110. Written requests should include name
and date litigation was filed.

Record access procedures:

Individuals seeking access to records about themselves
contained in this system of records should address written
inquiries to the naval activity involved in the litigation or to

the Associate General Counsel (thlgatlon), Washlngton DC 20360-
5110. Written requests should include full name and year
litigation commenced.

Contesting record procedures:

The Department of the Navy rules for accessing records and
contesting contents and appealing initial determinations by the
individual concerned are published in Secretary of the Navy
Instruction 5211.5; 32 CFR Part 701; or may be obtained from the
system manager.

Record source categories:
Court records, records from the individual personal

§
o+t ®
0w Q
MO b b
]

® O~
o g

tem may be exempt under 5 U.S.C. 552a(k) (1),
(k)(2), (k) (5), ), and (k) (7) as applicable. An exemption
rule for this sy

(k) (

S
requirements of 5

C

ac

U.S.C. 553(b) (1), (2), and (3), (c) and (e) and
pubiished in 32 CFR Part 701, subpart G. For additional
information contact the system manager.

Enclosure
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CONTENTS OF AN AMENDED SYSTEMS OF RECORDS NOTICE AND FORMAT

Following is a sample of how a request to amend a systems of
records should be submitted to CNO (OP-09B30) for approval and

nuhlication +to the Federal Reaister. Consult the most current

yuw.b&vu-a.vnn LA d -AA N B W e W AN Y e B A §

edition of OPNAVNOTE 5211 as the basis for recommended changes.

N12950-5
esamfe mee ommemam e AWaerr MNierd V1 dam D
System nameé: Navy Civilian Personnel Data System (NCPDS)

(54 FR 45787, October 31, 1990)

* * ® =® *®
ories of records in the systenm:
"EPMIS" add the following, ", the Complaints Action Tracking

Systenm, ".

Enclosure (4)
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N12950-5

System name:
Navy Civilian Personnel Data System (NCPDS).
System location:
Office of C1v111an Personnel Management (OFFCPM) and

anResBR g TeanTace wa - e

Station (NAVCOMTELSTA) and ts designated contractg__. Oofficial
mailing addresses are published as an appendix to the Department of
the Navy's compilation of systems notices. Included in this notice
are those records duplicated for retrievability at a site closer to
where the employee works (e.g., in an administrative office or a
superVISGr S5 WOrkK area).

Categories of individuals covered by the system:

Denartment of the Navv civilian gmn]ovppq na1d from app
and nonappropriated funds and foreign natlonal direct and
hire employees.

Categories of records in the system:

The system is comprised of automated and non-automated records

0O

[E2]

ropr ated
indirect

descfibiﬁq and identifying the employee {e.g., name, Social
Carmnnridty Mn\mhav I-Y-3'4 hiveéEh Aada minAarity Aaciamad s PR R R I P-eepn S Ry
OTLCUL L by vuanrca PTA; MNid il MALT, MAlVLI LA VYy UTOolylialul, viuvigeEinldiilay,
nhvs1eal handlc_r code) ; the position occupied and the employee's

quallflcatlons, salary and salary basis or other compensation and
allowances; employee's status in relation to the position occupied
and the organization to which assigned; tickler dates for impending
changes in status; education and training records; previous
military status; functional code; previous employment record;
performance appraisal and other data needed for screening and

calart+inn nF an amnlAavoaas+s raf
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and publications; and reas
affecting the employee and case flles pertalnlng to EEO, MSPB,
labor and employee relations, and incentive awards. The records are

those found in the NCPDS subsystems: the Navy Automated Civilian

Manpower Information System (NACMIS), the Training Information

Y N R Y [l T oy =t M TASMN - e e - - RAReode moms e e I TN -

al racrnrdes nrafaceceinmnnal 1i~rancac
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for position change or other action

®
or

Management Systen (Iirms), the Personnel Automated Data System
/DANCQ) +ha OAamrnnitrariz2ald FPmnld ovaa Manarmmamont DrAacdram AAminictratinn
\L nuu’ 1 wd i \.vulyu\.c; -LHG\-A Hllty‘v] Alull“j\—lll\—ll\— - I.V’l. A A LAANAMLALILA O W AW Wil

and Research (CEMPAR), Office of Civilian Personnel Management
Customer Support Centers, the Executive Personnel Management
Information System (EPMIS), the Complaints Tracking System (CATS),
and the NCPDS base level and Headquarters systems.

Authority for maintenance of the system:

5 U.S.C. 301, Departmental Regulations; 5 U.S.C. 4118; E.O.
QA7 e« | 11T bo X o)~ I} o N TNARN . AD TI1T C© M27NNNA [~ & N < o ] 2117 =
JJJI, - WVewe o 63J-L, ds e \J e J.U'I-IVI T L Vewde \wo ‘UUUC' ~ Vewde o JJ.JJ, -
U.S.C. 4301, et. seq., 5 U.S.C. 4501 et. seq., 5 U.S.C. 4705 and
subparts D, E, F, and G of title 5 U.S.C. and 29 CFR Part 1613 et.
seq.

c
]
0]
-
~
N



To manage and administer the Department's civilian personnel and
civilian manpower planning programs and in the design, development,
maintenance and operation of the automated system of records.
Designated contractors of the Department of the Navy and Defense in
the performance of their duties with respect to equipment and

svetem desian develonment test oneration and maintenanca

S e wTan WM Ay MV e a e peas - ey el vaaa L R L= R R R L S 1oy § L L —y

Routine uses of records maintained in the system, including
categories of users and the purposes of such uses:

To the Comptroller General or any of his authorized represen-
tatives, in the course of the performance of duties of the General
Accounting Office.

[\ S SRRy R -l Ao e PVem d he e VA o oo - e 2 o -_——a el & __
10 Clle ALLorney uenexcu. O1l Ile vullcteQq otvaies Or nis auuwnorizea
racsantakrivas in ~tiAn wid Titiwatinn 1anr nfAarcnamand ~
LdTCpLTCOTIIC-AVLVED 4l uv.ll.llcu\-.l.ull WAGil AdvaiagyQwawviil, ~aw ll‘.\.ll.\.-i;lllcll\', Vi

other matters under the direct jurisdiction of the Department of
Justice or carried out as the legal representative of Executive
Branch agencies.

To officials and employees of other departments and agencies of
the Executive Branch of government upon request in the performance
of their official duties related to the screening and selection of

mmmAL dadnm Lmsm 5o~ mmm Al o

candidates for vacant POSitions.
TN rnnrnconfn‘b\uoc of the I'In‘ifor'l Qtatoc Noeanartrmant Af T.ahAar An
E R 2 \-tl‘. e e s A LT X A A WA e e il e e b u\—rub Al el b A K d A B o B -as
matters relating to the inspection, survey, audit or evaluation of

the Navy's apprentice training programs or on other such matters
under the jurisdiction of the Labor Department.

To representatives of the Veterans Administration on matters
relating to the inspection, survey, audit or evaluation of the

uavy b dpplenl..l.(.«e dﬂu UIl‘LIlB JUD chu.ru.ng program.
To contractors or their employees for the purpose of automated

documents_ or data collection forms and other documents.
To a duly appointed hearing examiner or arbitrator in connection
with an employee s grievance.

ing a hear .Lng in connection with an empJ.oyee s formail Equal
Fmnl Aavmant NnnAardé |n~i¢-‘r RN ~Aamrmn] alne
MLIIBLV!‘(IGII\- V’JVUL \—ul .L\—I \ul—‘\l’ Uulllbl&a-l.llb.

To officials and emnlovees of schools and other institutions

Sl al al e P St ==L a=

engaged to provide training.

To labor organizations recognized under 5 U.S.C. Chapter 71 when
relevant and necessary to their duties of exclusive representation
concerning personnel policies, practices, and matters affecting
working conditions.

To representatives of the Federal Labor Relations Authority.

To rnpreepnfaflvnc of the Merit Sv

[=A=T R R 1= —aane

ctame

The "Blanket Routine Uses" that aépear at the

Department of the Navy's compilation of systems otices also apply

to this system. T
Policies and practices for storing, retrieving, accessing,

retaining, and disposing of records in the system:
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punched cards and computer printouts. Manual records are stored in

paper file folders.

Retrievability:

Information is retrieved by Social Security Number or other
similar substitute if there is no Social Security Number, position
number, name, Or by spé61xxc employee characteristics such as date
of birth, grade, occupation, employing organization, tickler dates,
academic specialty level.

 safeguards:
The computer facility and terminal are accessible only to
authorized persons that have been properly screened, cleared and

trained. Manual and automated records and computer prlntouts are

LA_A_!__j

available only to authorized personneil having a need-to-know.
Dabandldaoam and A2 --n--‘ -
KSLSNTi0On &nad Gisposal:i
Input documents are destroyed after data are converted to

AMLMpr MY MWW MINwII W Ra e wmew va

magnetic medium. Information is stored in magnetic medium within
the ADP system. Information recorded via magnetic medium will be
retained permanently. For TIMS and the apprentice programs the
computer magnetic tapes are permanent. Manual records are main-
tained on a fiscal year basis and are retained for varying periods
from one to five years.

ﬂinn&gn and addvacaas
Dlrectcr- foice of Civilian Personnel Management, 800 North
Quincy Street, Arlington, VA 22203-1998 and the commanding officers

at the employee's activity.

Notification procedure:

Individuals seeking to determine whether this system of records
contains information about themselves should address written
inquiries to the Director, Office of Civilian Personnel Management,
200 Nart+th Ouinev Q{-rnnf Arlington, VA 22202-1998 or to the

VVVY VWA Vil Ml Y [ F S —1 —3 =3 A2 A LISV,

and name of employing activity. Requesters may visit the civilian
personnel office at the naval activity covered by the system to

obtain inrormation. In such case, proor of laentlty will consist of
€111 mama QAamial Qamissedder Alizwmeleoae - et el cmmoedde e

Aulld Jlame, ovllal otluriLvy “umuel allu a LiliiQu pUb.LLJ.VE
identification euch ae a A i\rnr'c liﬂer\ee Navy building pass or
VWA S L W dde W AW (= A3 7 ¥ Ao 1= i - a V e b - e N And ’ “u'! AA A ANA AL .3 IJUQD A X

identification badge, birth certificate, Medicare card, etc.
Official mailing addresses are published as an appendix to the
Department of the Navy's compilation of systems of records.

Record access procedures:

Individuals seeking access to records about themselves contained
in this system of records should address written inquiries to the

Niractar NFFira Af Civilian Daramannal Mamasmwamand ONN NaAardh MNird oy
AL CwwWi, Vi idowe Vi wdViidQil T CSLOVIVLLICA l'lﬂllﬂgclllcllb' OVV I1IVWi Vi1l YUl
Street, Arlington, VA 22203-1998 or to the civilian personnel
officer under his /her cognizance. The request should contain the

Enclosure (4) 4
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information. In such case, proof of identity 11 consist of full
name, Social Security Number and a third positive identification
such as a driver's license, Navy building pass or identification
badge, birth certificate, Medicare card, etc. Official mailing

addresses are puoilsneu as an appenulx to the uepartment of the

Navy's compilation of systems of records.
Pnnfaqtina racord nrocaduras:

The Department of the Navy rules for accessing records and
contesting contents and appealing initial determinations by the
individual concerned are published in Secretary of the Navy
Instruction 5211.5; 32 CFR Part 701; or may be obtained from the
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civilian personnel office of the employing act1v1ty, the payroll
office; OCPM headquarters; the security office of the employing
activity; line managers, other designated officials and
supervisors; the employee and persons named by the employee as
references.

Exemptions claimed for the system:

NAna
ANVIIG o
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CONTENTS OF A DELETED S8YSTEM8 OF RECORDS NOTICE AND FORMAT

Following is a sample of how a request to delete a systems of
records should be submitted to CNO (OP-09B30) for approval and
submission to the Federal Register. Consult the most current

ey . .
edition of OPNAVNOTE 5211 as the basis for recommended deletions,

N01610-5

System name: Navy Personnel Evaluation System (51 FR 18117,

Moy

12 [-X-7-4Y
ra 19, FJO9Uj

Reason: System obsolete. These kinds of records are no longer

being collected and maintained. OR

System has been consolidated with NOXXXX-X (another
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BPECIAL CONSIDERATIONS FOR USING AND SAFEGUARDING
RECORDS IN COMPUTERIZED SYSTEMS OF RECORDS

1. PURPOSES. This enclosure supplements from a PA standpoint,

mermseaT1]l mammitdar caasmiwidr At Aan~na el ninA
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s
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this enclosure

any general or overall CO
OPNAVINST 5239.1A. The pu
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a. Identify the most pressing, complex, and relevant
technological advances and issues involving the PA and computer

security safeqguards;

b. Illustrate several u
physical computer safeguards

c. Define three levels of sensitivity for records which are
subject to the PA;

d. State the responsibilities of key personnel whose duties
invoive automated records that are subject to the FA;
e. List fundamental safeguards for records in computers;

f. Specify additional safeguards for automated records that
are subject to dial-up access;

g. Provide guidance for risk analysis and management;
o

h. Cive guidance on the issue of personal computers and the
PA;

i. Describe the waiver system; and

j. Indicate where additional information may be found.
2. ADMINISTRATIVE, TECHNICAI.,, AND PHVYSTCAIL. SAFEGUARDS

a. Statutory requirements. Subsection (e) (10) of the PA
requires the establishment of appropriate administrative,
technical, and physical safeguards to ensure the security and
confidentiality of records and to protect against any anticipated
hazards or threats to their security and 1ntegr1ty which could

result in substantial harm, embarrassment, inconvenience, or
unfairness to any individual on whom information is maintained.

b. Confidentiality of records. Confidentiality of records
is the status accorded records that require protection from
unauthorized disclosure.
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information in the records agrees with the source from which it
is derived, and the information has not been accidentally or
maliciously altered or destroyed.

d. Suggested measures. The remainder of this section lists
administrative, technical, and physical measures that may be used
to protect computerized records. The measures are not
exhaustive, but they indicate the spectrum of available
safeqguards. Cost-effective choices from among the lists should
be used, along with any additional measures indicated by a

specific risk analysis (see paragraph 7 of this enclosure).

e. Administrative safeguards

1Y\ Whan calartinsg naccwuarde AN nAat 11cea Fha mamas ~F
‘ - I AR T A ¥ ) gv‘evv‘ll’ ruw-?wva. A 14 r AN A3NS \» A il Py L= Pt —~ ) WA
relatives or friends.

(2) Do not post passwords in work areas.

(3) Require that passwords be changed every few months.
(4) Quickly delete the passwords of former personnel.
(5) Provide security awareness and training programs.

(6) Establish contingency plans for disasters and loss of
telecommunications support.
Af e
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(8) Designate security officers for information systems.

(9) Develop a security policy that includes criteria for
determining the sensitivity of records.

(10) Provide visible upper-management support for

security

f. Technical safeguards

(1) Employ audit programs that log activity on computer
systems.

(2) Establish security contreol systems that allow
d1fferent layers of access for different levels of sensitivity of
records; for example, require a different password for each level

of sensitivity.

Enclosure (6) 2



printer output) to indicate PA sensitivity, such as, ¥PRIVACY ACT
SENSITIVE," "PRIVACY ACT PROTECTED," or "PRIVACY ACT SENSITIVE -

DTCSCINCSE ON A NEED-TO-WKNOQW RACTS ONIV "

A ACISAINIWIES JAV &3 AVAIAIMI AW AWS A td WAVEI L @

(4) Encrypt records when stored or transmitted, or use an
encryption code to authenticate electronic transmissions. When
encryption is used, the latest federally-approved standards and
procedures should be employed. Presently this means either the
Data Encryption Standard (DES) or a system supplled by the

WatiAanmal Camiride Arrancsiy Aanandineag An fha ~AlacaifFi~rarian AF
A LdwviiAd JowuL L\-l ag Sy, MO MCIIMAILY Wil LU wAauoodllivAwiwvil VL

4=
records and the ava113b111tv of authorized secure qv:fpmq_ If
the DES is used, FIPS-PUB- 46 ("Data Encryption Standard")

(NOTAL), FIPS- PUB-74 ("Guidelines for Implementing and Using the
National Bureau of Standards Data Encryptlon Standard") (NOTAL),

and FIPS-PUB-81 ("DES Modes of Operation®) (NOTAL) should be

aw __ a4

foliowed. If a system supplied by the National Security Agency
A yvremaA Eha AmmitAdamm~aa Fuam Ihad amammir cshaitn1TAd A €411 ArraAd
140 VDT, LIIT YJuiualive Liuvik Liiabe ayTiivy Sillvuiau e Luliuvwtu,.

(5) Devise technlaues for user 1dent1f1cat10n ranaina

Ny T T EEE ===°=° T T TTeT e

from simple methods such as magnetic stripe cards to more complex
biometrics techniques that rely on hand or eye scanners.

(6) Employ "kernel"-based operating systems that have a
central core of software that is tanmperproof and controls access
within the system.

(7) Use "tempest" shielding that prevents eavesdroppers
from picking up and deciphering the signals given off by
electronic equipment.

9. F

n locked containers

éracompuée;s are located; or do both.

]
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(2) Install key locks for microcomputers, especially
those with hard disk drives.

(4) Protect computer rooms from fire, water leakage, and
power outages.
5) Do not locate major computer systems near airports,

(5)
loading docks, or areas prone to earthquakes or floods.

3 Enclosure (6)
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2. DRTYVACY ACT sncunrmv LEVBELES. A reasonable nd productive

records that are subject to the PA is a division of three parts.
When records are to be protected for the PA purposes and for
other purposes, such as classified or proprietary, the highest

-t ‘. | QP

1eve1 of prOteCtlon shall be used. The three levels of
e are:

————— e el dmnsn
sensitivity of records sub

a. Level 1 (low). Records required to be released under
SECNAVINST 5720.42E and not used to make decisions about
individuals.

b. dium). Ordinary personnel medical,
financial, and investigatory records and other records judged to
be of comparable sensitivity.

c. Level 3 (high). Medical records, medication records,

special investigatory records (identifying confidential sources,

informants, undercover agents w1tnesses, etc.), or other records

which, if disclosed or modified improperly, could threaten an

individual‘s life.

4, RESPONSIBILITIES OF KEY PERSONNEL. Record system managers,
computer facility managers, and automated data processing (ADP)
personnel (1nclud1ng computer security personnel) have the

following responsibilities:
a. Record system manager:

(1) Certifies the sensitivity level to the computer
facility manager;

(2) Checks and certifies that the reports and the DON's
Federal Register notices are consistent with actual computer
protection conditions; and

(3) Identifies to the computer facility manager those
activities and individuals authorized to use the information, and

provides prompt notification of any changes to these
authorizations.

b. Computer facility manager:

(1) Informs the record system manager of the computer
security options available and their costs;

(2) Considers the sensitivity of all information (all
reasons for protection) when choosing overall computer security

Enclosure (6) 4
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for the facility;

(3) Maintains an inventory of all computer program
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(4) Verifies that requests for new pr

existing programs have'been published as requ

(5) Notifies the record system manager whenever changes
to computer installations or communications networks or any other
changes in the ADP environment occur that require submitting an
altered system report.

c. ADP personnel:

(1) Implement proper safeguards for the system;

(2) Disclose records to authorized personnel only;
(3) Adhere to t established information protection

e ’auub
procedures and rules of conduct

*)
g
Q

(4) Notify the record system manager and computer
facility manager whenever unauthorized personnel seek to obtain
records.

5. PUNDAMENTAL SAFEGUARDS FOR RECORDS IN COMPUTERS. The
following criteria apply to all three levels of sensitivity
described in paragraph 3 of this enclosure.

a. Education. Education requirements include training
classes, conferences, special pamphlets, computer-assisted
training, films, and on-the-job training.
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enclosure).

c. Destruction. Ensure that de stroyed records cannot be

reconstructed and improperly used, and that information

pertaining to identifiable individuals shall not be disclosed.
Records no longer required to be kept under official retention
schedules should be destroyed promptly. Magnetic media may be

cleared by degaussing, overwriting, or completely erasing.

d. Documentation. Notices for systems of records published
n the F.R. and reports of systems forwarded to Congress and OMB

e
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must reflect accurately the actual computer safequards in effect.

6. BPECIAL SAFEGUARDS FOR DIAL-UP ACCES88 TO PRIVACY ACT SYSTEMS

g DA r»aconrdcae 111 +h
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ap

ph 3 of this enclosure)

llow1ng protectlve measures
n
4

terminals or personal
computers:

(1) System cuts user off af
unsuccessful attempts at producing

(2) System keeps a journal (log on, accesses, etc.) and
provides interactive query and report generation functions to
assist in reviewing the journal;

(3) System allows access on a "need-to-know" basis with
respect to databases and data elements within databases; and
) Information (storage medium, screen, an prin
output) is labeled to indicate PA sensitivity, such as, "
ACT SENSITIVE," "PRIVACY ACT PROTECTED," or "PRIVACY ACT
SENSITIVE - DISCLOSE ON A NEED-TO-KNOW BASIS ONLY."

o o~

4) Information (storage medin ceCcreen and

ter
PRIVACY

with respect to password sys
records:

(1) Disclosing passwords to others;

(2) Writing or taping passwords on desks, walls,
term1na1 chalkboards, bulletin boards, etc. (If written down,

A e o A P,

sswcrd documents in sealed envelopes in locked
ers.);

(3) Using the SSN as a password;

(4) Using an address, nickname, spouse's name, telephone
number, birth date, or any other related information or
easily-guessed numbers or letters, such as, ¥12345% or *abcde¥;

(8)Y Tlein

\~7J

inag nacceworde that are tnon chort
UsSlng passwordas tnat are tToo sihort

—aa ’

ll57ll H
(6) Allowing a password to be seen when it is entered;

(7) Allowing a password to appear on a printout;

Enclosure (§) &



(8) Using a particular password for 1lon

months for sen51t1ve systems and less for very
systems) ;

(9) Using a password domain of less than 10 000
possibilities (1,000,000 for sensitive systems and larger for
warir cancaltdiira cvetame) o
vc;, PeililP dk WA VS DID\-‘;WS’ '

(10) Using the same password for access to the computer
system from a terminal used to protect special databases or
specific information;

(11) Using the same password for several different
computer systems or databases; and

=
N

(
compromise.

) Using a password after a known or suspected

7. RISK ANALYSIS AND RISK MANAGEMENT

a. OMB Requirements. OMB Circular No. A-130 (NOTAL)
113 vmacn MNammarnands o masea ~a ~lr amalirmam ad A mia
L c\!ul.l. A~ \'UHIHUIIGII L&) |-U !JGL LUL lll thL J.UU.LU L J.Dl\ GIIG.LX 2TO auw cavil

installation to ensure cost-effective computer security
safeguards. Note that the risk analyses may vary from an
informal review of a microcomputer installation to a formal,
fully quantified risk analysis of a large scale computer and that
management officials should use the results.
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(1) Adopt a risk management approach in implementing
security measures. Although a formal, quantitative risk analysis
is required for large central computer systems and networks, this
does not require formal, quantltatlve risk analysis procedures in
all situations. For a single personal computer, a less formal,
qualitative analysis might be sufficient.

(2) Consider that DON is subject to civil lawsuits for
violations of the PA that cause harm to individuals.

(3) Consider the potentlal embarrassment to the DON for
PR S P T Amle oo PV o e mem o = & e 2% Qe A PR Ry AL v = - L
vioiallions, uine vunN-'s [eapullblplll‘-y LU €IlLorce une ra, anu Tne
nnfairnace A individnale ha micght anffar Ffram vialatdianas
WMIA U ALIIGCOD wW LlIVA Y AvVMUU LD AW MAYiiv OSUiLiLTL & A AU VAWVLAGWVLVIIO.

(4) Include a special analysis when life-threatening
situations can occur, such as when improper modifications to
medical data can be fatal or when a breach of confidentiality
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granted to certain individuals (informants, witnesses, undercover
agents, etc.) can result in serious harm or even death This
special analysis might mandate advanced technical secu
safeqguards.

’.n.

vy

(5) Consider that computer matching programs, if not
conducted properly and with stringent safeguards, can place
records of millions of individuals at risk.

{6) Make a long-range plian to monitor the
o Al FPamtivanace AF Fha wrariAie nryanacad anA TmnlamantaAd
COSCLTELICCLLIVENTESD Ul L€ VALl iUuo prUpUostll diiua ampiciiciivci
administrative, technical, and physical safequards.

(7) Consider the reasons for protecting the integrity,
confidentiality, and avallablllty of the system, including the
requirements of the PA.

onal assistance from the
tional (‘nmnnfnr Securitv

ma Ay

(9) Involve management in the plan of action for
protecting the systenm.
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analysis:

(a) The sensitivity of information and value of
assets being protected;

(b) The nature and
threats, hazards, and vulnerabili

{c) Th
=7 =<

e cost-effective
safequards.

(11) Conduct a risk analysis at least every 5 years or
when there is a change to the system (hardware, software, or
administrative procedures) that increases or decreases the
likelihood of compromise or presents new threats to the

1 nFnrm:f 1 an
LI Ravaiiln.

c. Protect risk analysis documents because they are
potentially useful to individuals seeking unauthorized access.

d. 1Include a summary of the current risk analysis with any
report of new or altered systems of records submitted in
am~rAardanc~a trtith naracmrarnh B 2 AF Ahantaw 7
Awwwivuailive W A il yﬂl.u\,l.utlll ido J J i \.'uapl—cx 7 .
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e. Maintain the most recent version of the risk analysis for
review by proper authorities, including the Defense Privacy
NFFIra NMN AN and ~rAanaracainnal avoercicht committonca
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8. THE PRIVACY ACT AND PERSONAL COMPUTERS8. This section
supplements, from the perspective of the PA, any general or
overall guidance on personal computers issued by the DOD.

a. Personal computer (PC) security. The following items
should be addressed in the policy of DON's organizations
responsible for the operation of a system of records on a PC

system'

(1) What actions are permissible on the PC system (what
is prohibited and what records may be processed, when, and by
whom) ;

l?\ What the nraarn zation narmifq reaardina the us

................ o~ = -7—-—-.- -

DON PCs w1th records off—51te (use at home or while trave-
official orders);

of
ng o

e
in

(3) Whether personally-owned PCs may be used to do
Government work;

{A\ Drnradurac far coarnras maintenanca nf the PC
(4] Procegqures for secure maintenance oI the 2C

P.

(5) Procedures for secure operation of the PC;
(6) Procedures for the secure handling, marking, storage,
and disposal of sensitive records processed by the PC;

M =
\7) ‘\G“ d MG W o S L “a

in PC information security;

(8) Requirement that newly obtained software be tested
prior to operational use to avoid software containing malicious
codes that will allow unauthorized access or destroy data or
programs;

(9) Feasibility of limiting the PC to
which might be the most cost-effective wa ay of secur
information;

10) Requirement that diskettes and the rooms containing
h s

cked when not in use;

OI o~
bal)
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m

(11) Possibility of using locks for PCs, especially those
with hard drives;

9 Enclosure (6)



(12) Feasibility of hardware or software packages that
provide user identification, authentication, access controls, and
audit trails;

(13) Consideration of computer security during
procurement so that protection can be built into the PC system;

(14) Parameters of the proper risk analysis and
management plan for the PCs, whether the analysis is
informal-qualitative or formal-quantitative;

(15) Feasibility of requiring participation in functiocnal
end-user dqroups, such as medical records users, to share idegs

and

(16) If the PC is used for word processing, see enclosure
{7) of this instruction.
b. Personal notes or memory ljoggers

(1) In some circumstances personal notes or memory
joggers relating to official functions, such as a supervisor's
notes, may be maintained on a PC. The conditions for maintaining

$ _ = _a s Aw

them W1thcut vioiating the PA are: the PC must be used and
completely controlled by only the author of the notes, or the PC
must have security that ensures to a reasonakly high degree tuat

no one but the author has access to the notes; and the note
themselves must be used only to refresh the memory of the author.

(2) If the notes are used for official decision-making,
they must be made a part of the official record within a system
of records.

(3) If the notes are disclosed because other individuals
have access to the PC due to inadequate security or because the
author permits access to the computerized notes by others, the
notes are no longer simply memory-joggers and the PA shall apply

to them.

c Prohibitions. Prior to publication in the F.R. of a
notice describing the system, the report to Congress and OMB, and

the elapse of the 60-day period for public comment, the follow1na
actions are prohibited:

(1) Operating a system of records on a PC;

{2 Onaratinag a naw DO
‘B’ ~ v‘““-‘.l’ i 3% W £ N '
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derived from combining (in whole or in part) other established
systems of records;

(3) Transferring record information from a large system
of records to a PC ("down-loading") to be used for new purposes:;

and

(4) Operating a new PC-based system of records derived

retrieved by personal identifiers (and thus not subject to the PA
if the information will now be retrieved by personal identifiers.
This situation can occur under the following circumstances:

(a) A paper-based information system contains
information about individuals as well as personal identifiers but
the information is not retrieved by personal identifiers and
therefore is not a system of records;

o)
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(c) The PC user begins to use the individuals'
identifiers to retrieve information about them, such as by using
names or SSNs.

9. WAIVERS

Justification. The requirements of this appendix may be

waived only after a showing of compelling circumstances.

b. Requestlng a waiver. A request for a waiver must be
submitted in writing to the Defense Privacy Office, which shall
review it and make a recommendatlon to the Deputy Assistant

- . o ma e X e adedaw) ha Finmal annrawral

y of Defense \Aum;u;ahLaL;uu’, i€ rinai approvai
T

c. No waivers for the PA requirements. No waivers to any
statutory requirements of the PA may be granted.

10. ADDITIONAL INFORMATION AND RESBOURCES. Follcwiﬁq is a list
of additional sources of information and assistance not mentioned

elsewhere in this instruction.

a. U.S. Congress, Office of Technology Assessment, Federal
Government Information Technology: Management, Security, and
Congressional Oversight, February 1986.

n +
A2

=)
a ¥ 3=y

[
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Federal Government, Number Two, September 1986.

c. U.S. Department of Commerce, National Bureau of
Standards, Federal Information Processing Standards Publication
(FIPS PUB) 41, Computer Security Guidelines for Implementing the
Privacy Act of 1974, May 1975.

d. U.S. Department of Commerce, National Bureau of
Standards, FIPS PUB 73, Guidelines for Security of Computer

b I SR TRy g .o - nnn
JOouv

nppxxbablunb, June

[

e. DoD 5200.28-M, "ADP Security Manual," January 1973,

authorized by DoD Directive 5200.28, ”Securlty Requirements for
Automated Information Systems (AISS)," March 21, 1988

f. Title 44, United States Code, Chapter 31, "Records
Management by Federal Agencies®.
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Records"

h. U.S. Department of Commerce, National Bureau of
Standards, Special Publication 500-137, Security for Dial-Up
Lines, May 1986

i. U.Ss. Departmen

Standards, FIPS PUB 112, P

ct

£ a
£ AEAM Y A W ’ av

i 1
ssword Usage, May 19

j. National Computer Security Center, DOD Password
Management Guide, April 1985

k. U.S. Department of Commerce, atlonal Bureau of
ac fa» AD

nAarde FIPS PUB 31 i1 i
naargas, rYi»s U J4i

1) il
k Management, Jun
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1. U.S. Department of Commerce, National Bureau of
Standards, FIPS PUB 65, Guidelines for Automatic Data Processing
Risk Analysis, August 1979

+

w 1T Narnard+tr-man ~AFf Coamwm Madiamal Driiranin ~F
a8 e Jeowde Ucyal. CitGils VL \-Uuullcl. Uc ’ iva vawviia pDuiLccau v

E S
Standards, Special Publication 500-120, Security of Personal
Computer Systems: A Management Guide, January 1985

n. National Computer Security Center, Personal Computer
Security Considerations, December 1985

P Aade @ e V1 Mmcsmcnde mae Ve -2 Ao s A __ av_a 2 ___ _ 1%
Oe. Nautilivnai UWPULEI aecur.u:y cencer, nNauvionai
. .
Telecommunications and Information Systems Security, Advisory
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Memorandum on Office Automation Security Guideline, NTISSAM
COMPUSEC/1-87 . January 16, 1987

p. Assistant Secretary of Defense (Comptroller) Memorandum
of June 7, 1983, subject: DoD End-User Computing Policy
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SPECIAL CONSIDERATIONS FOR SAFEGUARDING RECORDS
DURING WORD PROCESSING

1. INTRODUCTION. Word processing support usually is proevided
under one of two configurations:

a. Word processing center. A word processing center, either
operating independent of or within the customer's functlon,
prov1des support to one or more functional areas. Typlcally, the

customer delivers the information to be processed to the word
-------- ng center, which returns it to the customer after

pLUbEbbLHg
n

.
completior

b. Work group. A work group consisting of word processing
equipment integrated into the functional office support system.
The overall word processing and functional management might be

identical, and the work group will be located within or close to
the functional area supported. Information flows in and out of
the work group by normal office routine and the personnel are
part of the office staff.

2. MINIMUM STANDARDS AND SPECIAL CONSIDERATIONS

a. Minimum standards. Regardless of the word processing
configuration, afford all records subject to the PA minimum
standards of protection.

[
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al Considerations. The specia
this enclosure are in ended primarily for word
processing centers operating 1ndependently of the customer's
function. However, managers of word processing centers and work
groups operating within the customer's function should consider
and adopt when approprlate, the special con51derat10ns discussed

s sos S A A = PR T P [ RO TS VR N

in this enclosure (except written risk analyses in paragraph 8).

n 0O

3. INFORMATION FLOW. The word processing center does not
control the acquisition or ultimate use of records; therefore,

only four stages of information flow will be addressed: receipt,
processing, storage, and return.

4. BAFEGUARDING INFORMATION DURTﬁG R

A = 11 - [T T Ty

.
ustom snecifies in

- mer S aa s

a. s forma
ndicate when information to be pr ocessed
his can be done by:

l-aﬂ-‘

(1) Providing a check-off entry on the work request form;



(2) Requiring that the work request be stamped;

(3) Predesignating specific classes of documents, such as
all personnel evaluations, all recall rosters, all personnel
financial documents, etc.

(4) Using a special cover sheet;

(5) Requiring an audible warning on all dictation; or

(6) Any other method which alerts the word processing
personnel that the information is subject to the PA.

b. Identification by word processing personnel. Ensure fhat

word processan peréonnei are capabi of identifying informatio
that is subject to the PA, in case the customer fails to do so.

S. S8AFEGUARDING INFORMATION DURING PROCESSING. Word processing

managers shall establish internal safeguards to protect
information from compromise during the processing stage. The
following measures should be considered:

(2) Machine configurations that eliminate the possibility
of information being viewed from outside the center, such as
through windows; and

(3) Requiring that information subject to the PA be
processed on designated machines.

b. Other safeguards:

atinee ~ar
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(2) Processing information subject to the PA only during
certain times of the day;

3) Using only certain tapes or diskettes to process the

P R - -
inirormacviorn,

(4) Requiring all copies of documents toc be labeled
indicating they contain information subject to the Pa;

N
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processing errors to the customer; and

(6) Disposing of waste so as to avoid compromising

} ] Ay - | = -
information.
6. BAFEGUARDING INFORMATION DURING STORAGE

a. Manager's responsibility. If information subject to the

PA is to be retained at the center, ensure that it is stored
properly.

b. Safeguarding measures. Consider implementing one or more
of the following measures:

(1) Marking all paper copies to indicate their
sensitivity;

(3) Marking the storage containers to indicate that their
contents are sensitive;

(4) Restricting the reuse of media used to process the
information or automatically erasing the media before reuse;
(5) Establi: hin special crlterla for the retention of

and

Y N CTL cmemmede d e AL ey am 3 = h] -

(7) If practical, discouraging long-term storage of
. ) . s
information in any form within the center.

7. SAFEGUARDING INFORMATION DURING RETURN

a. Manager's responsibility. In conjunction with the
customer, establish procedures that protect the information from
P, [ T . T 21 e < de 2w mamdececsecsa < b

the time processing is completed until the product is returned to

cneé Cus LUllleL .

measures. Consider implementing one or more
sures:

b. safeguarding
of the following mea

feqg
lo

(1) Releasing products to only designated individuals;

2) Using sealed envelopes to transmit products to

3 Enclosure (7)



SECNAVINST 5211.5D
17 Jut 892

(3) Using special cover sheets;

ing personnel deliver the product

8. RISK ANALYSIS

ten analysis. Prepare a written
) N — Py Y
Il

subjec

hat processes informatio

b. Matters to be addressed. Th

—.---.--.

0o

e lysis
areas discussed in paragraphs 4, 5, 6, and 7 of this enclosure.
as well as any special risks that the center's location,
configuration, or organization presents with respect to the
compromise or alteration of information being processed or
stored.

c. Fregquency of analysis. Conduct a risk analysis at least
every 5 years or whenever there is a change of equipment,

conflquratlon location, or administrative procedure that
increases or decreases the likelihood of compromise or presents
new threats to the information.

d. Protecting the analysis. Protect risk analysis documents
) S R T TN delhomes monom wmmdnomsmdd al Ter ssoma el A E- IR, DR . Y I —_—— A
vEcaude Luaey are poielitlally ud€liul L0 lnuividauals seexing
unautherized access tc the informaticon being processed.

e. Retaining the analysis. Maintain the most recent version
of the risk analysis for review by proper authorities.

9. SPECIAL CONSIDERATIONS IN DESIGN AND PROCUREMENT. Establish
procedures to ensure that all personnel involved in the ae51gn of

Pemansl wmen s omm om o e wm e PR e PR R O S U P U p ey Py e e e o 2
WOUL WU !.)Lchbb.Lllg CeEIlILEL D ajllu uviae pLUbuLeﬂlellL Uf WULd process.l.ng
equipment are aware of the special considerations contained in
this enclosure

'S



MICROCOMPUTER SECURITY CHECKLIST

AT THE END OF EACH DAY:

- If disks are left on desks, collect them. When staff
members ask for their disks, remind them how the disks are to be
stored.

-~ Supervise staff members who work late which is the most
likely time for them to snoop in other areas.

- Supervise the cleaning staff if they work after hours in
a security area.

- Ensure that all equipment not required to be left on is
turned off during the night or weekend.

- Glance at all wastebaskets to ensure that reports, disks
and ribbons that require special protections are not discarded
improperly.

- Ensure that the data safe is closed and locked.

- Ensure that no one is hiding in bathrooms and other
areas.

ONCE A MONTH:

- Remind staff to change passwords and remove old
documents.

- Ensure that audit trails are being produced and reviewed.
- Ensure adequacy of backups.

- Clean drive heads, keyboards, printers and monitors to
reduce maintenance.

- Ensure that programming is documented adequately.
- Ask if staff members have any questions. Untrained and

confused people become frustrated and less productive, and
exhibiting an interest in their work improves morale.

ot
[o 7

- Prin irectories to see if someone is using the
equipment for unauthorized personal tasks.

5 Enclosure (7)
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DATA STORAGE:

- Hold diskettes around the edges.

- Store them in locked containers during breaks and at
night.

- Store backup diskettes in a different place.

- Do not give, sell or loan diskettes to unauthorized
users.

- <Create backup information regularly.

- Ensure that overhead sprinklers will not damage disks.

- Ensure that discarded reports, disks and ribbons are
unreadable.

SOFTWARE SECURITY:
- Change passwords at least monthly.

- Do not tape passwords to monitors or leave them in your
desk drawer.

= Do not use your name, a relative's name, your birth date,

your initials, the word "password", "sex" or slang words as a
password.

- Change all default passwords that come with the system or
csnféuasva
GENERAL POLICIES:

- Make files with fake information for use by software
consultants so that they do not use real data.

- Require that all visitors, consultants and service
personnel wear badges, and escort them at all times.

----- = S=3i s — ) 4

1
software, manuals and chip boards

- Once a year, take a complete inventory of hardware,
.

- Assign two people to do backup to decrease the
possibility of dishonesty

- Assign each disk a serial number and require staff
members to sign for them.
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Restrict access to computer and storage areas.

Ensure that passersby cannot view equipment. If it is
placed near a window, close the curtains or blinds at the end of
the day so that potential thieves are not aware of your

o mee e @ emes o on de

eguipmentc.

Keep cords and cables out of the way.

Prohibit food and drinks in the computer area.

Make the computer area magnet-free.

There are magnets in
paper clip holders, radios, telephones, dictation machines and
anything with a speaker.

Minimize smoke and dust to the greatest extent practical.

Enclosure (7)
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GENERAL PURPOSE PRIVACY ACT STATEMENT

PART A - IDENTIFICATION REQUIREMENT

1 REQUIRING DOCUMENT (Describe - SECNAVINST, OPNAVNOTE, SECNAV Itr, etc ) 2. SPONSOR CODE

3 DESCRIPTIVE TITLE OF REQUIREMENT (Form title, report title, etc.)

PART B - INFORMATION TO BE FURNISHED TO INDIVIDUAL

1. AUTHORITY

Y

2. PRINCIPLE PURPOSE(S) . e
_ ﬂ\ .

3. ROUTINE USE(S) cm
™ Lo

4 MANOATORY OR VOLUNTARY DISCLOSURE AND EFFECT ON INDIVIDUAL NOT PROVIDING INFORMATION

PART C-IDENTIFICATION OF FORM/REPORT/OTHER REQUIREMENT

1 FORM NO /REPORT CONTROL SYMBOUOTHER IDENTIFICATION

PRIVACY ACT STATEMENT

OPNAV5211/12 (MAR 92) S/NOT07-LF-0T3-8500, Enclosure (8)
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DIVING LOG
TR LUV
Privacy Act Statement

AUTHORITY SECNAVINST S100 10E, E0 9397, November 1943 (SSN)

PRINCIPAL PURPOSE(S): To compile comparative mishap 5Tatistics, detect probiem areas, estabiish the corrective action needed. and monitor
expernence levels, equipment usage and requalification requirements.

ROUTINE USE(S): The information will be used for safety purposes by the Naval Safety Center and may be furnished to other Navy
personne. or other components of the Department of Defense who have a need for the information in the
performance of their safety duties

DISCLOSURE: Voluntary; however. falure to provide the information may affect participation in the Navy Diving Program

A DIVER DATA
1. DIVE DATE 2. UK 3. ACTIVITY NAME 4. SOCIAL SECURITY NUMBER
MO DA YR
<«
14 - — — = N —_ . . — =
IS 16 170 V8 19 20§ 21 J22 23] 24 25|26 27] 28 29| Y0 3132 | 33| 3a{ 35| 36| 37 38| 39| 40| 41| a2 | 3| aa| as| a6| 47| as
S. NAME (Latt, Furst, A 3die ImGal) © AGE | 7. HEIGHT] & WEIGHT 3. SEX | 10 SERVICE A -Army 11, NOBC NEC Tar CiN
(Morf) C - Civilian (Navy only) USE AGN
F -Foreign Mt s102
G - Coast Guard
M - Marine
N - Navy
et R - Reserve
A5 150 ) STy S I SRy ST N ST Ry eijerjeI| eajeS| | 67| ea| 69] 70 n V - Air Force nNiNnjrajrsjre|n
B. ENVIRONMENT, EQUIPMENT AND DIVE HISTORY
18 AR 3 16 DIVE LOCATION 76 PURPOSE OF OIVE F - iside Tender Recomprension N - Salvage
TEMP (V) rf‘J::ﬂ C - Chamber A - £EO0 Ops Treatment O - Seerch
° w § - indoctrination G - insde Tender P & O; Test P - Secunty Swim
- Open Water € - tnude Yender AV Sonds H - smpeciion R . Sefection Premsure & O, Toierance
I I X - Training Tank ID-MTMM (< imstructor Safety Observer $ - Ships Husbandry / Repaw
«© or Soal Myperbanc Trestment ¥ . fecgvery T . Spac War O
1a L1 € - imide Tender Humanitarisn L - Requsl ¥ . Student
wla| o] 2] 23] 24 10| Treatment W - Rerearch W. Underwater Comt Ogs
2. m:! PATFORM ] 23. DIVING APPARATUS $30% $50% (Contd) oTHER 24 TYPE DRESS
- Smail Boat + Lockout Submanne UBAs G - MK-1 T - MK-1 HEO. . 0 - Ory
8 -shp G- sov A1) 2 A - Chamber
T N - MK12 V - Superiite 178 (USA, o-t tal  |SYUIT, M - Mot Water
C - Barge M - Hyperberic Facllity C - MK-16 Q - AGA WDS USCG only) U - trperimemal
. . " i 1 - None (Free $ - Swim
0 - Shore I - SOV Trainer ) - SCUBA Open £303) W. Superiite 17NS MOD 0
Ascent) o w- wer
3| € - per 33| v-uanrs $ - MK-12 HEO; X - Supertite 17NS MOO 1 34
25, SOURCE OF GAS SUPRLY 26 BREATHING GAS PERCENT OR OXYGEN 78 LEAVE SURFACE| 29. MAX OEPTH 70 8OTTOM TIME USED 31 REACH SURFACE
8 - Compresion PARTIAL PRESSURE (/2 Tenths of Atmasphere)) (Tiane) OF OIVE (Tinve)
0 - Air Sonks He L)) 0z HOUR MINS DAYS HAS MINS HOUR MINS
€ - Gos Bonks |
) - Sotties Man Carried [ )
35 | M- Mix Moker wlivininlolalolalulal ol gl al slwulol wlwlalalolal alal «l ol «
C. DECOMPRESSION DATA
34 OECOMPRESSION SOIEOULE VNG OAVING (Cont" -l anoueT DVING ]
NOTE: if )R, or X enteved, am Am o :‘ . ,.o‘.‘::uo“ ?,‘j,_ L .
compiete Part O, A - N0 Decompremson L - Surfece Oecompression / S - N UeA " NTER JuppRes Uy
CATIANA MM Atumuas 8 - Standard Av e :. - .“322 U:f G- 5 _______ "4(01
‘-...-:::—v--‘ c. Al P . imide Tender Treetment wN - Uy VA :-tm‘“’
« 1 -letwason O - Exceptions! Exposure/Aw  $ - Premure/ O Tew 0 - HEO, USA Repet + Exceptional Exposure Gas
18 =i § - 3owiatoR Eacunion Q - Oy USA Repet T - Surfece Decompression {mery
15 | X . Experimentsl K - Surface Decompressory Oy V - Aitude Decome Taoles Y .0 UsA W . Surfece Decompreision Norm
SCHEOULE USED - IS SURFACE INTERVAL FOR | 36 LOCATION OF - | 37. TOTAL DECOMPRESSION TIME | 38 TOTAL OECOMPRESSION TME
OEPTH PARTIAL TIME N MINUTES (For Repet REPET DIVES 3 OECOMPRES SION- FROM TABLE yusto
PRESSURE (FQ Single Equivelent Dwve Time) s MINS C - Chamber DAYS MRS MINS DAYS MRS Ming
W Weww
—
i) wlwjaof nf22fan @) 23| 26| 27 n wiof n|32f{3] 3af3s{e| 37| 38{ 2 | 1| «
D. SATURATION DIVE DATA
41. COMPRESSION RATE (FPai) TO DEPTH O AT WASON RATE IS CHANGED a 43. CHAMGER 44 MIN EXCURSION] 4S. MAX EXCURSION
DEPTM (FSW) ATMOSPHENC OEPTH ATTANED OEPTH ATTAMED
RATE DEFTM - © 3 RATE ot RATE - < = - LA ad [ S (1]
ST . . - MIN ATV MAX ATM
4
sjsjvjajajgnju|nu|siu|vis|v|a]a]a]o]ju]jala]{a]alo] x| n]n]n]rx]s]s]n]n
COMMENTS - - - ‘ T0:
COMMANDER, NAVAL SAFETY CENTER
ATTN: CODE 223
NAVAL AIR STATION
NORFOLK, VA 23511-5796
NOTE: Alldiving mishaps. incidents resulting in decomoression
treatment or 24 hours 103t to work will be reported via message
in accordance with OPNAVINST S102.1 series.
SIGNATURE OF DIVING SUPERVISOR SIGNATLIRE OF DIVIMG OFFICER

DD Form 2544, NOV 89
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DOD BLANKET ROUTINE USES

1. ROUTINE USBE - LAW ENFORCEMENT

In the event that a system of records maintained by this
Component to carry out its functions indicates a violation or
potential violation of law, whether civil, criminal, or
regulatory in nature, and whether arising by general statute or
by regulation, rule, or order issued pursuant thereto, the
relevant records in the system of records may be referred, as a
routine use, to the appropriate agency, whether Federal, State,
local, or foreign, charged with the responsibility of
investigating or prosecuting such violation or charged with
enforcing or implementing the statute, rule, regulation, or order
issued pursuant thereto.

2. ROUTINE USE - DISCLOSURE WHEN REQUESTING INFORMATION

A record from a system of records maintained by this Component
may be disclosed as a routine use to a Federal, State, or local
agency maintaining civil, criminal, or other relevant enforcement
information, such as current licenses, if necessary to obtain
information relevant to a Component decision concerning the
hiring or retention of an employee, the issuance of a security
clearance, the letting of a contract, or the issuance of a
license, grant, or other benefit.

3. ROUTINE USE - DISCLOSURE OF REQUESTED INFORMATION

A record from a system of records maintained by this Component
may be disclosed to a Federal Agency, in response to its request,
in connection with the hiring or retention of an employee, the
issuance of a security clearance, the reporting of an
investigation of an employee, the letting of a contract, or the
issuance of a license, grant, or other benefit by the requesting
agency, to the extent that the information is relevant and
necessary to the requesting agency's decision on the matter.

4. ROUTINE USE -~ CONGRESSIONAL INQUIRIES
Disclosure from a system of records maintained by this Component
may be made to a congressional office from the record of an

individual in response to an inquiry from the congressional
office made at the request of that individual.

Enclosure (9)
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Relevant information contained in all systems of records of the
Department of Defense published on or before August 22, 1975, may
be disclosed to the Office of Manaaement and Budget in cgnnectien

clearance process as set forth in that circular.

A record from a system of records maintained by this Component
may be disclosed to foreign law enforcement, security,
investigatory, or administrative authorities in order to comply
with requirements imposed by, or to claim rights conferred in,
, inciuding those
oreign countries of
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7. ROUTINE USE - DISCLOSURE TO STATE AND LOCAL TAXING
AUTHORITIES

Any information normally contained in IRS Form W-2 that is

maintained in a record from a system of records maintained by
this Component may be disclosed to state and local taxing
authorities with which the Secretary of the Treasury has entered
into agreements pursuant to Title 5, U.S. Code, Sections 5516,
5517, 5520, and only to those state and local taxing authorities

for which an employee or military member is or was subject to
tax, regardless of whether tax is or was withheld. This routine
use is in accordance with Treasury Fiscal Requirements Manual
Bulletin No. 76-07.

A record from a system of records subject to the Privacy Act and
maintained by this Component may be disclosed to the Office of
Personnel Management concerning information on pay and leave,
benefits, retirement reductions, and any other information

necessary for the Office of Personnel Management to carry out its
legally authorized Government-wide personnel management functions
and studies.
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9. ROUTINE USE - DISCLOSURE TO THE DEPARTMENT OF JUSTICE FOR
LITIGATION

A record from a system of records maintained by this Component

may be disclosed as a routine use to any component of the

Department of Justice for the purpose of representing the

Department of Defense, or any officer, employee or member of the
AL ’ P 4 I z

Department in pending or potential litigation to which the record

is pertinent.

10. ROUTINE USE - DISCLOSURE TO MILITARY BANKING FACILITIES

Information as to current military addresses and assignments may
be provided to military banking facilities that provide banking
services overseas and that are reimbursed by the Government for

certain checking and loan losses. For personnel separated,
discharged, or retired from the Armed Forces, information as to
last known re51dent1al or home of record address to the military

11. ROUTINE USE - DISCLOSURE OF INFORMATION TO THE GENERAL
SERVICES ADMINISTRATION

A record from a system of records maintained by this Component
—ecr Lo AL iV mmmnd mm = memrsde lamn e A A Namaral Careiri ~ac

may pbe aisCiosequa a a ITroulirie udE€ LU uie uvelneiral oceiviies
Administration for the purpose of records management inspections
conducted under authority of 44 U.S.C. §§ 2904 and 2906.

12. ROUTINE USE - DISCLOSURE OF INFORMATION TO THE NATIONAL
ARCHIVES AND RECORDS ADMINISTRATION

A record from a system of records maintained by this Component
mmer lm AL mmVmmmd wmm m wmmstdrlema tama S eha MadsdiAamal Amahieracs amd
may e QailsCliudeu a d LUOUOULLIIE Ut LU LiIE vaLadaviial Al vilAaveEDS allu
Records Administration for the purpose of records management
inspections conducted under authority of 44 U.S.C. §§ 2904 and
2906.
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13. ROUTINE USE -~ DISCLOSURE TO THE MERIT SYSTENS PROTECTIOMN

A record from a system of records maintained by this Component
may be disclosed as a routine use to the Merit Systems Protection
Board, including the Office of the Special Counsel, for the
purpose of litigation, including administrative proceedings,
appeals, special studies of the civil service and other merit
systems, review of OPM or Component rules and regulations,
investigation of alleged or possible prohibited personnel
practices, including administrative proceedings involving any
individual subject of a DoD investigation, and such other
functions promulgated in 5 U.S.C. § 1205 or as may be authorized
by law.

14. ROUTINE USE - COUNTERINTELLIGENCE PURPOSES

A record from a system of records maintained by this Component
may be disclosed as a routine use outside the Department of
Defense for the purpose of counterinteliigence activities
authorized by U.S. law or executive order or for the purpose of
enforcing laws that protect the national security of the United
States.

Enclosure (9)
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DISCLOSURE ACCOUNTING FORM

RECORD OF DISCLOSURE

UNAUTHORIZED DISCLOSURE OF PERSONAL INFORMATION FROM

THIS RECORD COLIL D SUIRIECT THE DISCILOCLIRE TO CRIAMIMA L BEMA TES

t
Vol MIBWDWITE DWW Whiid JUBWBIFhWw! ITfTh WidWhWJIWItE W IWNITHIIVMG V LIV 1T
1. Thisis to remain a permanent part of the record described below.
2. An entry must be made each time the record or any information from the record is viewed by, or furnished to any
person or agency, except:

a. Disclosure to DOD or DON personnel having a need to know in the performance of their official duties.
b. Disclasure of items listed in paragraphs 13b{2)(e) and (f) of SECNAVINST 5211 § cariec

HIITRICE R LR 1810 e A TSN &7 PRI/ IV IS S

TITLE & DESCRIPTION OF RECORD

OATE OF METHOD OF NAME & ADDRESS OF PERSON OR AGENCY T
DISCLOSURE DISCLOSURE PURPOSE OR AUTHORITY OISCLOSED, WITH SIGNATURE IF MAGDENISI PEgs\gzOM

OPNAV 5211/9 (MAR 92) S/N0107-LF-013-8400



OATE OF METHOD OF
O1SCLOSURE OISCLOSURE

PURPOSE OR AL THORITY

NAME & ADDRESS OF PERSON OR AGENCY TO WHOM
DISCLOSED. WITH SIGNATURE IF MADE IN PERSON

— 2
[ ~
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1. EXEMPTION FOR CLASSIFIED RECORDS8 - All systems of records
maintained by the DON shall be exempt from the requirements of

the access provision of the PA (5 U.S.C. 552a(d)) under the

(k) (1) exemption, to the extent that the system contains
information properly classified under E.O. 12356 and that is
required by that E.O. to be kept secret in the interest of
national defense or foreign policy. This exemption is appllcable

to parts of all systems of records including those not otherwise

f

specifically ae51gnatea for exemptions herein which contain
isolated items of properly classified information.

a. System ID and Name: N01070-9, "White House Support

Exemption: Portions of this system of records are
exempt from the following subsections of the PA: (c)(3), (d),
(e) (1), (e)(4) (G) through (I), and (f)

Authority: 5 U.S.C. 552a(k) (1), (2), (3), and (5).

Reasons: Exempted portions of this system contain
information which has been properly classified under E.O. 12356,
and which is required to be kept secret in the interest of
national defense or foreign policy. Exempted portions of this

system may also contain information considered relevant and
necessary to make a determination as to quallflcatlons,
e11g1b111ty, or sultablllty for access to classified 1nformat10n,

and which was obtained by prcvidiﬁg an express or implied promise
....... hicoa/hawr mEidy wAarlAd natr ha »avaalad +a +ha

to the source that his/her iden IT1ICTY wouiG noOT Deé reveaieqQ TO tae
subject of the record. Exempted portions of this system may also
contain information collected and maintained in connection with
providing protective services to the President and other
individuals protected pursuant to 18 U.S.C. 3056. Exempted
portions of this system may also contain investigative records
compiled for law enforcement purposes, the disclosure of which

P . =1 2 ade A mmrrsmmmoe velnom e mwrs LR QY X o et

O reveal the iQencvivy of sources who pLUVJ.u:: 1rn1ormaciorn
"
4

ulQa
\der Xpress or implied prnnn se of r-nnf"ndnnf1allty'
ompr

n or
compromise investigative techniques and procedures, jeopardize
the life or physical safety of law-enforcement personnel, or
otherwise interfere with enforcement proceedings or
adjudications.

Q£ Q
15 c»

Enclosure (11)



SECNAVINST 5211.5D

IV Y LIV T - s

b. system ID and Name: NO1131-1, "Officer Selection and

Appointment System"®

Exemption: Portions of this system of records are
exempt from the following subsections of the PA: (c)(3), (d),
(e) (1), (e)(4) (G) through (I), and (f).

Authority: 5 U.s.c. 552a(k) (1), (5), (6), and (7).

Reasons: Granting individuals access to portions of
this system of records could result in the disclosure of
classified material, or the identification of sources who

provided information to the government under an express or
implied promise of confidentiality. Material will be screened to
permit access to unclassified material and to information that
does not disclose the identity of a confidential source.

C. 8ystem ID and Name: NO01133-2, "Recruiting Enlisted
Selection System"

Exemption: Portions of this system of records are
exempt from the following subsections of the PA: (c)(3), (4),
(e) (1), (e)(4) (G) through (I), and (f).
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Reasons: Granting individuals access to portions of
this system of records could result in the disclosure of
classified material, or the identification of sources who
provided information to the government under an express or

implied promise of confidentiality. Material will be screened to

permit access to unclassified material and to information that
. . . .
does not disclose the identitv of a confidential source.

=TT 2% BNl laYTeT LiiT sSTivavy ~

d. B8ystem ID and Name: NO01640-1, "Individual Correctional
Records"

Exemption: Portions of this system of records are
exempt from the following subsections of the PA: (c)(3), (c¢)(4),
(dé.{(f)(Z). (e)(3), (e)(4)(G) through (I), (e)(5), (e)(8), (f),
én** \g: .

Authority: 5 U.S.C. 552a(j)(2).

Reason: Granting individuals access to portions of
these records pertaining to or consisting of, but not limited to,
disciplinary reports, criminal investigations, and related
statements of witnesses, and such other related matter in

Enclosure (11) 2
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conjunction with the enforcement of criminal laws, could
interfere with the orderly investigations, with the orderly
administration of justice, and possibly enable suspects to avoid

detection or apprehen31on. Dlsclosure of this information could
result in the concealment, destruction, or fabrication of
evidence, and jeopardlze the safety and well- belng of informants,
witnesses and their families, and law enforcement personnel and
their families. Disclosure of this information could alsc reveal
and render ineffectual investigative techniques, sources, and
methods used by these components and could result in the invasion

of the privacy of 1nd1v1duals only incidentally related to an
investigation. The exemption of the individual's right of access
to portions of these records, and the reasons therefor,
necessitate the exemption of this system of records from the

requirement of the other cited provisions

e. S8ystem ID and Name: NO01754-3, "Navy Child Development
Services Program"

Exemption: Portions of this system of records are
exempt from the following subsections of the PA: (c)(3) and (d).
y: 5 U.S.C. 552a(k)(2).

Reasons: Exemption is needed in order to encourage
persons having knowledge of abusive or neglectful acts toward
children to report such information, and to protect such sources
from embarrassment or recrlmlnatlon, as well as to protect their
right to privacy. It is essentlal that the identities of all

individuals who furnish information under an express promise of
confidentiality be protected. Additionally, granting individuals
access to information relating to criminal and civil law

enforcement, as well as the release of certain disclosure
accountlngs, could interfere with on901ng investigations and the
orderly administration of justice, in that it could result in the

concealment, alteration, destruction, or fabrication of
information; could hamper the identification of offenders and the
disposition of charges; and could jeopardize the safety and well
being of parents and their children.

f. B8ystem ID and Name: NO03834-1, "Special Intelligence
Personnel Access File"

Exemption: Portions of this system of records are
exempt from the following subsections of the PA: (c)(3), (d),
(e) (1), (e)(4) (G) through (I), and (f).

Authority: 5 U.S.C. 552a(k) (1) and (5).

3 Enclosure (11)
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Reasons: Exempted portions of this system contain
information that has been properly classified under E.O. 12356,
and that is required to be kept secret in the interest of
national defense or foreign policy. Exempted portions of this
system also contain information considered relevant and necessary
to make a determination as to qualifications, eligibility, or
suitability for access to classified information and was obtained
by providing an express or implied assurance to the source that
his/her identity would not be revealed to the subject of the
record.

g. 8ystem ID and Name: N04060-1, "Navy and Marine Corps
Exchanges and Commissaries"

Exemption: Portions of this system of records are
exempt from the following subsections of the PA: (c)(3), (4),
(e) (4) (G) through (I), and (f).

Authority: 5 U.S.C. 552a(k)(2).

Reasons: Granting individuals access to information
collected and maintained by these activities relating to the
enforcement of criminal laws could interfere with orderly
investigations, with orderly administration of justice, and
possibly enable suspects to avoid detection or apprehension.
Disclosure of this information could result in the concealment,
destruction, or fabrication of evidence, and could also reveal
and render ineffectual investigative techniques, sources, and
methods used by these activities.

h. 8ystem ID and Name: NO04385-1, "IG Investigatory System"

Exemption: Portions of this system or records are
exempt from the following subsections of the PA: (c)(3), (c)(4),
(dé.((?)(Z)' (e)(3), (e)(4) (G) through (I), (e)(5), (e)(8), (f),
an g).

Authority: 5 U.S.C. 552a(j) (2)

Reasons: Granting individuals access to information
collected and maintained by these activities relating to the
enforcement of criminal laws could interfere with orderly
investigations, the orderly administration of justice, and might
enable suspects to avoid detection and apprehension. Disclosures
of this information could result in the concealment, destruction,
or fabrication of evidence, and possibly jeopardize the safety
and well being of informants, witnesses and their families. Such
disclosures could also reveal and render ineffectual

Enclosure (11) 4
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investigatory techniques and methods and sources of information
and could result in the invasion of the personal privacy of
individuals only incidentally related to an investigation.

The exemption of the individual's right of access to his/her
records, and the reasons therefore, necessitate the exemption of
this system of records from the provisions of the other cited
sections of 5 U.S.C. 552a.

i. 8ystem ID and Name: NO04385-2, "Hotline Program Case
File"

Exemption: Portions of this system of records are
exempt from the following subsections of the PA: (c)(3), (d),
(e) (1), (e)(4)(G), (H), (I), and (f).

Authority: 5 U.S.C. 552a(k) (1), (2), (5), (6) and (7).

Reasons: Exempted portions of this system consist of
information compiled for the purpose of investigations, including
reports of informants and investigators. Such investigations may
be associated with identifiable individuals. Disclosure of files
in this system would interfere with orderly investigations, and
possibly result in the concealment, destruction, or fabrication
of evidence, and possibly jeopardize the safety and well-being of
informants, witnesses and their families. Such disclosures could
also reveal and render ineffectual investigatory techniques and
methods and sources of information and could further result in
the invasion of the personal privacy of individuals only
incidentally related to an investigation. Depending on the
nature of the complaint, records may contain information that:
is currently and properly classified pursuant to executive order
and must be kept secret in the interest of national defense or
foreign policy, is confidentially provided information located in
investigatory records compiled for the purposed of enforcement of
non-criminal law, relates to qualifications, eligibility, or
suitability for Federal employment, is test or examination
material used to determine qualifications for appointment or
promotion in the Federal service, is confidentially provided
information used to determine potential for promotion in the
armed services.

j. B8ystem ID and Name: NO05300-3, "Faculty Professional
Files"

Exemption: Portions of this system of records are
exempt from the following subsections of the PA: (c)(3), (d),
(e) (4) (G) and (H), and (f).

5 Enclosure (11)
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Authority: 5 U.S.C. 552a(k) (5).

‘Reasons: Exempted portions of this system contain
information considered relevant and necessary to make a release
determination as to qualifications, eligibility, or suitability

P r P P | amomnon N ma e o am - — -2 e A .. -2 am o
for Federal employment, and was obtained by providing an express
[ ] K3 (] L]
or implied promise to the scurce that his/her identity would not
be revealed to the subiect of the record.

k. 8ystem ID and Name: NO05354-1, "Equal Opportunity
t

Exemption: Portions of this system of records are
exempt from the following subsections of the PA: (c)(3), (4),
[N\ (AN 1Y +hvrmireel I TY amaA €\
\G, \1’ \v' bll&vu‘,ll ‘L’ ’ AN \‘.’ .

Authority: 5 U.S.C. 552a(k) (1) and (5).

Reasons: Granting access to information in this system
of records could result in the disclosure of classified material,
or reveal the identity of a source who furnished information to

the uﬁVéfﬁmeﬁc under an express or implied promise of
bt a) i, Madawial 127171 o msavmansmasl] o svasmmmtid mammacme 4o
UUIILLHGII\-LGLLL" fliaL.ti lad wWiilld VT DLUlTEIITU VLU pEluiliLe avieedo vu
unclassified material and to information that will not disclose
the identity of a confidential source.
l. 8ystem ID and Name: NO05520-1, "Personnel Security
Eligibility Information System"
Exemption: Portions of this system of records are
mvrmamemmds CLommmm dhoa £alTlaritmor mstbhhmamdtarme ~af &hha PR £ om\ 27N 2\
TCACUHPL 1L1IVin LIIE 1LU1L1l1UWI1IIY dSuudTLLlLvIID VL CiIEE rA. (¢}, t«),
(el (AN (Y and (T) and (f)
AT NTIANT] RS (4 g J|ES (4
Authority: 5 U.S.C. 552a(k) (1), (2), (5), and (7).
Reasons: Granting individuals access to information
collected and maintained in this system of records could
interfere with orderly 1nve5t1g ations; resuit in the disclosure
AF Ml amcets€iad madbamiale Laacmass AL A.\... L ndnery ol Qo s o de
Vi ViaAadolil iU avelr i14al, JGUPCLULLE wilie buxe\.y UL .uu.urman!,b,
witnesses, and their families; disclose investigative techniques;
and result in the invasion of privacy of individuals only

inc1dentall§ reiated to an 1nvest1&é£10n. Material will be
screened to permit access to unclassified information that will
not disclose the 1dent1ty of sources who prov1de the 1nformat10n

ty.
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Exemption (1): Portions of this system of records are
exempt from the following subsections of the PA: (c) (3), (c) (4),
(d), (e)(2), (e)(3), (e)(4)(G) through (I), (e)(5), (e)(8), (f),
and (q).

Authority (1): 5 U.S.C. 552a(j) (2).

Reason {i): Granting individuals access to information
collected and maintained by this activity relating to the
enforcement of criminal laws could interfere with the orderly
investigations, with the orderly administration of justice, and

Disclosure of this information could result in the concealment,
destruction, or fabrication of evidence, and jeopardize the
safety and well-being of informants, witnesses and their
families, and law enforcement personnel and their families.

P R T s AL 2 I Ry T S e T I oV eanmesm - b ] ey | PR PrRen
Disclosure Of thlS l1hiormation CoOuld alSO reveali ana renaer
ineffectual investigative technigues, socurces, and methods used
by these components and could result in the invasion of the
privacy of individuals only incidentally related to an

1nvest1gatlon. The exemption of the individual's right of access
to portions of these records, and the reasons therefor,
necessitate the exemption of this system of records from the
requirement of the other cited provisions.

Exemption (2): Portions of this system of records are
exempt from the following subsections of the PA: (c)(3), (d),
(e) (1), (e) (4) (G) through (I), and (f)

Authority (2): 5 U.S.C. 552a(k) (1), (3), (4), (5) and
(6) *

Reason (2): The release of disclosure accountings would
permit the subject of an investigation to obtain valuable
information concerning the nature of that investigation, and the
information contained, or the identity of w1tnesses or

e
:
r
r
o
)
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Access to the records contained in this system would inform the
—aalot A £ Al PR emmman Af madarial mamnit Tad Farv VTar anmfasmmaamand
SupjecCt OI tTne exisSitencE Ul mailtiial Lvunplitu i1Vl i14aw cairviccuacn
purposes, the premature release of which could prevent the
successful completion of investigation, and lead to the improper
influencing of witnesses, the destruction of records, or the

fabrication of testimony.
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Exempt portions of this system alsc contain inform

has been properly classified under E.O. 12356, and that is
required to be kept secret in the interest of national defense or
foreign policy.

Exempt portions of this system also contain information
considered relevant and necessary to make a determination as to
qualifications, eligibility, or suitability for Federal civilian
employment, military service, Federal contracts, or access to

! . :
classified information, and was chtained by prov1d1ng an express

or implied assurance to the source that his/her identity would
not be revealed to the subject of the record. The notice of this
system of records published in the Federal Register sets forth
the basic statutory or related authority for maintenance of the
systen.

The categories of sources of records in this system have
been published in the Federal Register in broad generic terms.
The 1dpnf1fv of specific sources, however, must be withheld in

=1 = R A A P S aa N W = V¥ Vo wassA S ANA A

order to protect the confldentlallty of the source, of criminal
and other law enforcement information. This exemption is further
necessary to protect the privacy and physical safety of witnesses
and informants.

This system of records is exempted from procedures for
notice to an individual as to the existence of records pertaining
to him/her dealing with an actual or potential civil or
reaulafnrv 1nvpcf1naf1nn because such notice to an individual

S —aa ¥V e - - R M AS e w MANSE St w WA W ww wMii A SNA A V AlAMGE

would be detr1menta1 to the successful conduct and/or completion
of an investigation, pending or future. Mere notice of the fact
of an investigation could inform the subject or others that their
activities are under, or may become the subject of, an
investigation. This could enable the subjects to avoid
detection, to influence witnesses improperly, to destroy records,
or to fabricate testimony.

Exemnf nnrf1nnq of this qvqum containing screeninag hoard

R L =222 SRt eT DS TTs TTiivlaciacisg SaAaTTeiaisg AMVSRa

reports. Screenlng board reports set forth the results of oral
examination of applicants for a position as a special agent with
the Naval Investigation Service Command. Disclosure of these
records would reveal the areas pursued in the course of the
examination and thus adversely affect the result of the selection
process. Equally important, the records contain the candid views
of the members composing the board. Release of the records could
affect the willingness of the members to provide candid opinions
and thus diminish the effectiveness of a program which is

essential to maintaining the high standard of the Special Agent
Corps., i.e., those records constituting examination material

Enclosure (11) 8
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used solely to determine individual qualifications for
appointment in the Federal service.

n. B8ystem ID and Name: NO05520-5, "Navy Joint Adjudication (a
P, C1 ________ A Vol B

learance Systems (NJACS)"®

Exemption: Portions of this system of records are exempt
from the following subsections of 5 U.S.C. 552a: (d)(1-5).

Authority: 5 U.S.C. 552a(k) (1) and (k) (5).

access to information
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Reasons: Granting i
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and 1pnnard17n the
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safety of 1nformants, and their famll Further, the integrity
of the system must be ensured so that complete and accurate
records of all adjudications are maintained. Amendment could
cause alteration of the record of adjudication.

-~ Deved ~ rn
53 44 @il

e x
Exemption: Portions of this system of records are exempt
from the following subsections of the PA' (c) (3), (c)(4), (Q),
(e) (2), and (3), (e)(4)(G) through (I), (e)(5), (e)(8), (f) and
(9) .

Reasons: Granting individuals access to information
collected and maintained by this component relating to the
enforcement of criminal laws could interfere with orderly
administration of justice, and possibly enable suspects to avoid
detection or apprehension. Disclosure of this information could
result in concealment, destruction, or fabrication of evidence,

and jeopardize the safet} and well being cf informants, witnesses
and their families; and of law enforcement personnel and their
families. Disclosure of this information could also reveal and

render ineffectual investigative techniques, sources, and methods
used by this component, and could result in the invasion of
privacy of individuals only incidentally related to an
investigation.

The exemption of the individual’s right of access to his/her
records, and the reason therefore, necessitate the exemption of
this system of records from the requirements of other cited
provisions.

j— 1
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p. 8ystem ID and Name: NO05527-4, "Naval Security Group
Personnel Security/Access Files"

Exemption: Portions of this system of records are
exempt from the following subsections of the PA: (c) (3), (d),
(e) (1), (e)(4)(G) through (I), and (f).

Authority: 5 U.S.C. 552a(k) (1) through (k) (5).

Reasons: Exempt portions of this system contain
information that has been properly classified under E.O. 12356,
and that is required to be kept secret in the interest of
national defense or foreign policy. Exempt portions of this
system also contain information considered relevant and necessary
to make a determination as to qualification, eligibility or
suitability for access to classified special intelligence
information, and that was obtained by providing an express or
implied promise to the source that his/her identity would not be
revealed to the subject of the record.

qg. System ID and Name: NO05800-1, "Legal Office
Litigation/Correspondence Files"

Exemption: Portions of this system of records are exempt
from the following subsections of the PA: (d), (e) (1), and
(£)(2), (3), and (4).

Authority: 5 U.S.C. 552a(k) (1), (k)(2), (k)(5), (k)(6),
and (k) (7).

Reasons: Subsection (d) because granting individuals
access to information relating to the preparation and conduct of
litigation would impair the development and implementation of
legal strategy. Accordingly, such records are exempt under the
attorney -client privilege. Disclosure might also compromise on-
going investigations and reveal confidential informants.
Additionally, granting access to the record subject would
seriously impair the Navy’s ability to negotiate settlements or
pursue other civil remedies. Amendment is inappropriate because
the litigation files contain official records including
transcripts, court orders, investigatory materials, evidentiary
materials such as exhibits, decisional memorandum and other case-
related papers. Administrative due process could not be achieved
by the "exparte" correction of such materials.

Subsection (e) (1) because it is not possible in all instances
to determine relevancy or necessity of specific information in

Enclosure (11)
10



SECNAVINST 5211.5D CH-1
26 0CT 1992

necessary when collected, ultimately may be deemed unnecessary
upon assessment in the context of devising legal strategy.
Information collected during civil lltlgatlon investigations
which is not used during subject case is often retained to
provide leads in other cases or to establish patterns of
activity.

Subsection (f)(2), (3), and (4) because this record system is
exempt from the individual access provisions of subsection (d).

r. 8ystem ID and Name: NO05819-3, "Naval Clemency and Parole
Boardg:

Exemption: Portions of this system of records are exempt
from the following subsections of the PA: (c) (4), (4),
(e) (4) (G), and (f).

Authority: 5 U.S.C. 552a(j)(2).

Reasons: Granting individuals access to records
maintained by this Board could interfere with internal processes
by whlch Board personnel are able to formu]afp dpn1q1nn< anﬂ

naval prisoners and other persons under the jurisdiction of the
Board. Material will be screened to permit access to all
materlal except such records or documents as reflect items of
nion onclusion, o ecommendation expressed by individual
rd m r r h card
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The exemption of the individual’s right to access to portions
of these records, and the reasons therefore, necessitate the
partial exemption of this system of records from the requirements
of the other cited provisions.

System ID

A NNZ2IIN_D
SYS &na name: NUOSZU-2,

s.
Systen"

Exemption: Portions of this system of records are exempt
from the following subsections of the PA: (c)(3) and (d).

Authority: 5 U.S.C. 552a(k)(2) and (k) (5).

Reasons: Exemption is needed in order to encourage
persons having knowledge of abusive or neglectful acts toward
children to report such information, and to protect such sources
from embarrassment or recriminations, as well as to protect their

Enclosure (11)
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right to privacy. It is essential that the identities of all
individuals who furnish information under an express promise of
confidentiality be protected. Additionally, granting individuals
access to information relating to criminal and civil law

enforcement, as well as the release of certain disclosure
accounting, could interfere with ongoing investigations and the

orderly administration of justlce, in that it could result in the
concealment, alteration, destruction, or fabrication of
inrormation; could hamper the identification of offenders or
alleged offenders and the disposition of charges; and could
jeopardize the safety and well being of parents and their
children.

Exempted portions of this system also contain information
considered relevant and necessary to make a determination as to

qualifications, eligibility, or suitability for Federal
employment and Federal contracts, and that was obtained by
providing an express or implied promise to the socurce that
his/her identity would not be revealed to the subject of the
record.

t. 8ystem ID and Name: N12930-1, "Human Resources Group"

Exemption: Portions of this system of records are exempt
from the following subsections of the PA: (a)y, (&){4){G) and
(H), and (f).

Authority: 5 U.S.C. 552a(k)(5) and (k) (6).

Reasons: Exempted portions of this system contain
information considered relevant and necessary to make a
determination as to qualifications, eligibility, or suitability
for Federal employment, and was obtained by providing express or
implied promise to the source that his/her identity would not be
revealed to the qubjegt of the regord, Exemnted portions of this

determine individual qualifications for appointment or promotlon
in the Federal service, the disclosure of which would comprise
the objectivity or fairness of the testing or examination
process.

Enclosure
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3. EXEMPTIONS FOR SPECIFIC MARINE CORPS RECORD SYSTEMS.

a. 8ystem ID and Name: MMNO00018, "Base Security Incident
Reporting System"

Tersnmemd d awm o h 29

SRSHMpPpoeidns Portions of this system of records are exempt
from the following subsections of the PA: (c)(3), (c)(4), (4),
(e) (2) and (3), (e)(4)(G) through (I), (e)(5), (e)(8), (f), and
(9) -

Authority: 5 U.S.C. 552a(j) (2).

Reasons: Granting individuals access to 1nformat10n
collected and maintainaAd h'r these activi

adiade el P S P e P R AL Lo B § S Lo § L1 0§ (21 i VA

ies
enforcement of criminal laws could inter

lmrf

could interfere w
investigations, with the orderly administration of justice, and
might enable suspects to avoid detection or apprehen51on.
Disclosure of this information could result in the concealment,

destruction, or fabrication of ev1dence, and jeopardlze the
safety and well being of informants, witnesses and their
families, and law enforcement perscnnel and their families.

Dlsclosure of this information could also reveal and render
ineffectual investigative techniques, sources, and methods used
by this component, and could result in the invasion of the
privacy of individuals only incidentally related to an
investigation.

The exemption of the individual’s right of access to his/her
records, and the reasons therefore, necessitate the exemption of
this system of records from the requirements of other cited

provisions.

b. 8ystem ID and Name: MIN00001l, "Personnel and Security

PO, L. P,

ty and Access Information System¥

}-l-

'—..-'I. h]
igioiil

Exemption: Portions of this system of records are exempt
for the following subsections of the PA: (c)(3), (d), (e) (1),
(e) (4) (G) through (I), and (f).

Authority: 5 U.S.C. 552a(k)(2), (k) (3), and (k) (5), as
applicable.

Reasons: Exempt portions of this system contain
information that has been properly classified under E.0O. 12356

and that is required to be kept secret in the interest of
national defense or foreign policy.

Enciosure (11)
13



Exempt portions of this system also contain information
considered relevant and necessary to make a determination as to
qualifications, eligibility, or suitability for Federal civilian
employment, military service, Federal contracts, or access to
classified, compartmented; or otherwise sensitive information,
and was obtained by providing an expressed or implied assurance
to the source that his/her identity would not be revealed to the
subject of the record.

Exempt portions of this system further contain information
that identifies sources whose confidentiality must be protected
to ensure that the privacy and physical safety of these witnesses
and informants are protected.

Enclosure (11)
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SAMPLE EXEMPTION RULE
Following is the portion of an exemption rule that must be
submitted to CNO (OP-09B30) for approval and publication in the
Federal Register.
ID - NO5800-1
System name. Legal Office Litigation/Correspondence
Files.
Exemption. Portions of this record system may be
exempted from subsections of 5 U.S.C. § 552a (d), (e)(1), and

(£)(2), (3) and (4).

Authority. 5 U.s.C. § 552a(k) (1), (2), (5), (6), and

o
~]

L g
L]

Reasons. Subsection (d) because granting individuals
access to information relating to the preparation and conduct of
litigation would impair the developnent and implementation of
legal strategy. Accordingly, such records are exempt under the
attorney-client privilege. Disclosure might also compromise on-
going investigations and reveal confidential informants.
Additionally, granting access to the record subject would
]

e
seriously impair the Navy's ability to negotiate settleme

nt o
pursue other civil remedisse Amendment is inappropriate beca
the litigation files contain official records including
transcripts, court orders, investigatory materials, evidentiary
materials such as exhibits, decisional memorandum and other case-
related _papers. Administrative due process could not be achieved
by the "exparte" correction of such materiails.

Subsection (e) (1) because it is not possible in all instances
to determine relevancy or necessity of specific information in
the early stages of case developnent. What appeared relevant and
necessary when collected, ultimately may be deemed unnecessary
upon assessment in the context of devising legal strategy.

Information collected during civil litigation investigations

crma A av _ SRR A

A A2\ —7 73

which is not used during the subject case is often retained to
provide leads in other cases or to establish patterns of
activity.

Subsection (f)(2), (3), and (4) because this record system is

exempt from the individual access provisions of subsection (d).

Enclosure (12)
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PROVISIONS OF THE PA FROM WHICH A
GENERAL OR SBPECIFIC EXEMPTION MAY BE CLAIMED
Subsection of the Privacy Act Exemption
General 8pecific
(3) (2) (k) (1)-(7)

{(b) (1) Disclosure within DoD --=-=-===-- NOo ~—-—-veeu No
(b) (2) Disclosure under FOIA ---—==—c—e—e- NO ~—=—cewe- No
(b) (3) Disclosure for a routine use =-=== NO ===——eee-- No
(b) (4) Disclosure to Census Bureau ----- NO ~—--ee—ee No
{b) (5) Disclosure for statistics ---~--- NO =~==ceee-- No
(b) (€) Disclosure to National Archives - NO ========= No
(b) (7) Disclosure for law enforcement -- NO ———-=——e- No
(b) (8) Disclosure for health or safety - No -—====ce—- No
{(b) (9) Disclosure to Congress —--————=———- NO ——=—eoeee- No
(b) (10) Disclosure to GSA -——=—ccemeocea- NO ==—-=—ee- No
(b) (11) Disclosure pursuant to court

order —----—----—-cmmec e e No —-=--—-—- No
(b) (12) Disclosure to consumer reporting

agenCy —-——--seccescecn e ——n— No ---==e--- No
(c) (1) Accounting for disclosures ------ NO =—=-c-eee- No
(c) (2) Retaining disclosure accounting - No -=-—-==ea No
{c) (3) Access to disclosure accounting - Yes ——-——=—=—- Yes
(c) (4) Informing recipients of

corrections --—--==cecccemcmmcaao Yes —==--ee-- No
(a) (1) Individual access ~==—=—cececeeaao Yes ----=eeea Yes
(a) (2) Amending records --—-—-——-—e—ceeeaaaao Yes —=—————e—n Yes

Enclosure (13)



SECNAVINST 521i1.5D
17 JuL 1922
(a) (3) Appeal from amendment denial and
filing statement of disagreement
(a) (4) Disclosing statement of
disagreement —-——------------TToTTT

(@) (5)

(e) (1)

(e) (2)

(@) (3)
(e) (4) (A)

(e) (4) (B)

(e) (4) (C)

119
\ay

@
-
o~

[
~

r
\

a—~
®

-

-~
»

) (E)
(e) (4) (F)
(e) (4) (G)

(@) (4) (H

T

(e) (4) (I)
(e) (5)
(e) (6)

(e) (7)

Privacy Act statement

Notice of system name and

- — - —— > S - - -
Wwls e

P v R |

of

of routine uses

of policies and practices

of

system manager

notification

Notice of access procedures -=---=

Notice of information sources --=

Standards of accuracy —----—"-""7
validating records before

disclosure --=-=-—-—=====—--—-===-<
No records on first
amendment activities

Enclosure (13)

Yes —=———==——-— Yes
Yes —-==-—=—-=< Yes
Yes --==————— Yes
Yes —-==—=—-—< Yes
Yes -==-———== No
Yes =———====—= No
No -===——==< No
No ----=-==== iC
No ====--==< No
No =—---=--—---< No
No ====—=—-- No
No -————————- No
Yes —-=—-———=—< Yes
Yes -==——---- Yes
Yes —=—=——=-—- Yes
Yes —=-———=-= No
No =-=--=—-==—- No
No =----—-—-=- No
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(e) (8) Notification of disclosures

under legal process =--—=—==w-ce--- NO —==—c——- No
(e) (9) Establish rules of conduct

and train ---------- e — e No —-===-v—-—- No
{e) (10) Safeguarding records --------- «- NOo =-====—=-« NoO
(e) (11) Notice of new and revised

routine uses --=--- ————m e ———— NO =—=-ceeee- No
(£f) (1) Establish rules for

notification requests ---=-=----- Yes ——===——w- Yes
(£){(2) Establish rules for

identification ----———————cc—_ Y5 —===ceee- Yes
(£) (3) Establish rules for

granting access =--=-—---ce—ce—ee-o Yes ----——--- Yes
(£) (4) Establish rules for

amendment requests ------ —_—————— Yes —~ceeee-- Yes
(£)(5) Establish rules for

copying fees ---==-=--- —=—==——=-=- Yeg ----- ---- Yes
(g) (1) Basis for civil lawsuits ------- Yes -=—=-ewe- No
(g) (2) Lawsuit for refusal to amend --- Yes -—-—-=——-—- No
(g) (3) Lawsuit for denial of access --- Yes -—==—----- No
(g) (4) Lawsuits for other violations -- Yes —-—————--- No
(g) (5) Jurisdiction and statute

of limitations -==---cceeecma___ Yes ----——--- No
{h) Rights of parents and

legal guardians =--=-=--c----eu-- Yes —---——-=-- No
(1) (1) Criminal penalty for

unauthorized disclosure -------- No —--=-eee—- No
(i) (2) Criminal penalty for

maintaining unauthorized records No =--==—=--- No
(i) (3) Criminal penalty for

requesting or obtaining

records under false pretenses -- No ----—-—---- No

Enclosure (13)

W



LITIGATION STATUS REPORT

Case Name and Number:
Plaintiff(s):

Defendant (s):

Basis for Court Action:
Initial Litigation:

a. Date Complaint or Charges Filed:
b. Court:

Cc. Court Action:
Appeal (if any):

a. Date Appeal Filed:
b. Court:

Cc. Case Number:

d. Court Ruling:

Remarks:

SECNAVINST 5211.5D
17 JuL 199
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SAMPLE TRAINING PACKAGE AND SLIDES
CHAPTER 1

SLIDE (1) - INTRODUCTION. The Privacy Act of 1974 (Public Law
93-579) is codified as 5 U.S.C. § 552a. It should not be
confused with the first subsection of the FOIA which is 5 U.S.C.
§ 552(a). A copy of the PA is attached at enclosure (19) of
SECNAVINST 5211.5D.

SLIDE (2) - The preamble to the Act indicates the breadth of
Congressional purpose of enacting that statute:

i. Individual privacy is directly affected by the
collection, maintenance, use, and dissemination of personal
information by federal agencies.

2. The increasing use of computers and sophisticated
information technology has magnified the potential for harm to
privacy due to the collection, maintenance, use, and
dissemination of personal information.

w
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4. The right to privacy is a personal and fundamental right
granted and protected by the United States Constitution.

5. To protect the privacy of individuals,
and proper for Congress to regulate the collection, maintenance,
use, and dissemination of personal information by federal
agencles.

SLIDE (3) - To accomplish those five purposes, the Act provides
six primary features:

s disclosure of personal information from
g

2. Requires federal agencies to comply wi

= t
for collection, maintenance, use, and disseminat
records;

s
on
3. Provides individuals access to records about themselves;

Enclosure (15)
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4. Allows individuals to request amendments to records that
are not accurate, relevant, tlmely, and complete;

5. Limits the use of the social security number (SSN) for
identification; and

6. Provides judicial remedies, both civil and criminal, for
violations of the Privacy Act.

LEGISLATIVE HISTORY. The PA resulted from two very different

bills developed in the Senate and the House of Representatives.

1. The Senate bill, sponsored by Senator Sam Ervin, would
have established a Federal Privacy Board with sweeping powers to
oversee the collection, maintenance, use, and dissemination of
personal information by federal and state a@éﬁClca as well as the
private sector. Most of the Senate bill's provisions did not
become law; e.g., no Federal Privacy Board was created, nor were
state agencies and the private sector made subject to the PA.

The Senate bill defined "fair information practices", most of

which were enacted and that version passed on November 21, 1974.

2. The House bill, unlike the Senate bill, had the support
of the administration. The focus of the House bill was on access
to and correction of records, as well as standards for data
collection and maintenance. It was passed on November 21, 1974,

by a 353 to 1 vote.

3. Because of the lateness of the Congressional session,
both houses accepted a compromise bill negotiated by the staffs
of the appropriate committees of the House and Senate. The
Senate passed the compromise bill on December 17, 1974, and the
House passed it the next day It was signed by Pre51dent Ford on

) o PR A4 N7 A
December 31, 1974, and the PA became effective on September 27

1975.

SLIDE (4) - FAIR INFORMATION PRACTICES8. There are seven basic
criteria:

1. No secret systems of records.

2. Solicit information directly from the individual.

Q Re
- o et
1:

individua

a. What authority permits the solicitation;

Enclosure (15) 2
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Whether it is mandatory or voluntary to provide the

c. What the government intends to do with the
information;

3 QL

~e o

nfarmat+
~

. s
1 1 2
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e. What effects, if any, an individual's refusal to
provide the requested information will have.

4. Consult the individual before _prov
to other agencies for purposes other than th

information was originally collected.

i
1
11

5. Give the individual access to information about himself
or herself.

6. Allow the individual to request an amendment be made to
records about him or her which are not accurate, relevant,
Y ar ~an

o warvn N Ade A
Liiely, VL vuilipiciLe.

7. Check the accuracy of information before releasing it to
entities other than federal agencies.

DEFINITIONS.

1. "Agency": any executive department, military
department, government-controlled corporation, independent
regulatory agency,; or other establishment in the executive

branch, except the actual office of the President. The Act does
not apply to the legislative and judicial branches of government.

2. #Individual®: a citizen of the United States or an
-1 2 o T aresfaeeT VTaw PR PN I T SR, | P S -_!:J_____
ali€li i1awl uLJ.y auuiLLiLeeu L9l peLmaueuL Lesliluelice.,

3. "Maintain": includes maintain, collect, use, or
disseminate.

4. "Record": any item, collection, or grouping of

information about an individual which is maintained by an agency
and which contains his or her name or other identifying

5. "System of Records": a group of any records under the
control of any agency from which information is retrieved by the
name of the individual or by some identifying particular assigned

3 Enclosure (15)
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to the individual such as a finger or voiceprint or ph

NTITmAAaw» ~amdraAalll
Vilid< 4L wVlivi VA
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.
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i
o establish accountability.

6. "Statistical Record": a record in a system of records
maintained solely for statistical research or reporting purposes
and not used in whole or in part in making any determination

= . - aa
pout an
C

dentifiable individual except as provided by the Census

’.n.

ou
-
e

»

7. "Routine Use": a disclosure of a record for a purpose
which is compatible with the purpose for which the record was
created.

m
Q
e

or prov1ders
of services with respect to, cash or in-kind assistance or
payments under federal benefit programs, or recouping payments or
delinquent debts under such federal benefit programs.

9. "Recipient Agency": any agency, or contractor thereof,
receiving records contained in a system of records from a source
agency for use in a matching proqram.

10. "Non-Federal Agency": any state or local government,
or agency thereof, which receives records contained in a system
of records from a source agency for use in a matching program.

gencv"- ny agency which discloses records

-~ L e - aa as . as J[g~ss VWAL A wad WA Wwawe e

Py
contained in a system of records to be used in a matching
program, or any state or local government, or agency thereof,
which discloses records to be used in a matching program.

12. #Federal Benefit Program¥: any program administered or
funded by the federal government, or by any agent or state on
i o]

behalf of the federal government, preoviding cash or in kind
assistance in the form of payments, grants, loans, or loan
guarantees to individuals.

13. "Federal Personnel": officers and employees of the

ﬁnited States government, members of the armed forces (1nc1ud1ng

the IBSEIVES), and individt als entitled to receive immediate or
-
-

annrraﬂ ‘Pnf'1v-nmnn0- hanaf 1MMmAar Aawmer ~d 3 =Y o Brogran ~nF Fha
whid MGl W WSl L wilvace Qaiiry Lt\—;&clllcll\— pPiVYyiLau v il

u
K
federal government (including survivor benefits).

‘Enclosure (15) 4
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COMDITIONS OF DISCLOSURE

BLIDE (5) - GENERAL RULE. The general rule is the DON shall not
q1sclose any record which is contained in a system of records by
nica

Qmmded men A memer emmmmm e ~an A -.__A_n_--_
nicacvioll LU ally person, or o
2

a written request by, or wi

consent o%, t ind1v1dual to whom the record
P

1. To those officers and employees of the agency which
maintains the record who have a need for the record in the
performance of their duties. For example, a pay clerk need not

L ok -3
obtain your prlor written conse
re
e

record for the purpose for which the information in the record
was collected, not to justify every internal agency use simply
because the user works for the same department.

2. When required by the Freedom of Information Act (FOIA).

3. For a routine use. A "routine use" is defined as the
use of a record for a purpose which is compatible with the
purpose for which it was collected. The PA requires that each
routine use be publlsned in the Federa glster for each system

4. To the Bureau of the Census for purposes of planning or
carrying out a census or survey.

5. To a recipient who has provided the Navy with advance
adequate written assurance that the record will be used solely as
al

a statistic research or reporting record, and the record is
disclosed in a form that is not individually identifiable. This
exception is limited to records which, even i” combination,

cannot be used to identify individuals.

6. To the National Archives of the United States as a
record which has sufficient historical or other value to warrant
its continued preservation by the United States government, or

for evaluation by the Archivist of the United States or his
designee to determine whether the record has such value. This

exception does not encompass records in a Federal Records Center

5 Enclosure (15)



(FRC). Navy records kept in an FRC remain under the control of
this Department. The FRC acts only as an agent for the Navy.

7. To another agency or instrumentality of any governmental
jurisdiction within or under the control of the United States for
a criminal or civil law enforcement activity if the activity is

authorized by law and if the head of the agency or instrumen-

tality has made a written request to the agency maintaining the
record spec1fy1ng the partlcular portion desired and the law
enforcement act1v1ty for which the record is sought. Blanke

-, ORI, | - e de

requests for all records of a particular type are discourage

8. To a person under a showing of compelling circumstances
affecting the health or safety of an individual if upon such
disclosure notification is transmitted to the last known address
of such individual.

9. To either house of Congress, or, to the extent of
matters within its jurisdiction, any committee or subcommittee
thereof, any joint committee of Congress or subcommittee of any
such joint gommittee. ThlS does not authorize the dlsclosure of

behalf or on the behalf of a constituent.

10. To the Comptroller General or any of his authorized
representatives in the course of the performance of the duties of

=t
the General Account

11. Under the order of a court of competent jurisdiction.
Keep in mind, however, that a subpoena routinely issued by a
court clerk is not acceptable, as it must be signed by a judge.
. To a consumer reporting agency in accorda
s i 3(d) of the Federal Claims Collectio o 966
U.S.C. § 952(d)]. A consumer reporting agency is a person or
business which assembles and evaluates information for third
parties or makes/markets credit reports. A routine use must be
established prior to disclosing information to a consumer
reporting agency. Prior to disclosure, the agency head must
determine that a valld claim exists and inform the individual:

E22 2% R = "N

that the d arcy 1v\i-¢sr\dc to nati fFyu a
poS
E

agency 1inten notiiy a
ormation w 1'11 be rp1paqu' and

Only the following information may be reieased to the
consumer reporting agency: Name, address, and SSN; amount,

Enclosure (15) 6



status, and history of the claim; and, the agency or program
under which the claim arose.

7 Enclosure (15)



A AAATITMEEERTIAN AT ATREY TIFf NTPAMAY AT
ACCOURTiAING FOR CRERTAINR DISCLOSURES

SLIDE (6) - INTRODUCTION. The PA requires that we keep an
accounting of disclosures made under subsection (b) so that it is
simpler to trace data to be corrected, to inform individuals
about disclosures made and to monitor compliance.

ONTENT OF ACCOUMTING. The accounting
a

DE
ure, and purpose of the disclosure, and the n
a

(7
date, na

ct

LI
the da
address of the recipient. It must be kept for 5 years
disclosure is made or the life of the record, whichever i
longer. Also, the individual must be given access to the

disclosure accountings about him/her.

S22 NaShvaoiVowa

SLIDE (8) - !!CBPTIONB. An accounting of disclosures made
between intra-agency or the FOIA need not be kept.

USES8. The accounting is primarily used to: (1) allow the
individual to know to whom his/her record has been disclosed; and
(2) inform recipients of the corrections or amendments made under
other provisions of the PA.

.
ACCOUNTING REQUIRED. Nava entitled toc specific or

1
general exemptions from the P xempt themselves from the
requirement of access but not from the requirement of making and

keeping the accounting.

[

> W
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CHAPTER 4
INDIVIDUAL ACCESS TO RECORDS

A. INTRODUCTION. The DON must, upon request:

-

1. Inform an individual whether a system of records
contains a record or records pertaining to him/her;

o

o ot

3. Permit the individual to
his/her choosing; and

4. Permit the individual to obtain a copy of any such
record in a form comprehensible to him/her at a reasonable cost.

B. DETERMINING IF A RECORD BXISTSs. Upon request, we must
inform an individual whether a system of records contains a
record about him/her. The only exception is when the system of
records has been exempted from this provision of the Act in
accordance with subsections (j) and (k) which will be covered
later.

c. S8LIDE (9) - ACCESS BY THE INDIVIDUAL.

1. Under the PA, an individual has access to records only
if those records are within a system of records; i.e., the
records are retrieved by the individual's name or other
identifier.

2. The 1ndlv1dua1 nas access to all the information in
a third party.
3. The followi

-astw -—--vn---

the foregoing standa

[
0
(7
0
A

'l”
ﬂ-Q

a. A record on Jane Doe filed in a system of records
of all employees is retrieved and accessed by her name or SSN.
Jane Doe would have the rlght of access to this file. This is
the simplest case of a record in a system of records.

b. A raference te Jane Doe in a record about John
smith in the file of all mployees is also a record within a
system of records, but Jane Doe would not have the right o

O

Enclosure (15)



access to this file because the record is not retrieved by her
name or SSN.

29 Paolion Vo dede vemasl D megm mmmmmen e blhios wmamasd
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including the reference to Jane Doe, because the record is
retrieved by his personal identifier.

(2) Jane Doe would have access to the information
about her only if the agency has devised an indexing capability
to gain access to information about her that is contained in the

- -

record of John Smith.

c. A record about Jane Doe is contained in a file
about her employer, ABC Company, and the file is accessed by the

name of the company rather than any individuals' names or other
identifying particulars. This record is not in a system of
records, and, therefore, Jane Doe would not have a right of
access to it. If, in the example we just described, an indexing

capability was developed and used, such a system would become a
system of records to which Jane Doe would have a right of access.

4. The individual need not give a reason for wanting
access, nor should the agency even ask, because the reason for
the request to see the record is irrelevant.

D. ACCOMPANYING INDIVIDUALS

1. The record subject may authorize a third party to
accompany him/her when viewing the record. The naval activity
may require a written authorization permitting discussion of the
record in the presence of the third party.

a. This provision may not be used to require
individuals who request access and wish to authorize other

persons to accompany them provide any reasons for the access o
for the accompanying person's presence.

b. This provision is designed solely to avoid disputes

over whether the individual g;anted permission for disclosure of
information to the accompanying person.

E. PROVIDING COPIES

L] PR RS | : 3 : : 3
1. Not only does the individual have the right to review
. . .
his/her record, but he/she must be provided copies in a form
comprehensible to him/her.

Enclosure (15) 10
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2. We have established fees for making copies of records
but not for the cost of searching for a record or reviewing it.
If the only way we can allow a person to see (have access to) the

record is by copying it, no fee may be charged. For 1nstance, in

order to prevent the unauthorlzed destruction or alteration of

the record we might choose to permit the record subject access

""""" him/her with an accurate copy versus the original.
3

by prov;u ﬁq
9 Y er
Also, the original record might be on magnetic tape and the only

way to prov1de access is to make a copy. Either way, providing
access via copying is for our convenience or needs; hence, the
individual must not be forced to bear the cost.

F. ACCES8 TO MEDICAL DATA. Special procedures may be

r judgmer
a regue
3 uld t her, we
establish procedures to apprlse the individual o the 1nformatlon
without causing adverse effects. For example, the information
could be transmitted to a medical doctor named by the requesting
1nd1v1dua1. Tnus, while the right of individuals to have access
to medical and p§YCn016qléaL records pertalnlng to them is clear,
the nature and circumstances of the disclosure may warrant
special procedures.

-
-

Q
0

G. VERIFICATION OF IDENTITY

1. We must establish requirements to verify the identity of
a person requesting to see or copy his/her record, but such
requirements should not be unduly burdensome. The purpose is to

reasonably ensure that a person is not improperly granted access
to the records of another.

2. Procedures for verifying identity, of course, will vary,
depending on the nature of the records to which access is sought.
For instance, no proof of 1dent1ty will be required of

individuals seeking access to records that are ordinarily
available to any member of the public under the FOIA. On the
other hand, stringent measures should be employed when the
records sought are medical or other sensitive records.

uire no more than such items as a bulldlng pass,

ion card or driver's license. If the individual
cannot provide suitable documentation, we should request a signed
statement from the individual asserting his/her identity and
indicating he/she understands that knowlnqlv or willfully seeking

or obtaining another person's records under false pretenses is

11 Enclosure (15)
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punishable by a $5,000 fine.

behalf of a client should submit an authorization from the

Attorneys requesting records on

client.

a > L Deen dem dolemn VN amoad s avm Al dhha wmwamasesdm -msummmme wamur lam

G . .LL, aue LU Ll duvcauwLliuvil vl LI L TLULUD, aLueDdOo llla’ oe
granted only by mail, verification of identity might consist of
providing certain minimum identifving data, such as name or date
of birth. At times, the sen51t1v1ty of the data may warrant a

signed notarized statement or unsworn declaration.

embarrassment to the individual.

acknowledge the request w1th1n 10 working days and,
indicate whether access can be granted and when.

This is
especially true where unauthorized access could cause harm or

- 4 A MATFPAYAREY BT TATN AN/ADOO DOBATITIHE DMDAMMO Mha DA Pod=% o~ o A
e AVCRRNVRLULUOLNGT AYLhOoD RLOYVLIRNRDIIRBNNAD AT N OCTLVLD NV L
limits for responding to requests for access to records.
However, the OMB Guidelines say that the agency "should"

I
ine

in so doing,

When access is to be granted agencies normally will provide
access to a record within 30 business days unless, for good cause
Py o, debhmrr asma sswmabila o A o dem vrlhimlh mama ha TrmAIrs Arnal
auuwu, L‘lc’ alTc wiawvic W uw :U' 458 Wildwil wvaQoOow wils AJINAL VYV ANAGQ L
should be informed in writing within 30 days as to those reasons
and when it is anticipated that access will be granted. A "good
cause" might be that the record is inactive and stored in a
record center and is not readily accessible.
I. DENYING ACCESS

- A mmmme wmmer Ll Adamiad amluir srhhoam Sha wmamawd 10 ~Aandkainad

Lo A_AaLLCEOSD may MNE uUTjiitu Wiy WwWIITIl LI L TELVUVULuU 10 vuwiivalduTcu
in a system of records vhich has been exempt from the access
provisions of the PA under subsection (j) or (k). or when the
record was compiled in reasonable anticipation of a civil action
or proceeding. We'll talk about exemptions in Chapter 7.

2. While failure by the requester to identify the records
or to comply with the agency‘’s access regulaﬁions is a basis for
............. 2 lewesT1d wamd ha mcmmmtdawmead o famvmmal Aamial e
ueuy;ug accedd, pa = SouUl1a NoOT P& Consiaered a 1r1ormai GEelNlaa 10T

reporting purposes. The test is whether the agency has
reasonably tried to conform to the request.
Je ADMINISTRATIVE APPEALS

1. Although the PA does not provide for administrative
appeals from an initial denial of access, we have established
il ont mdesmade tera awsvmvmmanl~ Nmn NIostwmint Nattswd hace halAd +had
alliuiilidoviavive GPHGB'LB. VIS WAoo LWL AWVL LUUL L 11QQ0 i Liu Wil
exhaustion of that remedy is not regquired before instituting a
lawsuit for denial of access.

Enclosure (15) 12
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2. The more accepted view is that, if the agency has
established a procedure for administratively appeallng a denial
of access, the court will require the individual to exhaust that
remedy before commencing a lawsuit.

K. COURT ACTIONS

1. If access is denied, both initially and after an
administrative appeal, the PA provides for a civil action in
federal district court.

2 Mha lavreinid mawry ha £311ald in atdrhar AF Fhran mAacoaihla
& o 411 dAQAQwoulitL uua M LiliTuU 443 SALGIICL Ui CilL T yU§a.I.UJ.=
jurisdictions:

a. The district in which the complainant resides,

b. The district in which the records are situated, or

P M . M2 dn? e Yoo 2o
Ce. d111e wistricu 0L Lolumpla.
3. The court has authority to enjoin (prohibit) the agency
from withholding the documents and to order them produced.

4. The court may examine the documents before deciding
whether to order them to be released to the complainant. The
agency has the burden of proving its action was proper.

[ TF +¥ha ~rAannreds FindAe +ha ramnmlainant hae amthatrantsiallwe

- e - A il UL - b AilNAD L2 ¥ wJin LA LilQAI 13O SuUuMNo wQll \-«LGLL’
prevailed, it may award reasonable attorney's fees and litigation
costs.

L. RELATIONSHIP BETWEEN THE FREEDOM OF INFORMATION ACT AND THE
PRIVACY ACT

1 TIlaon wacmer 230w
doe WiV uay ubt:.
a. "“FOIA": "Any person" may use the FOIA to request
access to agency records. This includes U. citizens, permanent

resident aliens, foreign nationals, corporatlons, unlncorporated
associations, universities, and state and local governments.

b. PA: Only "individuals¥ may use the PA.
WTmATiIAII2IN 3o Timitad +a 11 @ ~itdonme 2md =2 2mme Y acr€ier
4iQiviuail 1S l1limiteud LU UVv.Oo. Cluiicens ana ailens iawriuily
admitted for nermanent ragidence
- LS r;‘-‘““llgll‘ e ol Al i O




a. FOIA: The FOIA merely enables a person to obtain
access to agency records.

b. PA: The PA, in addition to access, establishes a
not accurate, relevant, timely and complete.
3. Must the request be in writing?
a. FOIA: Yes.
b. PA: Yes

4. What records are available?

a. FOIA: Any agency records not exempt from
disclosure under one of the relatively narrow nine exemptions.

b. PA: Only records that are retrieved by the
individual's personal identifier and not exempt from access under
subsections (j) or (k).

5. What are the time limits?

a. FOIA: The FOIA requires that we respond to a
request for access within 10 working days and to an
administrative appeal within 20 working days.

b. PA: The PA does not set forth specific time limits
for us to respond to a request for access, nor does it provide
for an administrative appeal of a denial of access.

P LA 4N

6. hat fee

may

/]

e o~ a
pe cnargea

a. FOIA: The FOIA permits an agency to charge a
requester for the cost of searching for and copying the records.

b. PA: The PA permits an agency to charge only for
copying, not for searching for the records.
7. Rela of the twoc Acts
a. Records that are not maintained by the requester's
identifier and hence not "records" within "systems of records"

are available only under the FOIA.

b. In those rare cases in which a record would be
available under the PA but exempt under the FOIA, the PA applies.
Enclosure (15) 14



c. When a record would be available under the FOIA but
exempt under the PA, the FOIA applies.

8. Under which Act should a request be processed?
a. If the request cites only the PA, and the

ponsive documents are contained in a system of records

pe rtalnlng to the requester, the request should be processed
under the PA, taking into account any exemptions available under
that statute. Also, we must adhere to the fee prov151ons (charge
only for copying), time limitations (those established by us

g "

since the statute provides none) and appeal processes (those
established by the agency since the statute provides none) that
are either required by the PA or by our PA regulation. Result:
the requester pays less but it may take longer.

b. If the request cites only the FOIA, but the records
requested are contained in_a PA system of records, it should be

processed under the FOIA, taking into account only those
exemptions available under the PA. Also, we must adhere to the
fee (charge for searching and copying), time (10 days to
respond), and appeal (statutorily established) requirements of
the FOIA and its own implementing regulation. Result: the

requéétér pays more but might geE faéter results.

c. If the requester cites both the PA and the FOIA, we
must process it under both Acts Result: The requester gets the

a I W

cheapness of the PA and th the FOIA.

Q.
(o]
)

e

p

o
N
o
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CHAPTER 5

AMENDMENT OF RECORDS

A. SLIDE (10) - AMENDMENT. An individual may request amendment
of a record pertaining to him/her on the grounds that the record
is not accurate, relevant, timely or complete. Accordingly,
individuals should periodically review the personal information
being maintained about them by the DON and to avail themselves of
the procedures established to correct their records, as
necessary.

B. REQUESTS FOR AMENDMENT. All PA systems with the exception
of exempt PA systems are subject to amendment procedures. (See
Chapter 7 of this training concerning exempt systems.)

1. Although the PA allows a person to request amendment,
this does not mean the amendment will be automatically permitted.
Further, it is incumbent upon the DON to establish procedures
that individuals must follow when seeking amendment of records.
Procedures, rules, and forms needed to effect amendment requests
should be as simple as possible and should not be so burdensome
as to discourage valid requests.

2. Requests for amendment must be in writing and the
individual may be required to furnish relevant evidence to
support his/her request for amendment, and such evidence
naturally will depend on the record sought to be amended. For
instance, the evidence needed to warrant changing a local address
listing would differ from that needed to change a pay entitlement
record.

3. A request for amendment should include:
a. A description of the item or items to be amended,
b. The specific reason for the amendment,

c. The type of amendment action sought; e.qg.,
expungement, correction or addition, and

d. Copies of available documentary evidence supporting
the request.

4. A request should not be denied or rejected merely
because the requester failed to dot every "i" or cross every "t."
On the other hand, if it is essential that certain information be

Enclosure (15) 16



request, inform the individual and allow him/her to comply
without resubmitting the entire request package, if possible.

a. If the request is incomplete or unclear, allow the
individual to add the needed information or to clarify the
request. This might be accomplished by telephoning the
requester, which certainly is not prohibited by the PA. If at
all possible, the request should be reviewed in the individual's
presence to determine completeness and clarity, thus perhaps

saving time and some expense by both the Department of the Navy
and the individual.

$. Individuals may be required to provide identification to
ensure that they are indeed seeking to amend a record pertaining
to themselves and not, inadvertently or intentionally, the

records of others. The identification proceaures shall not be
used to discourage legitimate requests, to burden needlessly, nor
to delay the amendment process.

6. Provisions for amending records are not intended to
permit the alteration of evidence presented in the course of
judicial, quasi-judicial, or quasi-legislative proceedings.

be made only
h the advers

tll tll d"

b. These provisions are not designed to permit
collateral attack upon that which has already been the subject of
a )ud1c1a1 or qua31 jud1c1a1 actlon. For exampie, amendment

provisions under the PA are not designed to permit an individual

to challenge a conviction for a criminal offense received in
another forum or to reopen an assessment of liability, but the

individual should be able to challenge the fact that the
conviction or liability has been inaccurately entered into
his/her record.

7. The DoD's position and we follow it, is that the PA
permits an individual to regquest factual amendments, but
ordinarily not judgmental decisions such as efficiency/fitness
reports or selection/promotion board reports.

a. Such judgmental decisions normally should be
challenged before the Board for Correction of Naval Records
which, by statute, is authorized to make those determinations.

17 Enclosure (15)
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b. While factual amendments may be sought under both
the PA and the procedures of the Board for Correction of Naval
Records, attempts to correct other than factual matters
ordinarily fall outside the provisions of the PA.

~ TF =a Famdrsial moadd A 1 e mAavrram~mdtAAd 1avmAAaw»e DA
e i A a AUV CUQ L MAaA w S L <=2 wWiiliLOCwL.ou UYiluT L ran
procedures, any subsequent judgmental decisions affected by the
factual correctlon. if contested, should be considered by the
Board for Correction of Naval Records.
C. ACKNOWLEDGEMENT OF REQUEST8 TO AMEND RECORDS
-2 TTm Inavsra o Semsrii s weawe A = ~Lr v vyl A T vy s e 3 v P N
4o we I.IG.VC a LCL‘ULLCL“CIIL LU abnuuw.l.cugc, 411 WL A LA I\J, Cile

request for amendment within 10 business days. The
acknowledagment should describe clearly the request and advise the
individual when he or she may expect to be advised of the action
taken on the request. To describe clearly the request, a copy of
the request form may be appended to the acknowledgment.

~ AY e om mnm o b oo mrel oD mrmdr AL cmmmmtende ol bl emmacss o mede 2 -

' NU SgcpalalEe aChRlliuwilicuyuellL Ul 1 eCelptlt vl Lvie r1eguestue 1>
necessary if the regquest can be reviewed, processed, and the
individual advised of the results of the review (whether granted
or denied) within the ten-day period.

3. For requests presented in person, written acknowledgment
should be provided at the time the request is presented.

D. AMENDING THE RECORD

1. The general standard for determining if a record should
be amended is whether the record is accurate, relevant, timely
and complete. Since we must maintain only such information about
an individual that is relevant and necessary to accomplish an
agency purpose, the PA contemplates *expungement and not merely

wmadwmams bhir msrsvmema T Aave s ede

LTCUuLTOD VY aupy;culcu\_ .

2. If we agree with the individual's request to amend a
record, the following steps should be taken:

a. Advise the individual;
b. Correct the record accordingly; and

c. Where an accounting of disclosures has been made,
advise all previous recipients of the record that the correction
was made and what the substance of the correction was. Even if

there is no disclosure accounting but it is known that other DoD

e
b
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components or other federal agencies are retaining the record,

3. Once the amendment is accomplished, do not maintain
copies of the unamended record because tnat would defeat the
purpose of amending the record in the first place. If we agree
to comply with only part of the amendment request, then the

foregoing procedure shot
s

nortion of the reque

PYa watsaie ---- - =Yw==2%

respect to the part of the amendment request with which w

dlsagree, the procedure immediately following should be employed.

-
rt
o g

a
th which there is aareement. W
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E. REFUSING TO AMEND THE RECORD

a. Notify the individual in writing of the decision
and the basis for it;

b. Inform the individual of the right to seek
administrative review of the initial decision;

c. Describe the procedures for requesting an
administrative review, including the name and address of the
review official to whom the request must be forwarded;

d. Tell the individual where to seek assistance in
filing the appeal.

2. Appeal procedures should be as simple and brief as
possible and certainly not made complicated so as to discourage
appeals. The agency's decision not to amend the record need not

and should not be communicated to other holders of the record.

F. ADMINISTRATIVE APPEAL OF A REFUSAL TO AMEND

1. An individual who disagrees with our initial refusal to
amend a record may file a request for further review of that
Aatrarmina+rian
MO WVOoLIMMLIIGAWAWVIL

a. The naval activity head, or someone designated in
writing by the naval activity head, should undertake an
independent review of the initial determination.

[
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b. The reviewing official should use the criteria of
accuracy, relevance, timeliness and completeness discussed
earlier.
oy BN
Ci
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d. The guiding principle is to assure fairness in any
determination which may be made about the individual on the basis
of the record.

2. The review must be completed within 30 business days
from the date on which the individual reguests such review.
However, for good cause shown, the head of the agency may extend
the 30-day period.

G. GRANTING AN ADMINISTRATIVE APPEAL. If the reviewing official
determines that the record should be amended in accordance with
the individual's request, we should:

3. Inform all previous recipients of the record.

H. DENYING AN ADMINISTRATIVE APPEAL. If, after conducting a

ial also refuses to amend the record in
) —

-7 _— mea e ==

he individual's request, we must:

therefor;-

2. Inform the individual of the right to file a concise
statement of the his or her reasons for disagreeing with the
c on of the Navy and explain the procedures for filing a
a e

- -
nt of disagreement; and
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3. Advise the individual of the right to seek 1ud1rlal

review of refusal to amend the record.

I. STATEMENT OF DISAGREEMENT. "Congress mandated that any
1nd1v1dua1 no matter how incredible his/her version of events,
allowed to supplement the record." If the individual elects
h |
L

- - P PRy

e a statement of disagreement, we must

t o
(e 1]

.0
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1. Clearly annotate the portion of the record in alspute so
the fact the recora is disputed is apparent to anyone who
subsequently might access, use or disclose it.

2. Incorporate the statement into the record.

a. For automated systems of records, the notation may
consist of a special indicator on the entire record or the
specific part of the record in dispute.

b. The statement of disagreement should be filed in
such a manner as to permit it to be retrieved readily whenever
the disputed portion of the record is to be disclosed.

c. If there is any question as to whether the dispute
pertains to the information being disclosed, the statement should
be included.

the s

4. When the record is disclosed in the future, inform the
recipient that the information is disputed and provide a copy of
the individual's statement of disagreement.

ol
'y
[

-
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J. AGENCY STATEMENT OF AGREEMENT. At its discretion, a nav
activity may file a statement of its reasons for denying the
request for amendment. The statement of reasons must be limited
to those reasons previously furnished to the individual. Copies

of the statement of reasons need not be made an integral part of
the record, but must be provided to the individual upon request.
The DON statement of reasons will not be subject to the amendment
process unless it 1ntroduces new reasons not previously given to

22 a1 e 2 A aan A 2 - .y 4
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K. JUDICIAL REVIEW. Whenever we refuse to make a requested
amendment to a record and all administrative review is complete,
the individual may sue in federal district court seeking to have
us compelled to make the amendment. If the individual
substantially prevails in court, he/she may be awarded reasonable

attorney's fees and litigation costs, but no award may be made

l. or uamdg eSe.
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CHAPTER 6
AGENCY REQUIRENENTS
mamn) ammrmd mmd ~mldA O .t as_ s oa__
A. INTRODUCTION. To complement and solidify the individual
int te recoanized in the PA OCoanarace imnacad avnlis~te
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restrictions on the federal agencies that gather and use personal
information. Together with the requirement which limits
disclosure of information, the PA has a provision that governs
the collection of new data and maintenance of new and existing

B. B8LIDE {(ii) - MAINTAIRN ONLY RELEVANT AND NECESSARY

INFORMATION, Maintain only information about an individual that

is relevant and necessary to accomplish a purpose of your
activity and required to be accompllshed by statute or E.O. of

the President. We can derive authorlty to collect information

about individuals in one of two ways: (1) By statute or E.O. of
the Pre51dent explicitly authorlzlng or dlrectlng the maintenance
records; e. g Title 13 United States Code
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system of records. e.g. 5 U S C. 301, Departmenta ; ions.
The authority to maintain a system of records does not give us
the authority to maintain any information which it deems useful.
The information which is maintained must be, in fact, relevant
and necessary.

COLLECT THE INFORMATION DIRECTLY FROM THE INDIVIDUAL

1. When the information may result in adverse
determinations about an individual's rights, benefits and
privileges under federal programs, collect the information to the
greatest extent practlcable, dlrectly from the individual.
vision requlres that aec151ons under federal programs
+£ -
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requlrement w1th the words "to the greatest extent practica
It would be "illogical" to assume that contact with third p
during an investigation is prohibited by this provision.
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could be used in making a determination about an individual's
. ? s . .

rights, benefits or privileges, including employment.

1. Prior to soliciting information from an individual, we
must inform the individual of the following:

a. The authority which allows the solicitation and
whether providing the information is mandatory or voluntary;
b. The principal purposes for which the information is
intended;
c. The routine use which may be made of the information;
d. The effects, if any, of not providing the
T rmfAarmatrian
ALILLVLINAGVAWViLle

his provision is intended to ensure the individual is informed
of the reasons for collecting the information, how it will be
used, and what the consequences are, if any, of not providing the
information. This advisement is commonly refe rred to as the
"Prlvacy Act Statement We will discuss thi
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E. PUBLICATION OF A NOTICE IN THE FEDERAL REGISTER
1. Upon establishing or revising a system of records, we

must publish in the Federal Register a notice of the existence of
the system of records. An explanation of what the notice snoula

F. RECORDS MUST BE ACCURATE, RELEVANT, TIMELY AND COMPLETE

e e me o mmc o am om e wm

1nd1v1dua1 on the ba51s“of_1nacearate, 1rre1evant 1ncomplete or
out-of-date records that it maintains. Perfect records are not
required--reasonableness is the standard.
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G. MAINTAIN NO RECORDS ON FIRST AMENDMENT ACTIVITIES.

We cannot maintain a record describing how an individual

exercises First Amendment rights unless expressly authorlzed by
a

statute or by the individual or unless under autnorlzea law

mrm B arvmamand amdderddar Mhdsn mwarricmtam acndalhldambhac o w2f acamceace
QIHLVLWVESHTIILC QULLVLALYe 14D pPLVVIDLIVI ca\.au;LBuca a LLgULUUb
standard governing the maintenance of records regarding the
exercise of First Amendment rights which include, but are not
limited to, religious and political beliefs, freedom of speech

and of the press, and freedom of assembly and petition.

H. NOTIFICATION FOR DISCLOSURES UNDER COMPULSORY LEGAL PROCESS
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3. An accounting of the disclosure is also required to be
made at the time the agency complies with the order or subpoena.

I. RULES OF CONDUCT FOR AGENCY PERSONNEL

2. All personnel who in any way have access to systems of
records or who are engaged in development of procedures of
systems for handling records, must be informed of the
requirements of the PA and must be adequately trained in DON
procedures developed to implement the Act.

J. ADMINISTRATIVE, TECHNICAI, AND PHYSICAL, SAFEGUARDS.
We must establish apprgpria-e administrative, technical and

physical safeguards to insure the security and confidentiality of
records and to protect against any anticipated threats to their
security which could result in harm, embarrassment, inconvenience
or unfairness to an individual record subject. Safeguards must

be tailored to the requlrements of each system of records and
other related requirements for security and confidentiality. A
more thorough discussion of safeguards is contained in Chapter
12.
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PRIVACY ACT EXEMPTIONS

i s that
exempts information compil d
civil action proceeding. We'll talk about that prov131on later.
First, let's talk about the exemptions which allow for
w1thhold1ng, 1 e., general exemptlons under subsection (j) and
hat these two kinds
n

(k). Wi
of exemptions have in common is that they are discrétiaﬁafy o
the part of the agency, and they are not effective until they are
published in the Federal Register. A list of DON exempted

systems of records is published in OPNAVNOTEs 5211. The most
current publication is dated . Also, to assist in help
you to determine what provisions of the PA can be claimed by a
or spe01f1c exemption may be claimed use the listing at

2@ A e m @ n e oo

enclosure (13) of SECNAVINST 5211.5D.

3
Q

Q
o
3
o
2]
W
it

than the attorney work-product pr1v11ege. It covers documents
prepared in anticipation of quasi~-judicial administrative
hearings as well as litigation.

1. General exemp
which are maintained by:

b. An agency which performs as its pr;nc1pal functions
any activities pertaining to the enforcement of the criminal
laws, including police efforts to prevent, control, or reduce
crime or to apprehend criminals, and the activities of

prosecutors, courts, correctional, probation, pardon or parole
authorities. Such criminal law enforcement records include
criminal identification 1nformat10n, criminal investigation
information and reports on individuals compiled at any stage from

arrest or indictment through release from supervision.
c. Examples of DON activities claiming a (3j)
exemption are the Naval Investigative Service Command for their
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NIS Investigative Files System or any local DON activity keeping
files on base security incidents.

D. BSPECIFIC EXEMPTIONS. Specific exemptions focus more on the
nature of the records rather than the type of agency and are
available to any agency. Specific exemptions are allowed for the
following types of records:

a. Records classified for national defense or foreign
policy reasons.

b. Investigatory material compiled for law enforcement
purposes, other than that material covered by a general exemption
under subsection (3j)(2). Exception: If, because of the
material, any individual is denied any federal right, benefit or
privilege, the material must be provided to the individual,

compiled solely for the purpose of background security
investigations; or compiled for civil investigations and internal
administrative investigations are, however, included in this
exemption,.

c. Records maintained in connection with providing
protective services to the President or other specific
individuals.

2 e Y s emmmina st ) dean b R 1 A
d. Records required to be maintained and used solely
. e : . .
as statistical records; i.e., not used to make a determination
. Ryl .
about an identifiable individual.

e. Investigatory material compiled solely for the
purpose of determining suitability, eligibility or qualification
for federal civilian employment, mllltary service, federal
contracts or securlty clearances, but only to the extent of

=S 2 A _ a2 P

protecting confidential sources.

(1) We must rele records which

eleas
would not reveal the identity of

o

(2) An individual's right to due process is not
denied by withholding identities of sources even if adverse
action is taken against him or her.

(3) The exemption applies equally to actions for
access to records and for correction of records.
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(4) Protection of sources’ identities depends upon
whether the information was gathered before or after the Act
became effective. After the Act went into effect, express
promlses of confidentiality were necessary to protect the
source's 1dent1ty. The identity of sources who provided
information in investigations conducted before the effective date
of the Act will be protected based upon an implied promise of
confidentiality.

determine 1nd1v1dua1 quallflcatlons for appointment or promotion
in the federal service if the disclosure would compromise the
objectivity or fairness of the examination process.

g. Evaluation material used to determine potential for
promotion in the armed services, but only to the extent that
disclosure of the material would reveal the identity of a

1 r-%
LY S L3
confidential source

E. ESTABLISHING THE EXEMPTIONS8. No system of records is
automatically exempt from any provision of the PA. To obtain an
exemption for a system, the head of the naval activity that

maintains the system must make a determination that the system

€allos ---.A-}n
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4 submit the nronosed exempt
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notice/rule to CNO (OP- -09B30) for approval and s
publlcatlon in the Federal Register That notlce must contain
the specific provisions from which the system is proposed to be

exempt and why we consider the exemption necessary.

1. The general exemptions effectively preclude access to
the records covered by them under the PA, but fairness dictates
that an individual be given any access entitled by the FOIA.

When deallng with exempt systems of records, the DOD supports the
policy of giving the individual the maximum access, whether it be

under the PA or the FOIA.

2. If a record is within an exempt system of records and

L ELULU w =2ia2 a2 SASTAN S eoian va

the record, or a copy of it, is sent to another person or agency
and that person or agency flles it in a non-exempt system, a
request for access through the non-exempt system will result in
access being granted to the exempt record.

3. The exemption applies to the system of records for which
it was established and does not trav with the recorad T€ +ha

=2 5CM A sa2iTN KN RWVToe v o WA Wil LIS A TuwWVL\U. 4 4 Cile

1
status of the record changes, the mption might be lost.

dpeLil R2YLIL e AVeL.
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APPLICATION OF THE PRIVACY ACT TO CONTRACTORS

A. SLIDE (13) - INTRODUCTION. The PA provides that whenever a
federal agency contracts for the operation of a system of
records, the agency must cause the PA to apply to the contractor.
This provision, when properly implemented, makes employees of the
contractor the same as employees of the government agency in
+arme nf liabhilitv under the PA.

VoLl WA dAdAwasaswgy (S 2L 3§ war aias

B. EFFECTS8 OF APPLYING THE PRIVACY ACT TO CONTRACTORS.

1. The contracting agency must ensure that the relevant PA

considerations are spelled out in the contract and not left to
speculation.

a. "Contract" covers any contract, written or oral,
but only those which provide for the operation by or for the
agency of a system of records to accomplish an agency function.

b. While the contract need not have as its sole
purpose the operation of a system of records, the contract
normally would provide that the contractor operate such a system -
formally as a specific requirement of the contract.

c. There may be instances when this provision will be
applicable even though the contract does not expressly provide
for the operation of a system of records, .g., when the contract

s
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can be performed only by the operation of a of records.
t

ﬂ

’
ystem

2. Not only must the terms of the contract provide for the
operation (as opposed to design) of a system of records, but the
operation of the system must be to accomplish an agency function.

3. When a system of records is to be operated by a
contractor on behalf of the Navy, the contract must specify that
those records be maintained in accordance with the PA.

a. Naval activities must modify their procurement
procedures and practices to ensure that all contracts are
reviewed before being awarded to determine whether a system of
records within the scope of the PA is being contracted for and,

if so, to include appropriate language regarding the maintenance
of any such systems.

Enclosure (15) 28



SECNAVINST 5211.5D
17 JUL 9%

CHAPTER 9
PRIVACY ACT STATEMENTS (PASs)

A, SBLIDE (14) - INTRODUCTION. The PA requires that, when we
solicit information from an individual for a system of records,
it must tell the individual five things in writing: (1) the
statute or executive order of the President that authorizes the
agency to solicit the information; (2) whether it is mandatory or
voluntary that the individual provide the information; (3) the
principal purposes for which the information is intended to be
used; (4) the routine uses which may be made of the information
as published in the record system notice in the Federal Register;
and (5) the effects, if any, on the individual for not providing
the information. This advice may be contained on the form used
to solicit the information or it may be on a separate form that
can be retained by the individual on request. Although not
required, you may ask the individual to acknowledge in writing
that they have been provided PA notice.

B. AUTHORITY. We should cite the specific statutory provision
or E.O. of the President which authorizes the agency to collect
the requested information. In some instances it might be helpful
to provide a more detailed explanation of the authority. For
instance, 10 U.S.C. 5031 authorizes the Secretary of the Navy to
make regulations for specific DON activities and then the
reqgulations authorize the collection of personal information for
particular purposes. The PA does not require us to employ the
exact language of the statute in order to give effective notice.

C. VOLUNTARY OR MANDATORY

1. It is mandatory for an individual to provide the
information only if the statute or E.O. requires the information.
Clearly if the statute or E.O. imposes a penalty for not
providing the information, it is mandatory. For instance, the
Internal Revenue Code requires that certain personal information
be provided, and, if it is not, penalties are authorized.

Unless the statute or executive order makes it mandatory,
providing the information is voluntary.

2. The question of whether providing the information is
mandatory or voluntary is different from the question of whether
there are any effects of not providing the information. For
instance, the law may not require individuals to apply for a
benefit, but, for some voluntary programs, to apply without
supplying certain minimal information might preclude the agency
from providing the benefit.
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D. PRINCIPAL PURPOSES. The individual must be told why the
information is being requested. Generally, the purposes will be
related directly to the statute or E.O. previously cited as the
authority for collecting the information. For instance, one of
the purposes for soliciting personal information for a pay record
is "to compute an individual's pay entitlements". An additional
purpose might be "to withhold required and authorized
deductions."

The description of the purposes must include all major purposes
for which the record will be used by the naval activity or other
activity outside the DON, but should not be so lengthy and
detailed as to discourage the individual from reading the
advisory statement. Remember, the main reason for the advice is
to assist the individual in deciding whether to provide voluntary
information and, when appropriate, to explain the need for
mandatory information.

E. ROUTINE USBES8. Remember, routine use is defined as the
disclosure of a record for a purpose which is compatible with the
purpose for which it was collected. A routine use refers to a
disclosure outside the agency that maintains the record. Also,
the routine uses must be included in the public notice describing
the system of records which is published in the Federal Register,
and the routine uses must be established in advance by notice in

the Federal Register to permit public comment.
NOTE: "Routine uses" can be distinguished from "principal

purposes" in that purposes describe the objective for collecting
or maintaining the information, and routine uses are the specific
ways in which the information is used outside the agency that is
collecting it.

a. For instance, two of the principal purposes of pay
records, as mentioned earlier, could be (1) to compute the
individual's pay entitlements and (2) to withhold required and
authorized deductions.

b. Two of the routine uses of pay records could be (1)
disclosure of pay record information to banks if the individuals
have requested that their checks be sent to the banks and (2)
disclosure to the Internal Revenue Service for recording
withholding and Social Security information.

F. EFFECT8 OF NOT PROVIDING THE INFORMATION

1. The individual must be told what, if any, effects will
accrue to him/her for failure to provide the requested
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information. (The intent is to inform the individual from whom
personal information is requested of the effects (both beneficial

and detrimental), if any, of not providing the information.)
This allows the individual to make an informed decision as to
whether to provide the information on the collection form or
during an interview.

2. For instance, on a form used to request annual leave, a
civilian employee or service member is requested to provide
personal 1nformat10n, and one of the effects of not prov1d1ng ai

will not be approved. NOTE: It is not mandatory that the
individual provide the information in the sense that nc statute
or E.O0. requires that the annual leave be taken nor provides a
penalty for not giving the information.

3. The wording of the statement must be drafted carefully
to avoid misleading or appearing to coerce the individual.

G. FORM OF THE PAS. The statement must be in writing and made
available for the individual to keep if he or she so requests.
When forms are used to collect personal information, the PAS may
be presented in one of several methods. We have listed them in
order of preference.

a. In the body of the form, preferably just below the title
so that the reader will be advised before he/she begins to
complete the form;

b. On the reverse side of the form with an appropriate
notation under the title giving the location of the statement;

C. On a tear-off sheet attached to the form; or

d. On a separate supplement to the form.
Where similar information is collected continually, such as at
check~-cashing facilities, a sign containing the advice may be
pgsted in clear view; however, if an individual requests it, a
copy of the PAS must be provided to him/her. Therefore, printed

COpleS should be available as well.
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SOLICITATION OF SOCIAL SECURITY NUMBERS

A. SLIDE (15) - INTRODUCTION. Section 7 of the PA makes it
unlawful for any federal, state or local government to deny an
individual a right, benefit, or privilege provided by law because

the individual refused to disclose his/her SSN.
B. EXCEPTIONS. This mandate does not apply in two types of
cases: (1) when disclosure of the SSN is required by federal

statute, or (2) when the system of records, whether federal
state, or local, was in existence prior to January 1, 1975, and
disclosure of the SSN to verify the identity of the individual
was required by a regulation or statute adopted before that date.

&. With respect to the first exception, it obviously
applies to the Social Security system and federal tax system;
thus an individual may be denied Social Security benefits if

Requiring welfare recipients to obtain and provide SSNs

of children does not violate the PA because the requirement is
mandated by federal statute.

C. SLIDE (16) - SOLICITING S88Ns, Anv federal state

----- L VAl e e meyw wSwasw saaay - LA ALy - wia v,

onyr 1
government agency which solicits SSNs from individuals must
inform them of three things: (1) whether disclosure of the SSN
is mandatory or voluntary, meaning that the statute or regulation
:ggui;gg disclosure of the SSN and provides penaltles for failure

se; (2) by what statutory or other authorlty the SSN is
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regulation) State statutes or local ordinances may serve as the
authority; however, if they were enacted after January 1, 1975,
they cannot make disclosure of the SSN mandatory unless they are
based on a federal statute.

1. The PA's Section 7 does not apply to demands fo
individual's SSN that are mandated by statute or regulatio
adopted prior to January 1, 1975, for systems of records in
operation prior to that date, and, of course, does not apply at
all to private organizations. In short, Section 7 did no more

than impose a moratorium on demands for the SSN by government
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es under circumstances where the individual is forced to

2. In the Tax Reform Act of 1976, Congress exercised its
authority to authorize compulsory disclosure of the SSN for the
first time since passage of the PA. That provision, designed
primarily to help states locate parents who have defaulted on
child support obligations and to facilitate the matching of
federal and state tax returns by state authorities, opened the

- drananer AL Y mcrnnom o - -
floodgates for mandatory disclosures of SSNs.

3. The PA's restrictions on solicitation of SSNs has had
little impact on federal, state, and local government agencies.

a. Most federal agencies have been able to cite some
legal authority in effect before January 1, 1975, that lets them
continue to demand disclosure of the SSN.

b. Although a few state and local agencies initially
abandoned the use of the SSN because they lacked such legal
authority, the Tax Reform Act granted them the authority to
demand the SSN for many uses.
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CHAPTER 11

SYSTEM OF RECORDS NOTICES
A. BLIDE (17) - INTRODUCTION

1. To recap, one of the key features of the PA is its
prohibition against secret systems of records. Before we can
begin to operate a system of records, we must publish in the
Federal Redister a notice of the existence of the system of
records and information about that system. Not only does it
serve to inform the public about each system of records, but it
also serves as a guide for agency personnel who work with the
systems of records. Personnel who work with a system of records
should have a copy of the record system notice because it
describes the key facets of the system and we are bound to
operate the system within the published parameters.

B. CONTENTS OF A NOTICE FOR A SYS8TEM OF RECORDS

1. SYSTEM NUMBER: This is the system identification number
and it is assigned the number by CNO (OP-09B30), using the SSIC
for the particular subject matter. This system number is limited
to 21 characters. When you submlt a systems notice to OP-09B30
for approval, this category is left blank.

2. SYSTEM NAME: This is the name assigned to the system by
the submitting naval activity. The name should give some
indication of the types of records in the system; e.g., "Civilian
Pay Records". The system name is limited to 55 characters.

3. SYSTEM LOCATION: The address of each location where the
system or a pottlon thereof is maintained is listed here. If the
records are maintained in numerous locations, an address
directory may be appended to the system notice or placed at the
end of all the system notices. The DON address listing is always
behind the recompilation. Always provide complete addresses with

nine digit zip codes.

4. CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM: This
lists the categorles of individuals about whom records are
maintained in the system; e.g., "All Navy civilian employees."

By reading this heading, an individual mlght be able to determine

a
if information about him/her is contained in the system.

5. CATEGORIES OF RECORDS IN THE SYSTEM: This describes the
types of records maintained in the system; e.g., "individual pay
records, individual leave records..." This, too, should help an
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individual determine if records about him/her are maintained in
the system.

6. AUTHORITY FOR MAINTENANCE OF THE SYSTEM: This
identifies the federal statute or Presidential E.O. that
authorlzes the agency to maintain the system of record For
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purposes for malntalnlng the system of records, includ
major uses of the records within the Department of the Navy or
between components thereof. EXAMPLE: "To make determinations on
the status of personnel regarding entitlements to pay during

7. PURPOSE(S): This should explain the major purp
in

. s e & . PR Y

disability, disability benefits, severance pay, retirement pay,
increases of pay for longevity, survivor's benefits, involuntary
extensions of enlistments, dates of expiration of active
obligated service, and accrual of annual leave."

8. ROUTINE USES OF RECORDS MAINTAINED IWN THE SYSTEM,
INCLUDING CATEGORIES OF USERS AND THE PURPOSES OF SUCH USES:
This section must include all the routine uses established for

the system. Remember, a routine use is a disclosure outside the
agency i.e., DOD, maintaining the record for a purpose which is
compatible with the purpose for which it was collected. Failure
to include a pertigular routine use means a record cannot be used
for that purpose without the individual's prior written consent.

Also, certain "Blanket Routine Uses" of records have been
established, and they apply to every system of records maintained
within the DON.

(1) In the interest of simplicity, economy, and to
avoid redundancy, these "Blanket Routine Uses" are printed at the
beginning of the Navy's system notices rather than repeating them
in each individual notice.

9. POLICIES AND PRACTICES FOR STORING, RETRIEVING,
ACCESSING, RETAINING, AND DISPOSING OF RECORDS IN THE SYSTEM:
Under this section the following subsections must be listed:

a. Storage: This describes the methods used to store
the records; e.g., "...on paper in file folders, on computer

tapes...".

b. Retrievability* This describes what personal

identifiers are used to index and retrieve records in the system;
e.g., "Records are retrieved by individuals' names and SSN".

w
(&)}
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c. Safeguards: Here are listed the measures used to
protect the records from unauthorized access or disclosure; e.qg.,
*Records are stored in locked cabinets in rooms to which access
is limited to those personnel who service the records."

d. Retention and disposal: This reveals the length of
time the records are maintained and the means of disposal; e.gq.,
"Records are maintained for 15 years after which they are
destroyed by shredding".
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tice. Please include nine-digit z

11. NOTIFICATION PROCEDURES: This describes how an
individual can find out if a record pertalnlng to h1m/her is
maintained in the system. Thi

12. RECORD ACCESS PROCEDURES: This describes how
individuals may obtain access to records in the system that

pertalns to them. This section is similar to the instructions
provided in the "Notification Procedures" paragraph. Again, the
proper verbage for this paragraph is contained in enclosure (2)
of SECNAVINST 5211.5D.

13. CONTESTING RECORDS PROCEDURES: This describes how
individuals may challenge the contents of a record pertaining to
him/her. The proper verbage for this paragraph is contained in

enclosure (2) of SECNAVINST 5211.5D.

14. RECORD SOURCE CATEGORIES: This describes who, where,
or what the information is usually taken from, in general terms.
(i.e., snecific individuals, orqanlzatlons, or instructions need

., "Information is obtained from the
record subjects, their previous employers,...".

2 mem—mi— = wmcs T e o e e -— ~—

15. SYSTEM EXEMPTED FROM CERTAIN PROVISIONS OF THE ACT:
This will list the portion of the PA that authorizes the agency
tc exempt the system from portiocns of the Act.

a. For instance, the notice for a system of criminal
law enforcement records might state, "Parts of this system may be
exempt under 5 U.S.C. § 552a(j)(2). For additional information,
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contact the system manager™. N : Listing the exemption under
this section in the system notice does not establish the
exemption for the system. Formal rule-making procedures under
the Administrative Procedures Act must be followed.
b. If the system of records has not been exempted,

this section will state, "None."
C. RELATIONSHIP BETWEEN THE SYSTEM NOTICE AND THE PAS. Most of
the information contained in the PAS provided to individuals is
contained in the record system notice. For instance, the
authority, purposes and routine uses are the same for both the
system notice and the PAS.
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COMFIDENTIALITY., SECURITY. AND INTEGRITY OF RECORDS

A. SLIDE (18) - INTRODUCTION

1. The PA requires that if the DON maintains a system of
records we must "establish appropriate aamlnlstratlve,
ar~hnmi~al Aamd mhoroaical cafamiawda A dmmizsma Slha ~o~esselder o
LELviiiival, allu pliiysSivdd dalcTyualud LU LnudSule uiie dSeCurivy aiia
confidentiality of records and to protect against any anticipated
threats or hazards to their security or intggrity which could

result in substant1a1 harm, embarrassment 1nconven1ence, or

2. Since systems managers are respon51b1e for implementing
the policies and practices regarding their systems of records,
they are the individuals with the primary responsibility for
ensuring that the established safeguards are employed. For
systems of records that are dispersed geographically, the local

systems managers are responsible for the part of the system that
they manage, control and use.
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1. Only those persons who have an immediate need for the
records in the perrormance of their official duties should have
unrestricted access to the record systenm.

2. SECNAVINST 5720.42E requires that personnel treat all
unclassified records that contain personal information that
normally would be withheld from the public under the privacy
exemptions of the FOIA as if they were designated "For Official
Use Only" and safeqguard them accordingly, even if they are not

actually marked "For Official Use Only.¥*

3. At a minimum, access to records should be controlled by
the following or similar practices: (a) keeping the records in
areas that are not accessible to unauthorized personnel; (b)

stationing personnel at key access points to control entry to the
storage fac111ty, (c) requ1r1ng identification or escorting of
all visitors or wearing identification badges by authorized
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personnel; and (d) being aware when visitors are present and
taking appropriate precautions.

4. The local manager or official who controls access to the
records should:

a. Establish procedures for restricting access to the
records so that only those personnel who have been granted formal
access are allowed access without prior specific approval;

b. Provide a copy of the procedures for granting
access to each person who controls access to the records; and

c. Periodically discuss the access procedures with
assigned personnel to ensure complete understanding and
compliance and to eliminate any weaknesses in the safeguards.

C. STORAGE REQUIREMENTS

1. Personnel responsible for records in a system of
records, at a minimum, should be familiar with the storage
requirements specified by the particular record system notice
published in the Federal Register and should ensure those
requirements are fulfilled.

2. Sensitive records, such as those relating to medical,
financial, or personnel records or criminal investigations,
should be kept in lockable (locked when appropriate) metal filing
cabinets or in a secured room at all times when not in use during
working hours and at all times during non-working hours. Each
system manager should determine whether the records contained in
the system of records under his/her control are sensitive to this
degree.

3. Alternative storage facilities may be used, provided
they furnish an equivalent or greater degree of physical
security.

4. Records must not be left unattended and exposed at any
time unless the entire work area is fully secured from
unauthorized persons.

D. TRANSFER OF RECORDS8. Records must be transferred in a
manner that prevents the accidental dissemination of information
contained within them. No record from a system of records may be
transmitted orally (by telephone or otherwise) to anyone until
the recipient's identity and need to know are fully established.
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must be in accordance with prescribed Records Retention and
Disposal Schedules. Disposal of records containing personal data
must be in a manner that prevents inadvertent compromise.

decomposition, pulping, pulverizing,
usually are considered adequate if the personal data is rendered
unrecognizable or beyond reconstruction.
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records containing personal information, care must
ensure that the bulk of the records is maintained to prevent
specific records from being readily identified. 1If bulk is
maintained, no special procedures are required If bulk cannot
be maintained or if the form of the records make individually
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one of the methods mentioned earlier such as tearing, burning,
melting, pulping, etc.

¥. SPECIAL CONSIDERATIONS FOR PROTECTING PERSONAL INFORMATION IN
AUTOMATED BYSTEMS8. The automated data processing (ADP)
enVironment subjects personal information to special hazards w1th
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rocedures for information design
1. BSLIDE (19) - The following factors should be considered when
establishing ADP safeguards. (a) the sensitivity of the data

Deing processea, stored and accesseu, (D) the installation
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Both intermediate and final output and storage media products
containing personal information that is not classified should be
labeled in such a manner as to alert those using or handling the
information of the need for special protection. Either of the
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following labels will suffice: (a) ®"For Official Use Only;¥% or
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All ADP personnel involved in processing personal information
must be trained in proper safeguarding procedures.
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a. For all unclassified facilities, areas and devices
that process information subject to the PA, establish physical
safeguards that protect the information from reasonably
identifiable threats that could resuit in unauthorized access or

a.l.cerur..l.on .

b. Develop access procedures for unclassified computer
rooms, tape libraries, micrographic facilities, decollating
shops, product distribution, or other direct support areas that
process or contain personal information subject to the PA so that
access is controlled adequately.

~ Cafarmiamd An_,Yima Aawvri~cas Al wvant+tlur ~aimnmlad A ANRND

e DGLG"UGLH WViIl7T A AN MGV AWVGD “‘.chb‘.x WM A T\A W\ SJE
gystems that contain or process information from systems of
records to prevent unauthorized disclosure.

- d. Dispose of paper records in accordance with
appropriate destruction procedures.

a. The use of encryption devices solely for the
purpose of protecting unclassified personal information
transmitted over communication circuits or during processing in
computer systems normally is discouraged. However, when a
comprehensive risk assessment indicates that encryption is

COSC'EIIGCC].VG, it may pbe used.

b. Remove personal data stored on magnetic storage
media by methods that preclude reconstruction of the data.

c. Ensure that personal information is not disclosed

d. When it is necessary to provide dial-up remote
access for the processing of personal information, control access
by computer-verified passwords. Change passwords periodically or

whenever compromise is known or suspected.

e. Normally, passwords should give access only to
those data elements (fields) required, but not to the entire data
hace

f. Do not rely solely on proprietary software products
to protect personal data during processing or storage.

41 Enclosure (15)



isk Assessments' Risk assessments are required for ADP
A separate risk

ons that process
bel
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ADP official that the facility is cleared to process a given
level of classified material and that the procedures followed in
processing "For Official Use Only" material are to be followed in
processing personal data subject to the PA is sufficient. For
ADP installations that do not process classified material, a
formal risk analysis should be prepared and the following areas

cehonld he addrecced: Ia\ 1Hnn+1fu +the cnnn\ fic svstem of recorde
AN WA A A ANVANA L Wbl W ¢ 00 O\ WA AVAWLIWw A A ] Al r\—v‘&-‘-v JUUU“I A b N A AT

supported and determlne thelr 1mnact on the mission of the user,
(b) identify the threats (1nternal external, and natural) to the
data, (c) determine the physical and operational vulnerabilities;
(d) evaluate the relationship between vulnerabilities and
threats, (e) assess the impact of unauthorized disclosure or

PR

modification of the personal information, (f) identify possible

cafamiarde anAd Fhair »alatriAanehine 4-1\ ha Fhrvaada A hha
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countered. (g) analyze the economic feasibility of adopting the
identified safequards, (h) determine the safequard to be used and
develop implementation plans, (i) discuss contingency plans
including operational exercise plans, (j) determine if procedures
proposed are consistent with those identified in the system
notices of the records concerned, and (k) include a vulnerability

acoaccomand
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The risk analysis should be reviewed by the appropriate agency
officials. A risk analysis should be conducted at least every 5
years or when there is a change to the installation, its
hardware, software or administrative procedures that increase or
aecrease the likeliihood of compromlse or present new threats to
the information. We recommend that you protect the risk andl'y' is
document, retain a copy at the ADP installation, and make it
avallable to appropriate inspectors and authorized personnel.

A formal risk analy51s should be completed at the beginning of
the design phase for each new unclassified ADP installation and
before beginning the processing of personal data on a regular
basis in existing ADP facilities that do not process classified

P PR TN
uatae.

G. SPECIAL CONSIDERATIONS FOR SAFEGUARDING PERSONAL INFORMATION
DURING WORD PROCESS8ING. Rather than going through each of the
considerations at this time, I would like to refer you to
enclosure (7) of SECNAVINST 5211.5D, which outlines, in detail,
the standards for safeguarding word processing centers. Just
keep in mind that regardiess of the word processing
configuration, always afford all records subject to the PA,

minimum etandards of nrotection
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CHAPTER 13
CIVIL REMEDIES AND CRININAL PENALTIES
A. SLIDE (20) - INTRODUCTION - CIVIL REMEDIES

1. The PA sets forth four agency actions for which an
individual may bring a civil suit in Federal District Court:

a. Refusal to grant access,

c. Failure to maintain records that are accurate,
relevant, timely and complete, and

d. Failure to comply with any other provision of the

PA.

2. The lawsuits may be filed in the district where the
individual resides, the district where the records are situated,
or the District of Columbia.

3. All administrative remedies must be exhausted, both in
access cases and in amendment cases, but not where an individual

seeks damages for an agency's willful failure to maintain proper

an r\f +ha DA
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4. Only an agency may be sued in civil actions; i.e., an
individual may not sue an agency official or employee personally
for any of the four actions listed above.

5. The statute of limitations is 2 years; therefore, the
lawsuit must be filed within 2 years from the date of the
agency's refusal or failure, or within 2 years after the

discovery of a willful misrepresentation by the agency that is
material to its liability.

6. Reasonably incurred costs of litigation are recoverable
by all PA plaintiffs who substantially prevail.
N

B. cTI

ONE8 FOR REFUS

1. The District Court has authority to enjoin the agency
from withholding the records and to order them produced.

. The Court may examine the records in camera; i.e., the
Qe A en martr warrtarr Sha wamAasmds T ko smesmteramer A o ace luaas
J uu\,c puit ’ LACVICW CilE® L LUl US 111 uilie pl. 4 va\.y VL 11AS VI Nner
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chambers to determine whether the records or

SR A wwW i wwra tNaliws Wi WA E A A W

may be withheld under any of the specific exemptions under

subsection (k). Remember, not only may an agency lawfully deny

access or amendment to either CIA or criminal law enforcement

records exempted under subsection (j), but the agency is immune
C

-from being sued in civil court because of refusal.

e

3. The court shall determine the matter de novo (anew).

4. The burden is on the agency to sustain its action; i.e.,
the agency must prove the denial of access was lawful.

5. The individual is not required to show that he/she was
T mttimad am o wamisld Al blha damial ol oo mameem Var dole mde ;o e
4 JUicu ad a LesulL vl Lie uenial Uil aciesy, mezexy Lilal acceess
was wrongfully denied.

6. Damages are not recoverable.

7. If the individual prevails, the Court may

a. Order the agency to grant access to the records and
b. Order the agency to pay the individual's reasonable
attorney's fees and litigation costs.

8. Attorney's fees are not recoverable for services
rendered at the administrative level.

AT ~ =, a mBA n
AL TG AME & OR “URNRDWE A ROHVURDY

1. The Court has the power to order the amendment or
correction as requested by the individual, to fashion its own
amendment or correction, or to order expungement. It will
determine the matter de novo.

2. The burden of proof is on the individual seeking the
amendment; i.e., the individual must prove that the agency
wrongfully refused to grant the request for amendment or
correction.

3. 1If the individual prevails, the court may

. Order that the records be amended and

[+1]

b.

. Order the agency to pay the individual's reasonable

----- - At Ll g 4

attorney's fees and litigation costs.
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D. ACTIONS POR FAILURE TO MAINTAIN RECORDS THAT ARE ACCURATE,
RELEVANT, TIMELY AND COMPLETE

i. An individual may sue the DON for its failure to
maintain records with such accuracy, relevance, timeliness and
completeness as is necessary to assure ﬁai:ness in any
determination about the 1nd1v1dua1 that may be made on the basis

of such record IF, in fact, an adverse determination IS made.

a. Unlike the actions for refusal to grant access or
amendment, these actions require that the individual show that
he/she was adversely affected by the agency's failure to maintain
proper records.

b. The individual must prove that the adverse effect
was directly caused by the improper record. An adverse effect
would be a loss or denial of a right, benefit or privilege to
which the individual would otherwise be entitled.

—- el mmde wmmoumansden  mwe - :

c. Perfect records are not required. Reasonableness
. . " :
is the standard. An agency will not be strictly liable for
inaccuracies.

2. Additionally, to obtain damages, the individual must
show that the DON's action was intentional and willful.

a. Actual damages sustained as a result of the

L= SNet2as aliadyce oue

agency's action, but in no case less than $1,000, and

b. Reasonable attorney's fees and litigation costs.

E. ACTIONS FOR VIOLATIONS OF ANY OTHER PROVISIONS OF THE PA

1. An individual may sue the DON if it fails to comply with
any other provision of the PA in such a way as to have an adverse
effect on the individual.

) a. As was discussed in paragraph D above, the
individual must prove

ct
Y

a
aiQa

1)
\*)

(2) That the adverse effect was directly caused
by the DON's violation of the PA.

Enclosure (15)
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b. Here, too, the individual must show that the our
action was intentional and w il11ful.

2. If the individual wins, he/she is entitled to

a. Actual damages sustained as a result of the DON's
violation, but in no case less than $1,000, and
b. Reasonable att y's fees and litigation costs.
) CRIMINAL PENALTIES
1. Any agency official or employee who wlllfully does
either of the following is puﬁishablé for a misdemeanor and may
be fined up to $5,000:

a. Makes a disclosure of a record knowing it to be in
violation of the PA, or

ns a system of records without having
tice in the Federal Register.

2. Any person who knowin a il1fully req r
obtains a record of another individual from the DON under fals
pretenses is punishable for a misdemeanor and may be fined up
$5,000.
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SLIDE 1

DEPARTMENT OF THE NAVY
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COLLECTION, MAINTENANCE, USE

® MISUSE OF INFORMATION SYSTEMS
INFORMATION

® RIGHT OF PRIVACY IS RIGHT

Enclosure (15)
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SLIDE 3

FEATURES OF THE ACT

RESTRICTS DISCLOSURE

ALLOWS INDIVIDUALS TO AMEND
RECORDS ABOUT THEMSELVES

1 ERAAI"I"MA RIAF AF AALAL

LIVII]l O oL Ur oo

PROVIDES JUDICIAL REMEDIES
EAD DA \/IM] ATIAANMD

roonNnnrA ViVLRLRA LIV
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SLIDE 4

IR INFORMATION PRACTICES

NO SECRET SYSTEMS

SOLICIT INFORMATION DIRECTLY
FROM INDIVIDUAL

ADVISE INDIVIDUAL OF AUTHORITY,
WHETHER VOLUNTARY vs MANDATORY,

AANAAICL LI T IAINIV//IINIIAL DprrrADnDer
CUNOULI INWUIVIVUAMAL DLIrvnc
DISCLOSING INFORMATION OUTSIDE
DOD, iF PURPOSES ARE DIFFERENT

FROM ORIGINAL PURPOSE FOR
COLLECTING

GRANT ACCESS TO SUBJECT OF FILE

ALLOW INDIVIDUAL TO RE QU'ES
AMENDMENT TO RECORDS IN

1 o VW Wal¥4

CHECK ACCURACY
RELEASING OUTSID

m o
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SLIDE 5
COI‘D!T!QI s OF D!-VV_LQ-VUIIE
AU‘EI‘G - DO--

® GENERAL RULE: NO RECORD IN SYSTEM OF
RECORDS DISCLOSED WITHOUT CONSENT OF

AAMIARS “TLEFr APFAAMNFR NFMATY A IR

iNDIVIDUAL TO WHOM THE REVURUD PERTAINS

® EXCEPTIONS:

- NEED TO KNOW
- RELEASED UNDER FQOIA

- ROUTINE USE
- BUREAU OF CENSUS
- STATISTICAL RESEARCH

A TL1/MA A M/ ll I_=an

- Nl-\ ] IUNI-\I. AnRnuvnivey

- CRIMINAL/CIVIL LAW ENFORCEMENT ACTIVITY

- CIRCUMSTANCES AFFECTING HEALTH
SAFETY OF INDIVIDUAL
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UNAUTHORISED DISCLOBURE OF PERSONAL INFORMATION FROXK
THIS RECORD COULD SUBJECT THE DIS
1.

This sheet is to remain a permenent pert of the record described below.
2.

An entry must be mede M time the rocord or ony information from the record is viewed by, or
furnished to ey person or agency, excEpk:
[N

Disclosures to Dad or Dol personnel having s need to know in the performence of their officisl
duties.

Aiarlasiwra af ivama Lia
wiSSISSUrS OF ISeS LSS

h
2

tad in marsarachs 136¢2)(e) and (f) of SECHAVINST §211.5 serfes

L

DATE OF METHOD OF
DISCLOSURE O1SCLOSURE

WANE & ADDRESS OF PERSOM OR AGENCY TO WMOM
PURPOSE OR AUTHORITY DISCLOSED, VITH SIGMATURE IF MADE IN PERSON

QPUAV 521179, Ner 92 =
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SLIDE 8

® DISCLOSED UNDER FOIA

54



ACCESS BY INDIVIDUAL:
- IN SYSTEM OF RECORDS, RETRIEVED
BY INDIVIDUAL'S NAME OR OTHER
PERSONAL IDENTIFIER

- ENTITLED TO ALL INFORMATION IN
S D EVEN IF IT PERTAINS

g V= W Emd W L a1 LR B 4

- THIRD PARTY TO ACCOMPANY INDIVIDUAL

- PROVIDING COPIES OF RECORDS IN
COMPREHENSIBLE FORM

ACCESS TO MEDICAL RECORDS

<

ERIFICATION OF IDENTITY

AFRIALA S FFa /A ar-an .'

ACKNOWLEDGEMEN

PA
- 10 BUSINESS DAYS TO ACKNOWLEDGE

™AW n"l ‘I\'I

- 30 BUSINESS DAYS TO RELEASE/DEN

RELATIONSHIP OF FOIA AND PA

-~
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S8LIDE 10

AMENDMENT OF RECORDS

WITHOUT ACCESS, INDIVIDUAL HAS N

KNOWING WHET HER TO SEEK AMENDMENT

S0l RIS FRSLTL A B GO .S 5SS e

REQUEST FOR AMENDMENT
- MUST BE IN WRITING
- FURNISH RELEVANT EVIDENCE TO SUPPORT REQUEST
- AMENDMENT REQUESTS CAN ONLY BE FACTUAL, BUT
NOT JUDGMENTAL DECISIONS, e.a. FITNESS REPORTS/

RESULTS OF SELECTION OR PROMOTION ROARNS

TE WIS U TS IVIW § IWFIV WP

- JUDGMENTAL DECISIONS TO BOARD FOR CORRECTION

asan el Y -1. 7. 93

NAVAL RECORDS
E

n
p
6
3
»
<
%

DGMENT OF AMENDMENT REQUEST IN 10 BUSINESS

DENIAL OF AMENDMENT

- IN WRITING
- RIGHT TO SEEX ADMIN

ICTRA TIV/E DE\NEWS
oy e

A
[+ - TaVay 8 .~ .
- DESCRIBE PROCEDURES FOR REQ iNG

ADMINISTRATIVE REVIEW
- TELL WHERE TO SEEK ASSISTANCE IN FILLING
ADMINISTRATIVE APPEAL

DENYING ADMINISTRATIVE APPEAL
STATEMENT OF DISAGREEMENT
AGENCY STATEMENT OF AGREEMEN

JUDICIAL REVIEW

(
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S8LIDE 11

e MAINTAIN ONLY RELEVANT AND NECESSARY

INFORMATION
® COLLECT DIRECTLY FROM INDIVIDUAL

® INFORM INDIVIDUAL BEFORE SOLICITING
INFORMATION

® PUBLISHING NOTICES IN FEDERAL REGISTER

® RECORDS MUST BE ACCURATE, RELEVANT,
TIMELY AND COMPLETE

DS ON FIRST AMENDMENT

® MAINTAIN NO RECO
ACTIVITIES

SN SRS Al Ssas aEm

NOTIFICATION FOR DISCLOSURES UNDER
COMPULSORY LEGAL PROCESS

DIl rES AF A "~
nuLco Vr NUD

® SAFEGUARDS
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PA EXEMPTIONS
® SUBSECTION (d)(b) - EXEMPTS INFORMATION
COMPILED IN REASONABLE ANTICIPATION OF
CIVIL ACTION PROCEEDING
® GENERAL (SUBSECTION (J))
- CIA
- CRIMINAL LAW ENFORCEMENT
® SPECIFIC (SUBSECTION (K))
_rtACCIEIEDN
Wik WIVIil kLY

INVESTIGATORY MATERIALS FOR LAW
ENFORCEMENT PURPOSES

(ol ot ul AV o (el 2o AViVa) =

- rW1leI:LuIIVT:i):fiVl\;::)

- STATISTICAL RESEARCH
- INVESTIGATORY MATERIALS FOR DETERMINING

SUITABILITY, ELIGIBILITY OF QUALIFICATIONS
FOR FEDERAL CIVILIAN EMPLOYMENT, MILITARY

Enclosure (15)
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SLIDE 14

MMMIV\ZA ANV AAT OTATIFAARFAITD
FRIVALY AUl ODQTAITLCNVIECNIO
MA OTATEERAFAIT AAAICIOTC NE.
FRA OQI1RAITCIVIENT LVCUINODIOI O VT,

- ROUTINE USES

w § IR WY i

- EFFECTS/CONSEQUENCES OF NOT

Y W SOy Wrey SN rel ¥y V¥ YW W J¥ .9 V¥

- IN WRITING; AND IN ONE OF THE
FOLLOWING FORMATS:
= BODY OF THE FORM

= ON nReveEnDcrE ginc or :nnnn
NEVLONUL Jivik Ul

= ON TEAR-OFF SHEET ATTACHED TO FORM

= ON SEPARATE SHEET

Enclosure (15) 60
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SLIDE 15

n

SSN's

Iy 9
GENERAL RULE:

E
DO NOT DENY ANYONE A RIGHT, BENEFIT

QR Pp \'l l:r‘l: Dnn\lln:n nv | A\Al

T 1IN/ V¥V 1§

BECAUSE INDIVIDUAL REFUSED TO
DISCLOSE HIS/HER SSN

EVMHAEDTINAIC.
LANAWVLIE 11VIVND.

® DISCLOSURE OF SSN IS REQUIRED BY
FEDERAL STATUTE

o SYSTEM OF RECORDS WAS IN

61 Enclosure (15)
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S8LIDE 16

WHEN SOLICITING SSN's, ADVISE THE
INDIVIDUAL.:

® WHETHER DISCLOSURE IS MANDATORY
OR VOLUNTARY

® UNDER WHAT STATUTE OR AUTHORITY
SSN IS SOLICITED

e WHAT USES WILL BE MADE OF SSN

Enclosure (15) 62
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S8LIDE 17

SYSTEMS OF RECORDS NOTICES

e PROHIBITION AGAINST SECRET SYSTEMS

[ |)
V
-

o
'.'.':
(@
p )

® FORMAT/CONTENTS

63 Enclosure (15)



\'.. '“tl 10a2
1.7 JUL B¢
SLIDE 18
CONEINRENTIALITV CQECIIDITYVY AND
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INTEGRITY OF RECORDS

® ESTABLISH ADMINISTRATIVE, TECHNICAL AND

PHYSICAL SAFEGUARDS TO ENSURE SECURITY AND

SYSTEMS MANAGERS ARE RESPONSIBLE FOR
IMPLEMENTING THEIR OWN POLICIES/PROCEDURES
REGARDING THEIR SYSTEMS OF RECORDS

® DESIGNATE RECORDS CONTAINING PERSONAL
INFORMATION AS "FOR OFFICIAL USE ONLY"

o
N
o
D
0
>
?)
n
0
n
2
5
n
2
n
2
-’
N

¢ DISPOSAL OF RECORDS
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® SPECIAL CONSIDERATIONS FOR PROTECTING

PERSONAL INFORMATION IN AUTOMATED

GUARDS

v
¢
P~
r.
- o»
>
Tl
l'l'l

SAFEGUARDS
® RISK ASSESSMENTS
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SLIDE 20
CiViL REMEDIES AND CRiiViiNAL
PENALTiE“

RESULT IN INDIVIDUAL
FILING SUIT IN FEDERAL COURT

o
=0
rA

AMAADI ETE DENAADRAC
IIIVlI:L' I'\I‘U VUVMINrLL I L NCVvwVUnwe

FAILURE TO COMPLY WITH ANY OTHER PA PROVISION

- MAY BE FILED IN:
* DISTRICT WHERE INDIVIDUAL RESIDES

* DISTRICT WHERE RECORDS RESIDE
* DISTRICT OF COLUMBIA

ONLY DON CAN BE SUED; NOT EMPLOYEE OF DON
YEAR STATUTE OF LIMITATION

GmIUUIS F VS B PWIW

e 6 O
X N

- - semme o m ema e ma -

EASONABLE COSTS OF LITIGATION ARE RECOVERABLE
BY ALL PA PLAINTIFFS WHO WIN

CRIMINAL PENALTIES - DON OFFICIAL OR EMPLOYEE WHO

DETYracre
ncicivoco
# I EALIAIN ALIL TV 10 ALIADAPERR IANTL] ASICNFAArAMARD
I TUVIIW UVILIT T, 19 LITANRULWY TWHINT vniovoivicCAivvn
AND FINED UP $5,000.00
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INSTRUCTIONS FOR PREPARING OPNAV FORM 5211/10,
ANNUAL REPORT - PRIVACY ACT
BACKGROUND:
The Privacy Act Report is mandated by statute. It is desia gned to

asa s aaviawy s g S ==L RNCET=R AY =2 . 1

provide Congress with the 1nformatlon describing the exercise of
individual rlghts of access and amendment, identifying changes in
or additions to systems of records, and describing certain
administrative actions that would be useful to Congress in
reviewing the effectiveness of the PA program.

RESPONSIBILITY:

Echelon 2 commands are responsible for collecting and
consolidating reports from each subordinate command (i.e.,
Commander, Naval Facilities Engineering Command will consolidate
reports for the Western Division, Pacific Division, etc., and CMC
(Code MI-3) will consolidate reports for all Marine Corps

amdirri 1A A nrn‘riﬂa AN /I NAD_NAD2ANY nri
altivities ana PLUVLIUS LivWw (UrTuUJDJov)] wiuwil a LUrnsSviilavcea

by 30 March of each vear.

Echelon 2 commands and CMC shall forward their consolidated
reports to CNO (OP-09B30) for compilation and submission to the
Office of the Secretary of Defense (Director, Administration and
Hanagement) (OSD (DA&M)). Please ensure that your report
contains your complete auurcas, telephone number, and poi it of
contact, should questions arise.

" All other activities shall include the same identifying data in
their report submission.

Should you require assistance in preparing the report, please
£ Fanmon oo mamd amd fal \fa% AT _NNOADAaNN MOLA AN A_YNNAINNDA ™M PN
ATTL 1LLITET LU LviiLaLlL LWiVWw (VKT UVUJDIOV ), WON Lioa4Tavvua[jcolr/7, UL
Commercial (703) 614-2004/2817, for assistance.

REPORT CONTROL S8YMBOL: DD-DA&M(AR)1379

NEGATIVE REPORTS8: If any DON activity has not received a PA

request during the reporting period, place an #X# in the box
-n o anles | | REQTPPY - ande I vy | alncn d b IR 7. S T T N G P Y o d L o v v =S PN -

uarncu IICS\JGLJ..VC LePUL “o ana Surmic Yyvur 1rcpurL o \—H.LUU\JU. (S 9 ue}{t
chain of command. Ships and operational aviation squadrons that
have not received any requests during the reporting period are
exempt from reporting.

CONTENTS8 OF REPORT:

Enclosure (16)
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B: Only ASN (M&RA), NJAG, and OGC complete this

..... LRI 2 AL 2 ] 2 LS 1

section and forward to CNO (OP-09B30).

S8ECTION C: Only CNO (OP-09B30) and CMC (MI-3) complete
this section.

Enclosure (16) 2
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PRIVACY ACT REPORT
(DD-DA&M(AR) 1379)

FROM:

Activity

POC (name & rank)

Phone

CHECK HERE FOR NEGATIVE REPORT []

SECTION A: (To be completed by all naval activities that received/responded to a PA request

1.

during the reporting period.)

Number of requests received for access

. Number of access requests completely or partially granted
. Number of access requests denied in whole
. Number of access requests for which no record was found

2
3
4
5.
6
7
8

Number of requests to amend records

. Number of amendment requests completely or partially granted
. Number of amendment requests denied in whole

. Number of amendment requests in which no record was found

SECTION B: (To be completed by ASN(M&RA/OGC/NJAG only.)

1.
2.
3.

Number of appeals from denials of access
Number of appeals from denials of access in which denial was upheld

Number of appeals from denials of access in which the denial was
overturned completely or partially

Number of appeals from denials of amendments

. Number of appeals from denials of amendments in which the

denial was upheld

Number of appeals from denials of amendments in which the denial was
overturned completely or partially

. Number of instances in which individuals litigated the results of appeals

from denials of access or amendment

. Synopsize all PA litigation that was filed or completed during the

calendar year.

[ ]
L1

OPNAV 5211/10 (JAN 92)
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1. Total numberof active systems
Number of new systems established during the year

Number of systems deleted during the year

> owoN

Number of systems automated, either in whoie or
in part, during the year

S. Number of ex’sting systems for which new routine
uses were established during the year

6. Number of existing systems of records for which new
exemptions were established during the year

7. Number of existing systems for which exemptions were
deieted during the year

8. Number of matching programs during the year

9. Number of matching programs in which DON was the source
agency

10. Number of hitsresulting from the matching programs

11. Description of any recovery actions taken as a result of the matching programs.

Enclosure (16) 4
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SAMPLE CHECKLIST FOR CONDUCTING PA STAFF ASSISTANCE VISITS

1. MANAGEMENT

a. Has the head of the activity designated a PA coordinator
to serve as the principal point of contact on privacy matters and
be responsible for effective implementation and compliance? Is
this designation in writing? Are these duties reflected in
his/her job description?

b. Has an effective PA program been established and
maintained through all echelons, with adequate funding and
sufficient experienced staff at all levels, designated to ensure
effective compliance? 1Is there a listing of the PA points of
contacts at the lower echelons?

c. Is the designated PA coordinator responsible within
his/her jurisdiction for monitoring, inspecting and reporting on
the status of the activity's PA program at all echelons? Has
there been a recent review of one of those activities? If so, is
there a report of findings?

d. Are responsible PA coordinators at various echelons
adequately staffed and trained to accomplish their
responsibilities?

e. Has the command adequately implemented SECNAVINST
5211.5D by publishing internal command procedural rules?

2. ADMINISTRATION, TRAINING, AND COMPLIANCE MONITORING

a. Are all command echelons knowledgeable of the rules of
conduct for persons involved in the design, development,
operation or maintenance of any system of records? Is there a
listing of those systems of records that are maintained and a
listing of the systems managers responsible for maintaining those
systems?

b. What training has the PA coordinator received? Wwhat
orientation training have command personnel received concerning
their rights and responsibilities under the PA? What training
have systems managers, denial authorities, and senior management
personnel received who are responsible for systems of records?
What training have specialized personnel (i.e., financial,
medical, law enforcement, records management) received who are
responsible for processing personal information on a daily basis?
How often are these individuals being trained? Has the PA film
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been shown to all personnel?

C. Are there established activity procedures in place to
ensure effective compliance under section (m) of the Act by
contractors?

d. Wwhat guidance is the naval activity following to
determine how long PA records are to be maintained?

e. Where is the PA program located? Is this the most
feasible place? 1Is legal support available?

3. INFORMATION MANAGEMENT REQUIREMENTS

a. Does the activity only maintain information about an
individual that is relevant, timely, necessary, and complete to
accomplish a purpose of the activity required by statute or by
EoOo?

b. 1Is the information collected, to the greatest extent
practicable, directly from the individual when the information
may result in adverse determinations about an individual's right,
benefit, and privileges under Federal programs?

c. Is the individual advised that E.O. 9397 is the authority
for requesting his/her SSN? When requesting other personal
information from an individual, is he/she informed through a
Privacy Act Statement (PAS), the authority for requesting the
information, the purposes for which the information was
collected, the routine uses/users for the information, and
whether providing the information is voluntary or mandatory and
the consequences for not disclosing it? Are any rights,
benefits, or privileges being denied because the individual
refuses to disclose his/her SSN or other items of personal
information being requested? Ask for sample PAS's currently
being used.

d. Are appropriate administrative, technical, and physical
safeguards established to ensure the security and confidentiality
of records and to protect against any anticipated threats or
hazards to their security or integrity which could result in
substantial harm, embarrassment, inconvenience, or unfairness to
any individual on whom information is being maintained? Are the
guidelines for using and safeguarding records in computerized
data bases and in word processors, as addressed in this
instruction, being implemented?
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4. BYSTEMS OF RECORDS

a. Does the PA coordinator have copies or records of the
identification and location of each recordkeeping function
subject to the PA a nd the corresponding PA systems notice for

of each system of records being maintained and who is the systems
manager for each?

b. Are procedures/reviews in place to ensure that no
recordkeeping function retrievable by a personal identifier is
being operated without first being reported and published in the

Federal Realster’ Does the PA coordinator know where to seek
assistance when an unreported system of records has surfaced?

c. In actual practice, are the routine uses made of records
from systems of records in conformity with the listed routine use
element of the published notice?

d. Are the routine uses in the notice compatible with the
purpose for which the record was collected?

e. Compare the elements of the published systems notice with

the actual practices/procedures in effect. Do they conform?

= BADMO
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a. Are PAS's given for all forms, questionnaires, survey
sheets, reports, etc., which solicit personal information

directly from the individual? Ask to see samples of PAS's for
review.
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s e PAS the £
paragraph 10d of SECNAVINST 5
6. ACCESS

a. Are requests for access acknowledged within the 10
working day time 1limit? Ask to see samples of acknowledgement

----- vemsr ~F t-gnb-l rhaca rarsmiacd
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b. 1Is access provided to the individual within 30 working
days?

7. AMENDMENTS TO RECORDS

a. Are amendment reguest

days and accomplished within 30
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b. Are previous recipients of the records notified when a
requested amendment is honored?
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refusal within 30 working days after receipt of the individual's
appeal? If the individual is refused, is the required

information provided to him/her?

d. Have records been annotated to reflect the designated
portions indicated in the individualis statement of dispute?
Where an accounting of disclosure has been made, have the

nravianne raniniante AF +ha rarard haan nrauvida a ~Aanty AF +ha
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- Wi
individualt's statement? Ask to see examp nles of this process for

review.

8. DISBCLOSURE

O
O My

b. Are accurate disclosure accountings of all disclosures
made from an individual's record being maintained? Are they
being retained for five years or the life of the record,
whichever is longer? Ask to see a sampling of disclosure
accounting sheets for review.

Ll
Fl
(
Ll

a. What procedures have been set up to collect PA
statistics?

b. Is the most current format being used?

d. Does the PA coordinator maintain a list of subordinate
points of contacts and their addresses of those who submit PA
reports?
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b. Compliance. Although the PA provides for specific
procedures, it is not in itself authority for carrying out any
matching activity. Compliance with this enclosure does not
relieve a DON activity of the obligation to cgmply with any other
requirements of the PA and this instruction

c. Matching programs covered by the PA. There are two
specific kinds of matching programs that are fully governed by
the PA and this instruction. These are:

benefit programs to

(2) Matches involving Federal
llowing purposes:

accomplish one or more of the fo

s

(a) To determine eligibilit
(b) To comply with benefit program requirements.

(c) To effect recovery of improper payments or
delinquent debts from current or former beneficiaries.

d. Automated comparisons. The record comparison must be a
computerized comparison, manual comparisons are not covered,
involving records from:

(1) Two or more automated systems of records (i.e.,
systems of records maintained by Federal agencies that are
subject to the PA); or,

(2) A DON activity's automated system of records and
automated rsccrds maintained by a non-Federal agency (i.e., state
or local government or agent thereof).

e. Features of a matching program. A covered computer
matching program entails not only the actual computerlzed
comparison, but also preparing and executlng a written agreement

between the participants, securing approval of the Defense Data
[] (] [ (3
Integrity Board, publishing a matching notice in the Federal
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Register before the match begins, ensuring that investigation and
due process are completed, and taking ultimate action, if any.

2. FEDERAL PERSONNEL OR PAYROLL RECORDS MATCHES

a. Scope. These computer matching programs include matches
comparing records from DON automated Federal personnel or payroll
systems of records with similar automated records of another
Federal agency, or with a non- Federal agency It also include

matches between DoD Components or within the DON activit ty itse
(internal matches).

S
h V-4
ir

b. Computerized comparison. The matching must be done using
a computer. Manual comparisons are not covered.

c. Exclusion. Matches must be done for other than "routine
administrative purposes", as explained in paragraph 4f.
d. Internal matches. 1In some instances, a covered match may

take place within a DON activity or with another DOD Component.
For example, a DON activity may wish to determine whether any of
its own personnel, participaing in a benefit program administered
by the DOD, are not complying with the program's eligibility

requiremen ts This internal match will certainly result in an
adverse action if ineligibility is discovered. Therefore, it is
covered by the requirements of the PA, DON activities should not
attempt to avoid the reach of the Act, for example, by improperly

combining dissimilar systems into a single system, matching data
within that system to make an eligibility determination, and
arguing that the match is not covered because only one system of
records is involved.

e. Categories of record subjects. The categories of
individuals whose records are used in this type of matching

program must be carefully analyzed before making a determination
whether a proposed match is covered. All information on record
subjects is maintained in DON's system of records, but matching
under the partlcular programs covered by this paragraph is

limited to “Federal personnel.® For example, a DON aCt1v1ty s
automated record system containing a voluntary survey of high

school seniors' attitude toward military service is requested by
the Selective Service System to be matched for the purpose of
policing draft registratlon compliance. This partlcular match
would not be covered by the Act or this Instruction and could not
proceed because the high school seniors do not meet the
definition of "Federal personnel" even though the information is

.

maintained in a PA system of records. As a practical matter, the
A .

DON activity could still refuse to participate in the match on
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the basis that the needed routine use disclosure to the Selective
Service System would not meet the compatlblllty test. For
matching purposes a Federal personnel system of records should
not be confused with, or llmlted to, the commonly recognized

personnel system of d by a civilian personnel
AY

ained
office or a military ignment branch. A DON activity may be
maintaining within a single svstem of records several categorles
of records relating to Federal personnel and other categories on
non-Federal personnel, e.g., contractor personnel, appllcants,
dependents, etc. Some categorles may be covered while otners may

not be coverea. Unlike "Federal personnel®, the record subjects
ems are easily disce

I
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sonnel®, t
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f. Matching purpose. The purpose of a Federal personnel or

- @ sl WYy S . ol

payroll records match must be to take some adverse actlon, i.e.,

3. FEDERAL BENEFIT MATCHES
a. Categories of subjects covered. The PA visions cover
only the following categories of record subjects for Federal

benefit matches.

(1) Applicants for Federal benefit programs (i.e.,
individuals initially applying for benefits);

(3) Providers of services to support such programs (i.e.,
those der1v1ng income from them such as health care providers).

< [P T PP Y- |

b. Types of programs covered. Only Federal benef

a
providing cash or in-kind assistance to individuals are cove ed
by the PA. State programs are not covered. Programs using
records about sub1ects who are not "individuals" as defined under
definitions are not covered.

c. Matching purpose. A Federal benefit match must have
as its purpose one or mc e of the following:
(1) Establishing or verifying initial or continuing
eligibility for Federal benefit programs.

(2) Verifying compliance with the requirements, either
statutory or regulatory, of such programs.
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(3) Recouping payments or delinquent debts under such
Federal benefit programs.

d. Summary of basic requirements. Four basic

elements--computerized commarison, categories of sub
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Federal benefit program, and matchlng purpose--must all
present before a matching program is covered under the

be

“as e 1 P Sld W |28 |4 1
matching program. DON activities operating such programs are not
required to comply with the computer matching provisions of the
PA, although they may be required to comply with any other
applicable provisions of the Act and this instruction.

ual. Imp1101t in thls
excgptlon is that this klnd of match is not done to take action
against specific individuals.

b. statistical matches whose purpose is in support
of any research or statistical project. The results of these
matches need not be stripped of identifiers, but they must not
be used to make decisions that affect the rights, benef;ts
or privileges of specific individuals.

c. Pilot matches. This exclusxon covers small scale
sampling matches whose purpose is to gather cost- -benefit data
on which to premise a decision about engaging in a full-fledged
matching program. Pilot matches must be retained in a

statistical information gathering channel. It is at this point
that the DON activity can decide whether to conduct a statistical
data gathering match without consequences to the record subjects
or a full—fiedged program where results will be used to take
specific action against them. To avoid possible misuse of

ilot matches and to ensure full compliance with the PA, these
atches must be approved hv the Defense Data Integritv B

b A — = i LA TviIioT LQVva adnivoya Y

e

d. Law enforcement investigative matches whose purpose
is to gather evidence against a named person or persons in
an existing investigation.

} 9.

To be eligible for the exclusion the match must

(1)

>
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be performed by an activity of a component whose principal
function involves enforcement of criminal laws, i.e., an activity
that is authorized to exempt certain of its systems of records
under subsection (j)(2) of the PA.

(2) The match must flow from an investigation already

nderway which focuses on a named person or persons. Fishing

3

expeditions are not eligible for this exclusion. Subjects
identified generically, e.g., "program beneficiaries", are
not eligible.

(3) The investigation may 1
civil law violations.

L 2 __a _ A : : b ] P,
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(4) In the context of this exclusion only, person or
persons could include subjects that are other than individuals as
defined in the PA, such as corporations or other business
entities. For example, a business entity could be named subject
of the investigation and records matched could be those of

customers or clients.

(5) The match must be for the purpose of gathering
evidence against the named person or persons.

e. Tax administration matches.

(1) Matches involving disclosures of taxpayer return
information to State or local tax officials under section 6103(d)
of the Internal Revenue Code.

(2) Tax refund offset matches accomplished under the
Deficit Reduction Act of 1984.

(3) Matches done for tax administration under section
6103 (b) (4) of the Internal Revenue Code.
4 efund offset matches conducted under other

r
statutes provided approval of the Office of Management and Budget
is obtained.

(4) Tax

f. Routine administrative matches using Fed
records. These are matches between a DON activi 1
Federal agencies or between a DON activity and non-Federal
agencies for administrative purposes that use data bases that
contain records predominantly relating to Federal personnel. The
term "predominantly" means that the percentage of records in the
system that are about Federal employees must be greater than

of any other category contained there. For the purpose of
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disclosing records subject to the PA, the DOD is considered a
single agency.

(1) The purpose of the match must not be intended
to result in an adverse action. Matches whose purpose is
to take any adverse financial, personnel, disciplinary or
other adverse action against Federal Dersonnel whose records

are involved in the match, are not excluded from the Act's
coverage.

{(2) Examples of matches that are excluded are an agency's
disclosure of time and attendance information on all agency

employees to the Department of the Treasury in order to prepare
the agency's payroll; or disclosure of DON reserve officer
identifying information to a state in order to validate and
update addresses of reservists residing in the state; and
disclosure or retiree annuity files from the DON to the

Department of Veterans Affairs (VA) in order to determine the

percentage of total annuity each agency is responsible for
paying.
&= < 7

(3) This exclusion does not bring under the Act's
coverage matches that may ultimately result in an adverse
action. It only requires that their purpose not be intended
to result in an adverse action. In the DON/state reservist match
example, the ultimate consequence of the match may well be that a
reservist is dropped from the pro

MLV L] bc\.—uuac Nno a
found. This result, however nega
it

a
would not bri
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under the Act's coverage since
update an address listing
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g. Internal matches using only records from DOD systenms
of records.

(1) Internal matches (conducted within the DOD) is
excluded on the same basis as Federal personnel record matc
above (see paragraph 2b) provided no adverse intent as to a
Federal employee motivates the match.

lD

(2) This exclusionary provision does not disturb
subsection (b) (1) of the Act permitting disclosure to DOD
employees on an official need-to-know basis For example, the
Navy could match with the Office of the Assistant Secretary of

Assi
Defense (Force Management & Personnel) for an accounting
recon0111at10n to locate 1nd1v1duals. The Defense Logistics

termine the specific health insurance plan associated for each

Mie —e S W ____ A % semmme o

l
er. The Defense Finance and Accounting Service (DFAS) could
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match with the Deputy Commander for Operations, Flight Records
Branch (DOTF) to determine who is eligible to receive flight pay,
but if DFAS would consider a match for the purpose of recouping
flight pay paid to those that were ineligible to receive it, then

the match would be covered beca

match.
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(3) The purpose of the internal match must not be to take
any adverse financial, personnel, disciplinary, or other adverse
action against Federal personnel.

k. Background investigation and foreign counterintelligence
matches. Matches done in the course of performing a background

check for security clearances of Federal personnel or Federal
contractor personnel are not covered Matchees done for the

P es W N 8 58 8 S - AW W WW V Wi WA O AR Wil D WMWIIISG LWL wirs

purpose of foreign counterintelligence are also not covered.
S. CONDUCTING MATCHING PROGRAMS

a. Source and recipient agencies. A DON activity
undertaking a matching program should consider if it will be a
"source agency" or a "recipient agency" for the match (see
Definitions) and be prepared to meet the following requirements:

(1) The recipient agency does the matching. It receives
the data from system of records of other Federal agencies or data
from state and local governments and actually performs the match
by computer.

(2) The recipient agency is responsible for publishing a
notice in the Federal Redister of the matching program as
required in paragraph 5d of this enclosure. Where a state or
local agency is the recipient, the Federal source agency is

=2l L 22— L ] eatr & e =9 X

responsible for publishing the notice.

(3) A Federal source agency discloses the data from a
system of records for the match. A non-Federal agency may also
be a source, but the record data will not be from a system of
records. The "system of records® concept under the PA does not
apply to the recordkeeping practices of state or local
governmental agencies.

(4) The recipient Federal agency, or the Federal source
agency in a match performed by a non-Federal agency, is
responsible for reporting the match. This agency must contact
the other participants to gather the information necessary to
make a unified report as required by paragraph 12 of this

cliciudure.

7 Enclosure (18)
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(5) In some circumstances, a source agency may be the
instigator and ultimate beneficiary of the matching program, as
when an agency lacking computer resources uses another agency to
perform the match; or when as a practical matter, an agency may
not wish to release and disclose its data base to another agency
as a source because of privacy safeguard considerations. For
example, if the parent locator service of a state wishes to

conduct a match with a DON activity to locate 300 missing
parents, it would be impractical for the DON activity to provide

its entire data base con51st1ng of over six million record
subjects to the state as a source agency, but it may be willing

to entertain a request for the match as a recipient agency.

b. Compliance with the system of records and disclosure
provisions.

(1) The DON activity must ensure that it identifies the
system(s) of records involved in the matching program and has

A | = s2aS Rl
s

published the necessary notice(s) in the Federal R egister.

(2) The PA does not itself authorize disclosures from
system of records for the purpose of conductlng a matching
program. A DON activity must justify any disclosures outside the
DOD under subsection (b) of the Act. This means obtaining the
written consent of the record subjects for the disclosure or
relying on one of the 12 nonconsensual disclosures exceptions to
the written consent rule. To rely on the routine use exception
(b) (3), the DON activity must have already established the
routlne use (published in the Federal Register), or in the
alternative, must comply with subsections (e) (4)(d) and (e) (11)
of the Act which means amending the record system notice to add
an approprlate routine use for the match. An amendment requires
publlcatlon in the Federal Register with a 30 day waiting period
for public comment.

(3) The routine use permitting disclosure for the match
must be compatible with and related to the purpose for which the

record was 1n1t1ally compiled.

(4) The routine use for the match in a record system
notice shall clearly indicate that it entalls a computer matching
program with a Spe01rlc agency for an established purpose and
intended objective. For purposes of matching, a routine use must
state that a disclosure may be made for a matching program. DON
activities may not rely on an existing established routine use to
meet the requirements of the Act unless it expressly permits

disclosure for matching purposes.

Enclosure (18) 8



c. Prior notice to record subjects. Record subjects must
receive prlor notice that their records may be matched. This may
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be done by direct and/or constructive notice.

.
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(1) Direct notice may be gi some form of

(=] (-]
contact between the aovernment and the subject. Information can
be furnished to individuals on the application form when they
apply for a benefit, in a notice that arrives with a benefit, or
in correspondence they receive in the mail. Use of the PAS is an

acceptable manner to provide direct notice to record sub]ects at

the time of application. DON activities shall provide direct
notice for front-end eligibility verification matching programs
whose purpose is to validate an applicant's initial eligibility
for a benefit and later to determine continued eligibility using

the PAS on the application form. Providers of services should be
given notice on the form on which they apply for reimbursement
for services provided. Providing notice of matching programs
using the PAS shall be part of the normal process of implementing
a Federal Denerlts progra DON activities shall insure records
contain a

e
~ o
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appropriate routlne use dlsclosure prov151on of the aff ted
system of records to be used in the match. For purely 1nterna1
matching program uses, amend the "Purpose(s)" element of the
record system notice to spe01f1ca11y reflect those internal

computer matches performed. The constructive notice method
requires publication in the Federal Register. Examples of when
constructive notice may be used are:

(a) For matching programs whose purpose is to locate
individuals in order to recoup payments improperly granted to
former beneficiaries, direct notice may well be impossible and
constructive notice may have to suffice.

{(b) A DON activity that discloses records to a state
or local government in support of a non-Federal matching program
is not obligated to provide direct notice to each record subject.
Federal Register publication in this instance is sufficient.

(c) Investigative matches where direct notice
immediately prior to a match would provide the subject an
oppor Lum.t.y to alter behavior.

(3) DON activities shall alsc provide pericdic notice
whenever an application is renewed, or at the least during

-

the period the match is authorized to take place by providing
notice accompanying the benefit as approved by the Defense
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Data Integrity Board.

d. Publication of the matching notice
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(1) The matching agency 15 requirea TO pupilisSn 1in cne
Federal Register a notice of any proposed matching program or
alteration of an established program at least 30 days prior to

conducting the match for any public comment. Onl; one notice
is requ1red. when a non-Federal agency is the matching agency,
the DON activity source agency shall be responsible for the

publication. The proposed matching notice for publication

shall be submitted in geaera; Register format and included in
the DON activity'!'s report of a proposed match. The notice shall
contain the customary preamble and contain the required
information in sufficient detail describing the match so that the

reader will easily understand the nature and purg ose of the
match, including any adverse consequences.

(2) The preamble to the notice shall be prepared by the
Defense Privacy Office and shall contain:
(a) The date the transmittal letters to OMB and
Congress are signed.

(b) A statement that the matching program is subject
to review by OMB and Congress and shall not become effective
until that review period has elapsed.

(3) The DON activity shall provide:

(1) Name of participating activity.

(2) Identity of the source agency and the recipient
agency, or in the case of an internal DoD matching, the DON
activities involved.

(3) Purpose of the match being conducted to
include a description of the matching program and whether
the program is a one-time or a continuing program.

(4) Legal authority for conducting the matching
program. Do not cite the PA as it provides no independent
authority for carrying out any matching activity. If at all
possible, use the U.S. Code citations rather than the public law
as access to the Public Laws is more difficult. Avoid citing
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housekeeping statutes such as 5 U.S.C. 301, but rather cite the
underlying programmatic authority for collecting, maintaining,
and using the information even if it results in citing the Code

of Federal Regulations or a DoD directive or regulation.

Whenever possible, the popular name or subject of the authority
should be given, as well as a statute, public law, U.S. Code, or
Executive Order number; for examples: The Debt Collection Act of

1982 (Pub. L. 97-365) 5 U.S.C. 5514, Installment Deduction of
Indebtedness; and 4 CFR Chapter II, Federal Claims Collection
Standards (General Accounting Office-Department of Justice).

(5) A complete description of the system(s) of
records that will be used in the match. Include the system
identification, name, and the official Federal Register
citation, date published, including any published amendments

thereto. Provide a p051t1ve statement that the system(s)
contains an appropriate routine use provision authorlzlng the
disclosure of the records for the purpose of conducting the
computer matchlng program. (Note: In the case of internal DoD

matches, the "purpose(s)"* element of the system(s) involved.) If
non-Federal records are involved, a complete description to

include the specific source, address, and category of records to
be used, e.g., Human Resources Admi"istrat;gn Medicaid File, City

e Cc
of New York, Human Resources Administration, 250 Church Street,
New York, NY 10013.

and individuals covered from the record syStem(S) to be used, the
specific data elements to be matched, and the approximate number
of records that will be matched.

(7) The projected start and ending dates for a
one-time match or the inclusive dates for a continuing match.

(8) The address for receipt of any public comment or
inquiries concerning the notice shall indicate: Director,
Defense Privacy Office, 400 Army Navy Drive, Room 205, Arlington,
VA 22202-2884.

6. PROVIDING DUE PROCES8S TO MATCHING S8UBJECTS

a. Independent verification and notice. Record subjects

of matching programs shall be afforded certain due process
procedures when a match uncovers any disqualifying or adverse
information about them. No recipient agency, non-Federal agency,
or source agency shall take any adverse action against an
individual until such agency has independently verified such
information and the individual has received a notice from the

11 Enclosure (18)
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agency containing a statement of its findings and gives the
individual the opportunity to contest the findings before making
a final determination. DON activities shall not take any adverse
action based on the raw results of a computer matching program.
Adverse information developed by a match must be investigated and
verified prior to any action being taken.

b. Independent 1nvesn1g tion. Conservation of resources
dictates that the procedures for affording due process be
flexible and suited to the data being verified and the
consequences to the individual of making a mistake. If the
source agency has established a high degree of confldence in the

- & _ -y -v.
bring some degree of reasonableness to the process of verifying
data. Some methods to consider are:

(1) Contact the individual record subject who is the
best source where practical. In some cases, contacting the
subject initially may permit the individual to conceal data
relevant to a decision.

c. Notice and opportunity to contest. DON activities are
required to notify matching subjects of adverse information

uncovered during a matchlng program and give them an opportunity
to contest and explain before the agency makes a final
determination. Recipients already receiving benefits may not
have them suspended or reduced pendlng expiration of the contes

n
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calendar davs. DON act1v1t1es shall allow an add
for mailing time before ending the notice period. If an
individual contacts the DON activities within the notice period
(35 days) and indicates his/her acceptance of the va11d1ty of the

P S

adverse information, the DON activity may take immediate action
to deny or termiﬁate. However, DON activities are cautioned
against attempting to coerce a record subject into accepting the
result. DON activities may also take action if the period
expires without a response.

d. Combining verification and notice requirements. It
may be approprlate to combine the verification and notlce
requirements into a single step, especially if the record subject
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is the best source for verification. 1In this manner, the adverse
A
finding and notice of the opportunity to contest are compressed

into a single action. This method is dependent upon the
confidence, reliability and quality of the data, as set forth in
paragraph b above. Careful thought should be given as to when to
apply this method. It may be applicable in special cases, but
should not be considered as a routine process. To ensure that
this consideration take place, it shall be the responsibility of

the Defense Data Integrity Board toc make a formal determination
as to when it is appropriate to compress the verification and
notice into a single period.

e. Individual status pending due process. DON activities
may not make a final determination as to applicants for Federal

nenerit proqram‘ whose eligibility is being verified through a
PR I‘-\‘-‘. &hany hawa ~amnlatrald #ha Ania » ocess ctanes

the Act requires. This does not require placing an applicant on
the rolls pending a determination, but only that the agency not
make a final determination. However, if a subject is already
receiving benefits, the benefits shall not be suspended or
reduced until due process steps have been completed. If the
spec1f1c Federal benefit program involved in the match h
own due process requirements, those requirements may st

u
tha nuarnacac AFf +ha DA nravidad +thae Dafence DNData Tni‘ng

£
1 8
N
LT MUL PpPUYOTE Vi wil% & 53y PiEVVAUMEU Ll WoiaTiliow Vel siive 1

::
Ll X
r t
f. Exclusion

(1) If a DON activity determines a potentially

significant effect on public health or safety is likely, it may
take appropriate action, notwithstanding these due process
regquirements.

(2) In such cases, the DON activity shall include the
possibility of suspension of due process for this reason in
its matching program agreement.

7. HATCHING PROGRAM AGREEHENT

a. Requirements. A DON activity should allow sufficient
lead time to ensure that a matching agreement between the
participants can be negotiated and signed in time to secure
the Defense Data Integrity Board decision before the match
begins. A DON activity receiving records from or disc1051ng

n o de mle @ v smen maces o e 2 s
matching program is
n

13 Enclosure (18)



the matching agreement approved by their respective Data
Integrity Boards. In cases where matching takes place entirely
within the DON, the DON activity may satisfy the matching

agreement requirements by preparing a Memorandum of Understanding
(MOU) between the systems of records managers involved Rafore a

\=ew = T WY e wres weews [~ a2 -4 - . - Lt e A AV VeAe W d Vi G

DON activitv may particinate in a matching program the Defense
Data Integrity Board must have evaluated the proposed match and
approved the terms of the matching agreement or MOU in accordance

with paragraph 10 of this enclosure. Agreements or MOUs must

contain the following elements:

(3
l1\ 'Dnrpose and 'Inga1 -ni-hnrvl-v Cltatl the

Federal or state statutory or regulatory authority for
undertaking the matching program. Do not cite the PA.

nf +ha
(o2 8

< 3

(2) Justification and expected results. A full
explanation of why a computer matching program, as opposed to
some other form of activity, is being proposed and what the

1

Avpnni'eﬂ real]‘i‘a m111 ha IinceInAIng 2 ananifin actimada ~AF —-ee

eCcT sults will be, including a specific estimate of a 1y
savings.

(3) Records description. A full identification of the
system of records (Federal Register citations) or non-Federal
records, number of record subjects, and what data elements will
e match.

(4) Dates. An indication of whether the match is a
one-time or continuing program (not to exceed 18 months) and
the projected starting and completion dates for the match.

(5) Prior notice to record subjects. A description of
the direct and constructive notice procedures afforded the record

amralnd o mde Nemmerd A mmee? e A€ Al e T 2 L 3 e Y 2 LY d

subjects. Provid
svetem notices n
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appropriate PAS be
match.
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) Verification procedures. A full description of
ds the DON act1v1ty will use to independently verify the
on

I | A- Py — e A = PO,

obtained through the matching program.

(7) Disposition of matched items. A statement that the
information generated as a result of the matching program will be
destroyed as soon as it has served the matching program's
purpose and any legal retention requirements the DON activity
establishes in conjunction with the National Archives and

2 __ 2 —— A S — — ,LL

Records Administration or other cognlzant autnorlty.

Enclosure (18) 14
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(8) Security procedures. A description of the
administrative, technical and physical safeguards to be used
in protecting the information. They should be commensurate
with the level of sensitivity of the data.

(9) Records usage, duplication and redisclosure
restrictions. A description of any specific restrictions imposed

by either the source agency or by statute or requlation on
collateral uses of the records used in the matching program.
Reciplent agencies may not use the records obtained for a
matchlng program under a matchlng agreement for any other purpose
unless there is a specific statutory authority or there is a
direct essential connection to the conduct of the matching

program. Agreements shall specify how long the recipient agency
may keep records provided for a mgtghing program and when they
will be returned to the source agency or destroyed.

(10) Records accuracy assessments. A description of any
information relating to the quality of the records to be used in
the matching program such as the error rate percentage of
the data entry for the affected records. The worse the quality
of the data, the less likely the matching program will have a

cost-beneficial result.

(11) Disclosure accounting. A certification by a DON
activity participating in a matchlng program as a source

Ji. I S =

(12) Access by the Comptroller General. A statement that
the Comptroller General may have access to all records of a
rec1p1ent DON activity or non-Federal agency hecessary to monitor
or verify compliance with the agreement. 1In this instance, the
Comptroller General may inspect state or local government records
used in matchinag proarams.

==t eV g= Kk

b. Non-Federal agencies. Non-Federal agencies intending to
participate in covered matching programs are required to do the
following:

(2) Provid data to Federal agencies on the costs and
benefits of matching programs.

(3) Certify that they will not take adverse action

i5 Enclos
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against an individual as a result of any information developed in
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verified and until the applicable number of days after the
individual has been notified of the findings and given an
opportunity to contest them has elapsed.

(4) For renewals of matching programs, certify that the
terms of the agreement have been followed.
match rograms. o
y as 1 s necessary to
specific purposes. They will automatically expire 18 ‘months
after their approval unless the Defense Data Integrity Board
grants an extension of up to 1 year at least 3 months prior to
the actual expiration date. The program must remain unchanged if
an extension is to be granted. Each party to the agreement must
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certify that the program has been conducted in compliance with
the matching agreement. Reguests for extensions shall be
submitted through channels to the Board in accordance with
paragraph 12c(3) of this enclosure.
d. Altered matching program
(1) An altered matching program is one that is already

PRy e T TR T | Leccde oo dele omcomle e fren d £ mmreds mdasmaroa mecmrmmmasd b ds
éstapiliilisnea, DUt wilictn sSuCn a signirlcCanct <nange proposea cnatc
it requires revision of the matching notice and approval of
the Defense Data Integritv Board; OMB and Congress. A
significant change is one which does one or more of the
following:

(a) Changes the purpose for which the program was
established.

(b) Changes the matching population either by
including new categories of record subjects, or by greatly
increasing the numbers of records matched.

(c) Changes the legal authority under which the match
was being conducted.

o o b o RN -
Changes the records (data elements) tha
ch
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sed ch.

(2) A proposal to alter an established matching program
shall be submitted through channels to the Defense Data Integrity
Board for review and approval in accordance with paragraph 12c(2)
of this enclosure.
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e. Noncompliance sanctions

(1) No DON activity shall disclose any record for use

in a matching program as a source agency to any recipient
agency (within or ocutside the DOD) if there is reason to
believe that tne terms of the matehing egreement/MQ" or the

agency. Inform the Defense Privacy Offlce 1mmed1ately, through
channels, should any such incident occur. See also paragraph 9c
of this enclosur Normaiiy consulting with the recipient agency

e.
should resolve the problem, but the responsibility rests with the
1\ 4 -
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(2) No DON source agency shall renew a matching
agreement/MOU unless the rec1p1ent agency (within or outside
the DOD) has certified that it has complied with the provisions
of the agreement/MOU and the DON activity has no reason to
believe otherwise.
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(3) A
records for an
subject the responsible officer or employee to criminal
penalties. Civil remedies are also available to matching program

subjects who can show they were harmed by an agency's violation
of the Act, this Instruction or its own.

willful disclosur
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g COST~-BENEFIT ANALYSIS

a. Purpose of requirement. The requirement for a
cost-benefit analysis by the Act is to assist the agency in
determlnlng whether or not to conduct or partlclpate in a
matchlng program. Its appllcatlon is requlred in two places:

(1) as an agency conclusion in the matcnlng agreement contalnlng
the justification and specific estimate of savings; and (4; in
the Defense Data Integrity Board review process where it is

forwarded as part of the matching proposal. The intent of
this requirement is not to create a presumption that when
agencies balance individual rights and cost sav1ngs, the
latter should inevitably prevail. Rather, it is to ensure
that sound management practlces are followed when agen01es

use records from PA systems in matching programs. It is not in
the government's interest to engage in matching activities that
draln agency resources that could be better spent elsewhere.

Agencies should use the cost-benefit requirement as an
opportunity to re-examine programs and weed out those that
produce only marginal results.



17 JuL 1%
programs must provide the Board with all information which is
relevant and necessary to allow the Board to make an informed
decision including a cost-benefit analysis. The Defense Data
Integrity Board shall not approve any matching agreement unless
the Board finds the cost-benefit analysis demonstrates the
program is likely to be cost effective. All decisions of the

Board will be well-documented.

(1) The Board may waive the cost-benefit analysis
requirement if it determines in writing that submission of
such an analysis is not required.

a—
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Ve

If a matching program is required by a specific

statute, a cost-benefit analysis is not required. However, any
renegotiation of such a matching agreement shall be accompanied
by a cost-benefit ana1y51s. The f1nd1ng need not be favorable.

o

Hu.

The intent, in this case, is to provide Longress with information
to help it evaluate the effectiveness of statutory matching
requirements.

(3) The Board must find that agreements conform to the
provisions of the Act and appropriate guidelines, regqulations,
and statutes.

nol1cv. nrocedures and
PA in coordination wit

(1) Defense Data Integrity Board.
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(7) DOD Components.

(8) Other Federal agencies.
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b. Respo
also functions
Data Integrity Board and the Defense Privacy Board “and a staff.
The Director and staff are responsible for the implementation of
the PA within the DOD through this instruction by the DOD PA
program and for a‘ministrativeiy supporting both Boards and Legal

A & A e e = e = ==

Committee, set forth in paragraph Sa.

(o]}
wnlv

c. Information maintenance and dissemination. The Office is
an information resource on the Privacy Act and its implementation
within the DOD. While the two Boards and Committee convene only
periodically at the call of the Executive Secretary, the Office
serves as the full-time designated focal point for the DOD PA
Program and its 1mplementation, to provide guidance and answers

A Lommen oS 'S Farmm it Aan ST SR R mh 3 o~
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point of contact shall be able to advise on what actions are
needed to comply with the matching provisions of the PA and to

receive complalnts for appropriate action on any allegation or
report of non-compliance by a source or recipient agency.

d. Delegated authority. The Defense Privacy Office shall be
n

responsible for providing professional assistance a
administrative support to the Defense Data Integrity Board in

carrying out those specific resnon51b111t1es of the Board set

forth in paragraphs 10b(6) through (10) below.

fi
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10. DEFENSE DATA INTEGRITY BOARD

- - A e A Ly " a e mace 2 e AR Py Uy W [V S TN gy -
a. rsctaplisnmentc. lne rPA requilres une esuvapiliisnmenct or a
Data Integrity Board for each Federal agency that acts as either

a source or recipient in a matching program to oversee the
agency's participation. Non-Federal governmental entities are
not required to have such boards. The Defense Data Integrity
Board is established and staffed under reference (b). It is
located within the Office of the Director, Administration and
Management (ODA&M), (OSD) DON activities participating in
A h
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own subhordinate boards if such boards will assist their
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activity's matching programs. Subordinate boards could secure
agreements and cost-benefit analyses from other agencies and
perform a preliminary review and evaluation of the DON activity's
matching program proposals for the consideration of the Defense
Data Integrity Board. Subordinate boards may recommend approval

nnnnnnnnnnnnnnnnn j 29 A Var dob € o
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Integrity Board, via CNO (OP-09B30), shall have the final
approval or disannroval authority of matching agreements within
the DOD.

19 Enclosure (18)
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expeditiously and in conformance with the PA. The Board may
delegate other responsibilities such as compilation of reports,
advising program officials and maintaining and disseminating
1nrormation about the accuracy and rellablllty of data used in
mabbuing. It shall be the LESPUHSLULLLLY of The Defense Data

Integrity board to:

QM

(1) Review matching agreements, approve or disapprove
programs based upon the assessment of the adequacy of the
agreements and supporting documentation, including cost-benefit
analyses, and maintain all written agreements for receipt or
closure of DO s compli
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(2) Review all matching programs in which DOD Components
have participated during the year, either as a source agency or
recipient agency, determine compliance with applicable laws,
regulations, and agency agreements, and assess the cost and
benefits of such programs.

quests for pilot matches. Approve or
a ............. — A
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(5) Review all requests for combining verification and
notice requirements.

(6) Compile an annual report, which will be submitted to
the Secretary of Defense and the Office of Management and Budget

and mada availahla A +hae mnahlis anAan ramiacH Aaocr~rrihinea +ha
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matching activities of the agency, including:

(a) Matching programs in which the DON activity has
participated as either a source agency or a recipient agency.

S prop under subsection
hiur +h
X il

S n
»A3
LQ

m o

ed
R~
AINS

(c) Any changes in the membership or structure of
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the Board in the preceding year.

(d) The reasons for any waiver of the requirement
for a cost-benefit analysis prior to the approval of a matching
program.

(e) Any viclations of matching agreements that have
been alleged or identified and any corrective action taken.

(f) Any other information required by the Director
of the Office of Management and Budget to be included in the

report.

(7) Serve as a clearinghouse for receiving and providing
information on the accuracy, completeness, and reliability of

records used in matching programs.

(8) Provide interpretation and guidance to DOD
Components and personnel on the requirements for matching
programs.

(10) Review and report any DOD matching activities that
are not matching programs.

11. APPEALS OF DENIALS OF MATCHING AGREEMENTS

a. Disapproval by the Board. If the Defense Data Integrity
Board disapproves a matching agreement, a party to the agreement
may appeal the disapproval to the Director of the Office of
Management and Budget, Washington, D.C. 20503. Appeals must be

made within 30 days after the Defense Data Integrity Board's
written disapproval. The appealing party shall submit with its
appeal the following:

(1) Copies of all documentation accompanying the initial
matching agreement proposal.

(2) A copy of the Defense Data Integrity Board's
disapproval and reasons therefore.

(3) Evidence supporting the cost-benefit effectiveness
of the match.

(4) Any other relevant information, e.g., timing

~a h ] h |
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considerations, public interest served by the match, etc.

b. OMB approval. If the Director of the Office of
Management and Budget approves a matching program it will not
become effective until 30 days after the Director reports his
decision to Congress.

~ DamrAanrea hue +fha Tnanarsétar Canawral TF +ha Nafamana
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Data Integrity Board and the Director of the Office of Management

and Budget both disapprove a matching program proposed by the
Inspector General of the agency, the Inspector General may report
that disapproval to the head of the agency and to the Congress.

iz. PROPOBALS FOR MATCHING PROGRANS

a. Who initiates the action. The recipient DON activity
(or the DON source agency in a match conducted by a non-Federal

agency), or the rec1pient activity within the DON activity for
internal matches, is responsible for reporting the match for
approval. The responsible official should contact the other
participants to gather the information necessary to make a
unified report.

b. New or altered matching programs. Determine if the
match is a new program or an existing one. A new match is one
for which no public notice has been published in the Federal
Register as required by paragraph 4b of this enclosure. An
altered matching program is an established (published public
notice) match with such a significant change that it requires

amandmand an dacscvwihad {n naramvanh 74 AFf Fhia analAasizea A v
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altered matching program should not be confused with a request

for an unchanged extension of an established program as set forth
in paragraph 7c of this enclosure.

c. Contents of report (original and one copy)

~and amde b d v e mscsmcams e e T T mmvesmd mde
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A propo 1l
er of transmittal with the following attached

419\

(1)
of a DON lett
documents:

(a) Completed agreement between the participants
(paragraph 7).
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(d) Copies of all the appropriate forms (e.gq.,
applications) of the participating parties providing direct
notice to the individual (paragraph 4c(1)) or any other means of

communication used.

(e) Copy or copies of the appropriate Federal
Rggig;g; system(s) of record notice(s) contalnlng an approprlate

<s _ a2

routine use providing constructive notice to the individual
(paragraph 5c(2)).

(2) A report on a proposed alteration to an established
matching program shall consist of a Component letter of
transmittal with the following attached documents:

(1) What alternati na
considered and why a matching progr am was chosen.

(2) The date the match was approved by each
participating Federal agency's Data Integrity Board.

(3) Whether a cost-benefit analysis was required
and, if so, whether it projected a favorable ratio.

(b) Proposed Federal Register matching notice for
public review and comment (paragraph 5d).

-\ POy 2

3) A report requesting an extension beyond 18 months of
an established unchanged matching program must be received by the
h

f-\

Defense Privacy Office at least 4 months prior to the actual
expiration date and consist of a DON letter of transmittal with
the following attached:

(a) Justification for the extension (not to exceed

swmm era o an

one year).

(b) Certification by the participants that the
program has been conducted in compliance with the matching
agreement.

d. Who receives the reports. Submit all reports to the
senior Component PA official. Proposals shall further be

reviewed, if applicable, by the Component Data Integrity Board
for approval or disapproval recommendations and forwarded toc the
Defense Privacy Office for consideration by the Defense Data

Integrity Board.

23 Enclosure (18)
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e. Action by the Defense Privacy Office. The Defense
Privacy Office shall present proposals before the Defense Data
Integrity Board which shall either approve or disapprove
proposals on the1r merits. Any inaction based on insufficient

returned to the DON activity for any further corrective action
deemed necessary. Any disapproved proposals are returned with
the stated reasons. See also peregreph 11 gf this enclgsure-

Assistant Secretary of Defense (Legislative Affairs) and the
Office of the General Counsel, DOD. The Defense Privacy Office
prepares for the signature of the Chairman of the Board (DA&M,

OSE), the transmittal letters sent to Longress and OMB and
L
eIl

....... n ..-.‘I Naret =i .'__
ing

2 5N
the proposed ral Redister mat
b o]

f. Time restrictions on the initiation of new or altered

matchj ograms

(1) All time periods begin from the date the Chairman
of the Board signs the transmittal letters.

(2) 60 dave must elanse before the matchinag proara mav

(2) 60 days must elapse before the matching program may
become operational.

(3) The 60 day period for OMB and Congressional review
and the 30 day notice and comment period for the Matching Notice
shall run concurrently.

(=)
(Di

shall
Such requests shall cite the specific provision for which a
waiver is being requested with full justification showing the
reasons and the adverse consequences 1f a walver 1s not granted.

[ P A U . S -2 TNA - emde 2 erd A TALAY b < -
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may presume OMB and Congressicnal concurrence if the 60 day
review period has run without comment from any reviewer outside
the DOD. Under no circumstances shall the matching program be

implemented before 30 days have elapsed after publication of the
matching notice in the Federal Register. This period cannot be
waived.
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Be it enacted by the Senate and House of Representatlves f the

United Sstates of America in Congress assembled, that this Act may

be cited as the "Privacy Act of 1974."

S8ECTION 2

(a) The Congress finds that --

(1)  the privacy of an individual is directly affected by

the collection, maintenance, use, and dissemination of
personal 1nformation by Federal agencies;

(2) the increasing use of computers and sophisticated
information technology, while essential to the
efficient operatlons of the Government has greatly
magnified the harm to individual prlvacy that can
occur from any collection, maintenance, use, or
dissemination of personal information;

(3) the opportunities for an individual to secure
employment, insurance, and credit, and his right to
due process, and other legal protections are

7
endangered by the misuse of certain information
cevcetame
91 -2 Sl '
(4) the right to privacy is a personal and fundamental

men
right protected by the Constitution of the United
States; and

(5) in order to protect the privacy of individuals
identified in information systems maintained by
Federal agencies, it is necessary and proper for the
Congress to regulate the collection, maintenance,; use,
and dissemination of information by such agencies.

The purpose of this Act is to provide certain safeguards for

an individual against an invasion of personal privacy by

requiring Federal agencies, except as otherwise provided by
law, to --

(1) permit an individual to determine what records

Enclosure (19)



SECNAVINST 5211.5D

an it 1992

1§ IVh wWew —

(2)

(3)

(4)

(5)

—
o
N

S8ECTION 3

Title 5,

IInited States Co
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him are collected, maintained, used, or
________ e Y
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pertaining to
d such agencies;
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permit an individual to prevent records pertaining to
him obtained by such agencies for a particular purpose
from being used or made available for another purpose
without his consent;

permit an individual to gain access to information
pertaining to him in Federal agency records, to have a
copy made of all or any ngrtign thereof, and to

collect, maintain, use, or disseminate any record of
1dent1f1able personal information in a manner that

a2

assures that such action i
purpose, that the informat

for its intended use, and that adequate safeguards are
provided to prevent misuse of such information;

for a necessary and law
n o r
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L
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is current and accurat
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permit exemptions from such requlrements with respect
to records prov1ded in this Act only in those cases
where there is an important public policy need for

arm Aan

an arminad hue

.
en determined by specific ~—
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.
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be subject to civil suit for any damages which occur
as a result of willful or intentional action which
violates any individual's rights under this Act.

de, ;s amended by adding after section
tion

552a. Records maintained on individuals

(a) DEFINITIONSB

For purposes of this section --

(1)

(2)

the term "agency" means agency as defined in section
552 (e) of this title;

the term "individual" means a citizen of the United
States or an alien lawfully admitted for permanent
residence;
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(3)
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(5)

(6)

(7)
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ludes maintain, collect,
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the term “maintain% inc
or

the term "record" means any item, collection, or
grouping of information about an individual that is
aintained by an agency, including, but not limited
o, his education, financial transactions, medical

m
t
history, and criminal or employment history and that
c
i

ontains his name, or the identifying number, symbol,
r other identifying particular assigned to the
individual, such as a finger or voice print or a
photograph;

the term "system of records" means a group of any

records under the control of any agency from which
information is retrieved by the name of the ind
or by some identifying number, symbol, or other

identifving particular assigned to the individual;
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the term "statistical record" means a record in a
system of records maintained for statistical research
or reportlng purposes only and not used in whole or in
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part in making any determin
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$erd 322
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13;

a
a
u

the term "routine use" means, with respect to the
disclosure of a record, the use of such record for a
purpose which is compatible with the purpose for which
it was collected;

he term "matching program" --
e A NS AMGA \.vll‘.llj rﬁ -’-. - e
() means any computerized comparison of --

(1) two or more automated systems of records
or a system of records with non-Federal
records for the purpose of --

(1) establishing or verifying the

eligibility of, or contlnulng
compliance withAstatutory and
regulatory requirements by,

applicants for, recipients or
beneficiaries of, participants
in, or providers of services with

Enclosure (19)
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(B)

(ii)

respect to, cash or in-kind
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(II) recouning pavments or delincuent

debts under such Federal benefit
programs, or

two or more automated Federal personnel
or payroll systems of records or a
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but does not include --
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(1v)

matches performed to produce aggregate
statistical data without any personal
identifiers;

to make decisions concerning the rights,
benefits, or privileges of specific
individuals;
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principal function any activity

criminal laws, subsequent to the
initiation of a specific criminal or
civil law enforcement investigation of a
named person or persons for the purpose

ga

A

thering
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f ga jidence against such
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matches of tax information --

(1)

(TTY fAay nmnairnncac nf +av
administration as defined in

section 6103 (b) (4) of such Code;

(III) for the purpose of intercepting a
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the term
contractor thereof' receiving records contained in a
system of records from a source agency for use in a
matching program;

~
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(IV) for the purpose of intercepting a
tax refund due an individual
under any other tax refund
1ntercept program authorized ny
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+ to contain
cation, notice, and hearing
requlrements that are substan-
tially similar to the procedures
in section 1137 of the Social
Security Act;

(1) using records predominantly

si
relating to Federal personnel,

that are performed for routine
administrative purposes (subject

(IT) conducted by an agency using only
records from systems of records
maintained by that agency;

if the purpose of the match is not to
take any adverse financial, personnel,
disciplinary, or other adverse action
against Federal personnel; or

matches performed for foreign
counterintelligence purposes or to
produce background checks for security
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"rec)nlent agency" means any agency, oOr
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the term "non-Federal agency" means any State or local
government, or agency thereof, which receives records
contained in a system of records from a source agency

Lo camm-

for use in a munbn;ng program;

the term ""source aannnv" means any agency w o)

--------- d - AL 4 WAl A waa

discloses records contained in a system of records to
be used in a matching program, or any State or local
government, or agency thereof, which discloses records

to be used in a matching program;
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program® means a
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Government. Drovidina cash or in-kind a
the form of payments, grants, loans, or 1
guarantees to individuals; and
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employees
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under any retirement proqram of the Government of t
United States (including survivor benefits).

(b) CONDITIONS OF DISCLOSURE
Nc agency shall disclcse any record which is contained in a
system of records by any means of communication to any
person. or to another agency, except pursuant to a written

reques
indivi

t by, or with the prior written consent of, the
dual to whom the record pertains, unless disclosure of

the record would be--

(1)

(2)
(3)

o~
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Enclosure (

to those oifificers and employees of the agency which
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the performance of their dutiesg;

required under section 552 of this title;

for a routine use as defined in subsection (a)(7) of
this section and described under subsection (e) (4) (D)
of this section;

to the Bureau of the Censue for purposes of planning
or carrying out a census or survey or related activity

19)
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(12)
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pursuant to the provisions of titie 13;
to a recipient who has provided the agency with
advance adequate written assurance that the record

will be used solely as a statistical research or
reporting record, and the record is to be transferred
i

in a form that is not individually identifiable;

to the National Archives of the United States as a
record which has sufficient historical or other value
to warrant its continued preservation by the United
States Government; or for evaluation by the Archivist
of the United States or his designee to determine
whether the record has such value;

agency or to an instrumentality of any
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has made a written fe-*esf to the agency which
maintains the record specifying the particular portion
desired and the law enforcement activity for which the

record is sought;

to a person pursuant to a showing of compelling
circumstances affecting the health or safety of an
individual if upon such disclosure notification is
transmitted to the last known address of such
individual;

to either House of Congress, or, to the extent of
matter within its jurisdiction, any committee or
subcommittee thereof, any joint committee of Congress
or subcommittee of any such joint committee;

to the Comptroller General, or any of his
authorized representatives, in the course of
the performance of the duties of the General
Accounting Office;

to a consumer reporting agency in accordance
with section 3711(f) of title 31.

Enclosure (19)
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.
system of records under its

except for disclosures made under subsections (b) (1) or
(b) (2) of this section, keep an accurate accounting
of --

~~
-
O ct

(B) the name and address of the person or agency to
whom the disclosure is made;
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except for disclosures made under subsection (b)(7) of
this section, make the accounting made under paragraph
(1) of this subsection available to the individual

named ln the record at ﬂlS requesr., anua

nform a rso
r notat of disnute made bv the aqencv in accordance
with subsection (d) of this section of any record that
has been disclosed to the person or agency if an

accounting of the disclosure was made.
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s a system of records shall --

upon request by any individual to gain access to his

record or to any information pertaining to him which is
contained in the system, permit him and upon his
request a person of his own cn0051ng to accompa

ng dlscu551on of that
n the accompanying person's
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(2)
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(4)

permit the individual to request amendment of a record
pertaining to him and --

(A) not later than 10 days (excluding Saturdays,
Sundays, and legal public holidays) after the
date of receipt of such request; acknowledge in
writing such receipt; and

(B) promptly, either --

{i) make any correction of any portion
therecf which the individual believes is
not accurate; relevant, timely, or
complete; or

(ii) inform the individual of its refusal to

amend the record in accordance with his
request, the reason for the refusal, the
procedures established by the agency for

Vot = a £
the individual to reqdesu a review of

that refusal by the head of the agency or
an officer designated b_ the head of the
agency, and the name and business address
of that official;

who disagrees wi
is record to regu
such refusal and not later than 30 days (excludin
Saturdays, Sundays, and legal public holidays) from
date on which the individual requests such review,
complete such review and make a final determination
unless, for good cause shown, the head of the agency
extends such 30-day period; and if, after his review,

ha »arriarvrineg AFFI~ALal al s wmaf
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wne reviewing official also refuses to amend the recorad
in accordance with the request, permit the individual
to file with the agency a concise statement setting

of the agency, and notify the individual of the
prov151ons for Jud1c1a1 rev1ew of the rev1ew1ng

- 2 — A 2 _a —
r

al's determination under subsection (g) (1) (A)
ec n;

in any disclosure, containing information about which
the individual has filed a statement of disagreement,
occurring after the filing of the statement under
paragraph (3) of this subsectlon, clearly note any

portion of the record which is disputed and provide
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copies of the statement and, if the agency deems it
approprlate, copies of a concise scatement of the
reasons of the agency for not making the amendments

requested, to persons or other agencies to whom the
disputed record has been disclosed; and

(5) nothing in this section shall allow an individual
access to any information compiled in reasonable
anticipation of a civil action or proceeding.
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Each agency that maintains a system of records shall --

(1) maintain in its records only such information about an
individual as is relevant and necessary to accomplish a

purpose of the agency required to be accomplished by
statute or by executive order of the President;

o~
N
~

collect information to the greatest extent practicable
directly from the subject individual when the
information may result in adverse determinations about
an individual's rights, benefits, and privileges under
Federal programs;

(3) inform each individual whom it asks to supply
information, on the form which it uses to collect the
information or on a separate form that can be retained
by the individual --

(A) the authority (whether granted by statute, or by
executive order of the President) which
authorizes the solicitation of the information
and whether the disclosure of such information is

mandatory or voluntary;

(B) the principal purpose or purposes for which the
information is intended to be used;

(C) the routine uses which may be made of the
information, as gnh'l*lehnri pursuant to paragraph
(4) (D) of this subsection; and

(D) the effects on him, if any, of not providing all
or any part of the requested information;

a

(4) subject to the provisions of paragraph (ii) of this
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(6)
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subsection, publish in the Federal Register upon
establishment or revision a notice of the existence and
character of the system of records, which notice shall
include --
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the categories of individuals on whom records are
maintained in the system;
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each routine use of the records maintained in the

system, including the categories of users and the
purpose of such use;

(E) the policies and practices of the agency
regarding storage, retrievability, access
controls, retention, and disposal of the records;

(F) the title and business address of the agency
official who is responsible for the system of

records;

(G) the agency procedures whereby an individual can
be notified at his request if the systenm of
records contains a record pertaining to him;

(H) the agency procedures whereby an individual can
be notified at his request how he can gain access
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maintain all records which are used by the agency in
making any determination about any individual with such
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accuracy, relevance, timeliness, and completeness as is
reasonably necessary to assure fairness to the
individual in the determination;

prior to disseminating any record about an individual
to any person other than an agency, unless the
dissemination is made pursuant to subsection (b) (2) of

Enclosure (19)
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this section, make reasonable efforts to assure that
such records are accurate, complete, timely, and
relevant for agency purposes;

(7) maintain no record describing how any individual
AvAr~ntions wiahdbo miavmamdand ler Sha 1 emcmd Rwmasm e awmd
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unless expressly authorized by statute or by the

1nd1v1dual about whom the record is malntalned or
unless pertinent to and within the scope of an
authorized law enforcement activity;

(8) make reasonable efforts to serve notice on an
individual when any record on such individual is made
available to any person under compulsory legal process

when such process becomes a matter of nnh11r record;
(9) establish rules of conduct for persons involved in the
design, development, operation, or maintenance of any
system of records, or in maintaining any record, and

instruct each person with respect to such rules and the
variitmamAandtes AF Fhia mandiAn TmaYirA I amir mAdlhaw wir)l A~
LC'-‘U.LL SuCcIIVo VL “ild O :c\-\.;uu, J.ll\.f.l.uu.l.ll\d ﬂllx VLliTL LULTDO
and procedures adopted pursuant to this section and the
penalties for noncompliance;

(10) establish appropriate administrative, technical, and
physical safeguards to insure the security and
confidentiality of records and to protect against any
anticipated threats or hazards to their security or

integrity which could result in substantial harm,
embarrassment, inconvenience; or unfairness to any
individual on whom information is maintained;

(11) at least 30 days prlor to publlcatlon of 1nformat10n

the Federal Register notice of any new use or intended
use of the information in the system, and provide an
opportunlty for interested persons to submlt written

data, views, or arguments to the agency; and

(12) if such agency is a recipient agency or a source agency
in a matching program with a non-Federal agency, with
respect to any establishment or revision of a matching

N A ™am adt Taact+ 2N Aavie m¥»imAa» A ~AAanAnn~at-ine cnnrh

y& \JSL “lll' A A D - \J \Aﬂ! - tl.l. AT A S\ N \JiINA AN h.Lll\, 2 \Ui\rid
program, publish in the Federal Register notice of such
establlshment or revision.

(£f) AGENCY RULES
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In order to carry out the prov151ons of this section, each
agency that maintains a system of records shall promulgate
rules, in accordance with the requirements (including general

notice) of section 553 of this title, which shall--

(1) establish procedures whereby an individual can be
notified in response to his request if any system of
records named by the individual contains a record
pertaining to him;

{2) define reascnable times, places, and requirements for
identifying an individual who requests his record or

information pertaining to him before the agency shall
make the record or information available to the
individual;
(3) establish procedures for the disclosure to an
individual upon his request of his record or
ormation pertaining to him, including special
cedure, if deemed necessary, for the disclosure to
an individual of medical records, including
psychological records, pertaining to him;
(4) establish procedures for revie
individual CGﬁCérﬁlﬁg the amendment of a
information pertaining to the individual, for making a
determination on the request, for an appeal within the
agency of an initial adverse agency determination, and
for whatever additional means may be necessary for each
individual to be able to exercise fully his rights
under this section; and
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(5) establish fees to be charged, if any, to any individual
for making copies of his record, excluding the cost of
any search for and review of the record.

The office of the Federal Register shall biennially compile
and publlsh the rules promulgated under this subsection and
Py £ ~\N AN AF e

agency notices punllsnea under subsection (eéj{4) O Tnis
section in a form available to the public at low cost.

CIVIL REMEDIES

(1) Whenever any agency --

Enclosure (19)



in accordance with his request, or fails to make
such review in conformity with that subsection;

(B) refuses to comply with an individual request
under (d) (1) of this section;

(C) fails to maintain any record concerning any
individual with such accuracy, relevance,

timeliness, and completeness as is necessary to
assure fairness in any determination relating to
the gqualifications, character, rights, or
opportunities of, or beneﬁits to the individual

consequently a determination is made which is
adverse to the individual; or

(D) fails to comply with any other provision of this
section, or any rule promulgated thereunder, in
such a way as to have an adverse effect on an
individual,

the individual may bring a civil action against the

agency, and the dlstrlct courts of the Unlted States
uris

f th

In any suit brought under the provisions of
subsection (g)(l)(A) of this sectlon, the court
may order the agency to amend the individual's
record in accordance with his request or in such
other way as the court may direct. 1In such case
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the court shall determine the matter de novo.
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The court may assess against the United States
reasonable attorney fees and other litigation
costs reasonably incurred in any case under this
paragraph in which the complainant has

substantially prevailed.
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(3) (A) In any suit brought under the provisions of
subsection {a\{1\!R\ of this qphf1nnt the court
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may enjoin the agency from wlthholdlng the

records and order the production to the

complainant of any agency records improperly

w1thhe1d from h1m. In such a case the court
matter de novo, and may

3 of any agency records in
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portion thereof may be withheld unaer any of
exempclons set forth in subsection {k) of thi

section, and the burden is on the agency to

(B) The court may assess against the United States
reasonable attorney fees and other litigation
costs reasonably incurred in any case under this

paragrapn in which the complainant has

cmde 22V Var smesmeead lad

substantiail 1Y PLEvadliliSu.

In any suit brought under the provisions of subsection
(qg) (1) (C) or (D) of this section in which the court
determines that the agency acted in a manner which was
intentional or willful, the United States shall be
liable to the individual in an amount equal to the sum
of --

(A) actual damages sustained by the individual as a
result of the refusal or failure, but in no case
shall a person entitled to recovery receive less
than the sum of $1,000; and

(B) the costs of the action together with reasonable
attorney fees as determined by the court.

An action to enforce any liability created under this
section may be brought in the district court of the
United States in the district in which the complainant

resides, or has his principal place of business, or in

which the agency records are situated, or in the
District of Columbia, without regard tc the amount in
controversy, within two years from the date on which

the cause of action arises, except that where any
agency has materially and willfully misrepresented any
information required under this section to be disclosed
to an individual and the information so misrepresented
is material to establishment of the liability of the

e mam ey A Al o 2..32..2 3.2 ssmdaw &l\ls snn‘-{ + arsrtia

agency tTO tneée l1ndaiviauaili unaer u eCtiln, the action
may be brought at any time within two years after
discovery by the indiv iqggl of the misrenresentation.

the result of a disclosure of a record prior to the
effective date of this section.

Enclosure (19)
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(h) RIGHTS8 OF LEGAL GUARDIANS

For the purpose of this section, the parent of any minor, or
the legal guardian of any individual who has been declared to

be incompetent due to physical or mental incapacity or age by

a court of competent jurisdiction, may act on behalf of the
individual.

(i) CRIMINAL PENALTIES

(1) Any officer or employee of an agency, who by virtue of

.
his employment or official position, has possession of,

or access to, agency records which contain 1nd1v1dua11y
identifiable information the disclosure of which is
prohibited by this section or by rules or regulations
established thereunder, and who knowing that disclosure
of the specific material is so prohibited, willfully
discloses the material in any manner to any person or
ey . £

agency not entitled to receive it, shall be guilty of a
misdemeanor and fined not more than $5,000.

(2) Any officer or employee of any agency who willfully
maintains a system of records w1thout meeting the
notice requ

thap
=

(3) Any person who knowingly and willfully requests or
obtains any record concerning an 1nd1v1dual from an
agency under false pretenses shall be guilty of a

misdemeanor and fined not more than $5,000.
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The head of any agency may promulgate rules, in accordance
with the requlrements (1nclud1ng general notice) of sections
553(b) (1), (2), and (3), (c), and (e) of this title, to
exempt any system of records within the agency from any part
of this section except subsections (b), (c)(1), and (2),

( %) (A) ‘-"10‘19" (F), (e)(8), (7), (9), (10), and (11), and
(i

)
) if the system of records is --
(1) maintained‘by the Central Intelligence Agency; or

- @

(2) maintained by an agency or component thereof which
performs as its pr1n01pa1 function any act1v1ty

percalnlng to the enforcement of criminal laws,

16
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including police efforts to prevent, control, or reduce
crime or to apprehend crlmlnals, and the activ1t1es of

prosecutors, courts, correctional probation, pardon, or
parole authorities, and which consists of --

(A) information compiled for the purpose of
identifying individual criminal offenders and

alleged offenders and consisting only of
identifying data and notations of arrests, the
nature and dlsp051tlon of criminal charges,

R 1

sentenc1ng con rlnemem:, release, paroie and

he purpose of a
including reports of
tions, and associated

® ]
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At the time rules are adopted under this subsection, the
agency shall include in the statement required under section
553(c) of this title, the reasons why the system of records

is to be exempted from a provision of this section.

SPECIPIC EXEMPTIONS

The head of any agency may promulgate rules, in accordance
with the requirements (including general notice) £
553(b)(1), (2), and (3), (C), and (e) of
exempt any system of records within th

subsections (c) (3), (d), (e) (1),
(f) of this section if the system of r
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(1) subject to the provisions of section 552(b) (1) of this

title;

(2) investigatory material compiled for law enforcement
purposes, other than material within the scope of
subsection (j)(2) of this section: provided, however,

that if any individual is denied any right, privxlege,
or benefit that he would otherwise be entitled by
Federal law, or for which he would otherwise be
eligible, as a result of the maintenance of such
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material, such material shall be provided to such
1nalv1aua1, except to the extent that the disclosure of
such material would reveal the 1aent1ty of a source who
furnished information to the Government under an
express nromlse that the ldentltv of the source woul
be held in confidence, or, prior to the effective da
of this section, under an implied promise that the

identity of the source would be held in confidence;
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required by statute to be maintained and used solely as
statistical records;

anesCLgatory mat
of determining su
qualifications fo
military service, Federal contr,
classified information, but only to the extent that the
disclosure of such material would reveal the identity
of a source who furnished information to the Government
under an express promlse tnat the identity of the
source would be held in confidence, or, prior to the
effective date of this section, under an implied
promise that the identity of the source would be held

in confidence;
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testing or examination material used solely to
determin d1v1dua1 qualif catlons for app01ntment or
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evaluation material used to determine potential for
promotion in the armed services, but only to the extent
that the disclosure of such material would reveal the
identity of a source who furnished information to the
Government under an express promlse that the 1dent1ty

of the source would be held in "“nfldcuuc, or, p
the effective date of this section, under an imp
promlse that the identity of the source would be
in confidence.

under this subsectlon, the
ement required under section
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553(c) of this title, the reasons why the system of records
is to be exempted from a provision of this section.
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AKLnivau

N

(2)

(3)

ach agency record which is accepted by the Archivist
of the United States for storage, processing, and
servicing in accordance with section 3103 of title 44

shall, for the purposes of this section, be considered

Itli

- 2 A

to be maintained by the agency which deposited the
record and shall be subject to the provisions of this
section. The Archivist of the United States shall not
disclose the record except to the agency which
maintains the record, or under rules established by
that agency which are not inconsistent with the
provisions of this section.

Each agency record pertaining to an identifiable
individual which was transferred to the National
Archives of the United States as a record which has
sufficient historical or other value to warrant its
continued preservation by the United States Government,

prior to the effective date of this section, shall, for
the purposes of this section be considered to be

maintained by the National Archives and shall not be
subject to the provisions of this section, except that

a statement generally describing such records (modele
after the requirements relating to records subject to
subsections (e) (4) (A) through (G) of this section)
shall be published in the Federal Register.

Each agency record pertaining to an identifiable
individual which is transferred to the National
Archives of the United States as a record which has
sufficient historical or other value to warrant its
continued preservation by the United States Government,
on or after the effective date of this section, shall
be considered to be maintained by the National Archives

and shall be exempt from the requlrements of this
section except subsections (e) (4) (A) through (G) and
(e) (9) of this section.

GOVERNMENT CONTRACTORS

(1) When an agency provides by a contract for the operation
by or on behalf of the agency of a system of records to
accomplish an agency function, the agency shall,

Enclosure (19)
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consistent with its authority, cause the requirements
of this section to be applied to such system. For
purposes of subsection (i) of this section any such
contractor and any employee of such contractor, if such
contract is agreed to on or after the effective date of
this section, shall be considered to be an employee of
an agency.

(2) A consumer reporting agency to which a record is
disclosed under section 3711(f) of title 31 shall not
be considered a contractor for purposes of this
section. :

(n) MAILING LISTS

An individual's name and address may not be sold or rented by
an agency unless such action is specifically authorized by
law. This provision shall not be construed to require the
withholding of names and addresses otherwise permitted to be
made public.

(o) MATCHING AGREEMENTS

(1) No record which is contained in a system of records may
be disclosed to a recipient agency or non-Federal
agency for use in a computer matching program except
pursuant to a written agreement between the source
agency and the recipient agency or non-Federal agency
specifying --

(a) the purpose and legal authority for conducting
the program;

(B) the justification for the program and the
anticipated results, including a specific
estimate of any savings;

(C) a description of the records that will be
matched, including each data element that will be
used, the approximate number of records that will
be matched, and the projected starting and
completion dates of the matching program;

(D) procedures for providing individualized notice at
the time of application, and notice periodically
thereafter as directed by the Data Integrity
Board of such agency (subject to guidance

Enclosure (19)
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provided by the Director of the Office of
Management and Budget pursuant to subsection
(v)), to —-

(i) applicants for and recipients of
financial assistance or payments under
Federal benefit programs, and

(ii) applicants for and holders of positions
as Federal personnel, that any
information provided by such applicants,
recipients, holders, and individuals may
be subject to verification through
matching programs;

procedures for verifying information produced in
such matching program as required by subsection

(p):

procedures for the retention and timely
destruction of identifiable records created by a
recipient agency or non-Federal agency in such
matching program;

procedures for ensuring the administrative,
technical, and physical security of the records
matched and the results of such programs;

prohibitions on duplication and redisclosure of
records provided by the source agency within or
outside the recipient agency or the non-Federal
agency, except where required by law or essential
to the conduct of the matching program;

procedures governing the use by a recipient
agency or non-Federal agency of records provided
in a matching program by a source agency,
including procedures governing return of the
records to the source agency or destruction of
records used in such program;

information on assessments that have been made on
the accuracy of the records that will be used in
such matching program; and

that the Comptroller General may have access to
all records of a recipient agency or non-Federal

Enclosure (19)
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(2)

(a)

(B)

(€)

(D)

agency that the Comptroller General deems
necessary in order to monitor or verify
compliance with the agreement.

A copy of each agreement entered into pursuant to
paragraph (1) shall --

(1) be transmitted to the Committee on
Governmental Affairs of the Senate and
the Committee on Government Operations of
the House of Representatives; and

(ii) be available upon request to the public.

No such agreement shall be effective until 30
days after the date on which such a copy is
transmitted pursuant to subparagraph (A) (i).

Such an agreement shall remain in effect only for
such period, not to exceed 18 months, as the Data
Integrity Board of the agency determines is
appropriate in light of the purposes, and length
of time necessary for the conduct, of the
matching program.

Within 3 months prior to the expiration of such
an agreement pursuant to subparagraph (C), the
Data Integrity Board of the agency may, without
additional review, renew the matching agreement
for a current, ongoing matching program for not
more than one additional year if --

(i) such program will be conducted without
) any change; and

(ii) each party to the agreement certifies to
the Board in writing that the program has
been conducted in compliance with the
agreement.

(P) VERIFICATION AND OPPORTUNITY TO CONTEST FPINDINGS

(1)

In order to protect any individual whose records are
used in a matching program, no recipient agency,
non-Federal agency, or source agency may suspend,
terminate, reduce, or make a final denial of any
financial assistance or payment under a Federal benefit

Enclosure (19)
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program to such individual, or take other adverse
action against such individual, as a result of
information produced by such matching program, until--

(A) (1) the agency has independently verified the
information; or

(11) the Data Integrity Board of the agency,
or in the case of a non-Federal agency
the Data Integrity Board of the source
agency, determines in accordance with
guidance issued by the Director of the
Office of Management and Budget that --

(1) the information is limited to
identification and amount of
benefits paid by the source agency
under a Federal benefit program;
and

(II) there is a high degree of
confidence that the information
provided to the recipient agency
is accurate;

(B) the individual receives a notice from the agency
containing a statement of its findings and
informing the individual of the opportunity to
contest such findings; and

(C) (1) the expiration of any time period
established for the program by statute or
regulation for the individual to respond
to that notice; or

(i1) in the case of a program for which no
time period is established, the end of
the 30-day period beginning on the date
on which notice under subparagraph (B) is
mailed or otherwise provided to the
individual.

Independent verification referred to in paragraph (1)
requires investigation and confirmation of specific
information relating to an individual that is used as a
basis for an adverse action against the individual,

Enclosure (19)
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including, where applicable, investigation and

confirmation of --

(R) the amount of any asset or income involved;

(B) whether such individual actually has or had
access to such asset or income for such
individualis own use; and

(C) the period or periods when the individual
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(3) Notwithstanding paragraph (1), an agency may take any
appropriate action otherwise prohibited by such
paragraph if the agency determines that the public

cm Emdcs = en o dermsrge Ter affarmtad Ar

health or public safety may pe aaverseiy &aiieCi&a oI
significantly threatened during any notice period
required by such paragraph.

BANCTIONS

(1) Notwithstanding any other provision of law, no source

agency may disclose any record which is contained in a
system of records to a recipient agency of non-Federal

ng program if such source agency has
a

't the requirements of subsection

(2) No source agenc
u

) the recipient agency or non-Federal agency has
certified that it has complied with the
provisions of that agreement; and

change in a system of records or a matching pro
provide adequate advance notice of any such p

duplicate) to the Committee on Government Ope $
House of Representatives, the Committee on Governmenta
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Buaget 1n oraer to permit an evalu aticn of the probabie
effect of such proposal on the privacy or other rights of

individunale

AR V AR WA - &

BIENNIAL REPORT

The President shall biennially submit to the Speaker of the
House of Representatives and the President pro tempore of the
Senate a report --

(1) describing the actions of the Director of Management

and Budget pursuant to section 6 of the Privacy Act of
1974 during the preceding 2 years;

(2) describing the exercise of individual rights of access
and amendment under this section during such years;

(3) identifying changes in or additions to systems of
records;

(4) containing other such information concerning

administration of this section as may be necessary or
useful to the Congress in reviewing the effectiveness
o~ smusde A visremriAaman AF A

:
ing GOuUT Tne purpdses oI wiae

- o e VAW

EFFECT OF OTHER LAWS
Relationship of the Privacy Act to the Freedom of Information
Act.

(1) No agency shall rely on any exemption contained in
section 552 of this title to withhold from an
individual any record which is otherwise accessible to
such individual under the provisions of this section.

(2) No agency shall rely on any exemption in this section

e e delale VA Lamman - am [ IRt BN gy BN PRI T R W R

CO Wiovnnoid 1rom an inaiviqauaui any recoru wnicn 18
nthoarwicoe arcaceihla +A ench individnal nmnmdas +ha
Al VY b e A W W e P 0T e B e W DML ALINAA VYV ANAiUG LA WMilAG A Wil
provisions of section 552 of this title.

DATA INTEGRITY BOARDS

(1) Every agency conducting or participating in a matching

PIogram shall establish a Data incegrlty Board to
oversee and coordinate among the various components of

Enclosure (19)
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such agency the agency's implementation of this
section.

(2) Each Data Integrity Board shall consist of senior
officials desiagnated by the head of the agency, and

gerE v ae=CS

shall include any senlor official designated by the
head of the agency as responsible for implementation of
this section, and the inspector general of the agency,
if any. The inspector general shall not serve as

-__a o ____2a__. w_ ___2

chairman of the Data Integrity Board.
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(A) shall review, approve, and maintain all written
agreements for receipt or disclosure of agency
records for matching programs to ensure
compliance with subsection (0), and all relevant
statutes, regulations, and guidelines;

a
agency has participated during
as a source agency or recipient agency, determine
compliance with applicable laws, regulations, and
agency agreements, and assess the cost and
benefits of such programs;

(B) shall review all

rams in which the

the year, either

n
(o

tching prog
& = -
ng

(C) shall review all recurring matching programs in
which the agency has participated during the
year, either as a source agency or recipient
agency, for continued justification for such

disclosures;
=la11 mmmmemntTa Aam awmsessa PO Ry R vl 3 o~ oo

(D) Sliail Lompiliie an ail iual chuxt, which shall be
submitted to the head of the agency and the

Office of Management and Budget and made
available to the public on request, describing
the matching activities of the agency,
including--
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) ma\.l...uli‘lg Programs in wnicn uone
participated as a source agency
recipient agency;

(

(11) matching agreements proposed under
subsection (o) that were disapproved by
the Board;
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(iii) any changes in the membership or
structure of the Board in the preceding
year;

(iv) the reasons for any waiver of the
a1l vramant 1n nmarammrarnh 4A)Y AfFf +hia
Lc\’uLL SlCll W FYe Y yﬂ& ﬂg& utlll ‘ e 4 ’ A Wil d O
section for completion and submission of
a cost-benefit ana1y51s prior to the
approval of a matching program;

(V) any violations of matching agreements
that have been alleged or identified and
any corrective action taken; and

(vi) any other information required by the

Director of the Office of Management and
Budget to be included in such report;

shall serve as a clearinghouse for receiving and
providing information on the accuracy,
comnleteanacce and raliahili+tu Af rarcrarde nead in
vvllly&c\-c.lvwc, CALANA Ao hAUUMNA LA \'1 A Ao o W W A AP " ad e A i
matching programs;

shall provide interpretation and guidance to
agency components and personnel on the
requirements of this section for matching
programs;

shall review agency recordkeeping and disposal
policies and practices for matching programs to
assure compliance with this section; and
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Except as provided in subparagraphs (B) and (C),
a Data Integrity Board shall not approve any
written agreement for a matching program unless
the agency has completed and submitted to such
Board a cost-benefit analysis of the proposed
program and such analy51s demonstrates that the
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The Board may waive the requirements of

subparagraph (A) of this paragraph if it
determines in writing, in accordance with
guidelines prescribed by the Director of the

Enclosure (195)
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Enclosure (19)

Office of Management and Budget, that a
cost-benefit analysis is not required.

A cost-benefit analysis shall not be required
under subparagraph (A) prior to the initial
approval of a written agreement for a matching

uuuuuuu mmam~t €3 ~aT T vnnc\\'vnﬂ iy mbadirdka
program that is SpeCiriCaiiy reguired oy scacuxe.

Any gnhnoqnonf written agreement for such a
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program shall not be approved by the Data
Integrity Board unless the agency has submitted a
cost-benefit analysis of the program as conducted

under the preceding approval of such agreement.

S appr

o0 such an agreement
the Director of the

Office of Management and Budqet. Timely notice

of the filing of such an appeal shall be provided

by the Director of the Office of Management and

Budget to the Committee on Governmental Affairs

P O N - i U R B T P N U L 1 7 S VO P PuY
of the Senate and the Committee on Government
Operations of the House of Representatives.

The Director of the Office of Management and
Budget may approve a matching agreement
notwithstanding the disapproval of a Data
Integrity Board if the Director determines that--

(1) the matching program will be consistent
with all applicable legal, regulatory,

and policy requirements;

(ii) there is adequate evidence that the
matching agreement will be
cost-effective; and

(iii1) the matching nroaram is in the oublic
(111) the matching program 1is 1in the public
interest.

The decision of the Director to approve a )
matching agreement shall not take effect until 30
days after it is reported to committees described
in subparagraph (A).

If the Data Integrity Board and the Director of

the Office of Management and Budget disapprove a
matching program proposed by the inspector

N
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general of an agency, the inspector general may
report the disapproval to the head of the agency
and to the Congress.
The Director of the Office of Management and Budget
shall, annually during the first 3 years after the date
of nnnnfmonf of this subsection and biennially

thereafter, consolidate in a report to the Congress the
information contained in the reports frca the various
Data Integrity Boards under paragraph (3) (D). Such
report shall include detailed information about costs
and benefits of matching programs that are conducted

AAAAAAAAAAAAAAAAAAAA

aurlng the per;ou covered uy such consclidated Lcyuxt,

and shall identify each waiver granted by a Data

Integrity Board of the requirement for completion and
submission of a cost-benefit analysis and the reasons
for granting the waiver.

In the reports required by paragraphs (3) (D) and (&),
agency matching activities that are not matching

programs may be repocrted on an aggregatm bagis, if and
g law
H
iga

enforcement or counterlntelllgence invest gations.

to the extent necessary to nrotect onaorn

OFFICE OF MANAGEMENT AND BUDGET RESPONSIBILITIES

-n - A L

The Director of the Office of Management and Budget shalli--

(1)

(2)

(1)

(2)

develop and, after notice and opportunity for public
comment, prescribe guidelines and regulations for the
use of agencies in implementing the provisions of this
section; and

provide continuing assistance to and overs1ght of the
implementation of this section by agencies.
[Repealed]

It shall be unlawful for any Federal, state, or 1oca1
government agency to deny to any individual any right,

benefit, or privilege provided by law because of such
lnd1v1dual's refusal to disclose his social securltv

account number.

the provisions of paragraph (1) of this subsection
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