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1. Purpose. To delineate Departnent of the Navy (DON) policy
and responsibilities for inplementing Critical Infrastructure
Protection (ClIP)

2. Scope. This directive applies to the Ofices of the
Secretary of the Navy, the Chief of Naval Operations (CNO, the
Commandant of the Marine Corps (CMC), and all Navy and Marine
Corps activities, installations, conmands, units, and personnel.

3. Definitions. Accepted CIP termnology is provided in
encl osure (1).

4. Background. Reference (a) outlines our national intent to
identify and protect our critical infrastructures. Reference

(b) is the Departnent of Defense (DoD) plan for protection of

the Defense Infrastructure (DI).

The Under Secretary of the Navy, by a 26 August 1999 nmenorandum
“.in order to provide a conprehensive approach to protecting the
Departnment’s critical infrastructures..” appointed the DON Chi ef
Information Officer (CIO the DON Critical Infrastructure
Assurance O ficer (CIAO. Because “Protection of both our

physi cal and cyber infrastructures is an enornous task that wll
require the active collaboration and participation of
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organi zati ons throughout our enterprise..,” the nmenorandum
further established the DON Critical Infrastructure Protection
(A P) Council (enclosure (2)), and pronpted the creation of a
DON CI P Working Goup (enclosure (3)) to directly relate to the
DOD CI P organi zation created by reference (b). The tasking of
these new entities was “.to neet the requirenents of the
National Plan for Information Systens Protection, the Critical
Infrastructure Protection Plan, the Critical Asset Assurance
Program and the Defense-w de I nformation Assurance Program’

5. Discussion. DoD/DON CIP is oriented to conpl enment and
ensure warfighter m ssion assurance. |t encourages
participation by all hands to identify possible vulnerabilities,
def end agai nst their possible exploitation, and if exploited,
mnimze the inpact to mssion conpletion. CIP not only
enconpasses traditional aspects of security (Anti-

Terrorisnl Force Protection, Operational Security, Physical
Security, Information and Infrastructure Assurance), but al so
shal |l be considered a critical elenent in acquisition and

oper ati ons planni ng which supports overall m ssion assurance by
linking assets to DON operations. There are six life cycle
phases — Infrastructure Anal ysis and Assessnent, Renedi ati on,

I ndi cati ons and Warning, Mtigation, Response, and
Reconstitution — that span activities that occur before, during,
and after events, which may result in infrastructure conprom se
or disruption. A key aspect of CIP is recognizing the

i nportance of DON assets and installations in supporting

Regi onal Commander and Commander-in-Chief (CINC) requirenents,
particularly CINC Operations Plans (OPLANs). Paragraph 4.8 of
reference (b) notes the unique place installations occupy in the
CIP structure, as they are the primary interface with host
nation, federal, state, and |local protection activities.

6. Policy. It is DON policy to:

a. Protect infrastructures deened critical to DON force and
mat eri el readi ness and operations in peace, crisis, and war;
mtigate the effect of their loss or disruption; and/or plan for
timely restoration or recovery.

b. Recognize that DON equi pnment, facilities, utilities,
servi ces, weapon systens, and m ssion acconplishment are highly
dependent upon non-DON assets, including national/international
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infrastructures, facilities and services of the private sector,
and ot her governnent departnents and agencies. That these
non- DON assets are often essential to the functioning of DON
assets is cause for concern and requires special attention.

c. Qoserve, report, and propose adm nistrative action
required in the protection of non-DON infrastructures and assets
whose security is primarily with the private and non-mlitary
asset owners and with local, State, and Federal |aw enforcenent
authorities; including non-United States infrastructures and
assets that are the responsibility of appropriate foreign and
national authorities for protecting.

d. Increase the awareness of the CI P programthrough
i nformati on sharing, cooperative agreenents and outreach with
the private sector, education partnerships, State and | oca
gover nnment partnershi ps, exchange of personnel, training and
education, and other efforts.

e. Determne the risk to mssion-critical systens and
processes supporting logistics and acquisition. Non-organic
infrastructures and services that serve as sol e source
producers/singl e nodes of vulnerability in delivery and
operational sustainnment of Acquisition Category | through IV
weapons systens, or any other critical acquisition prograns,
shal | be considered. Acquisition nmanagenent procedures shall be
nodi fi ed as necessary to achi eve weapon system m ssi on
assurance.

f. Use the results of the various anal yses perforned under
the CIP program such as the risk anal ysis and busi ness i npact
anal ysis, to determ ne needed funding, and to obtain managenent
approval of resources and actions for effectuating changes in
busi ness practices or procedures to protect critical
i nfrastructures/assets.

7. Action

a. The Departnent of the Navy Chief Information Oficer
(DON GO shall serve as the Departnment of the Navy Critical
Infrastructure Assurance O ficer (DON ClAO and shall:

(1) Represent the DON on the DOD Cl AO Council and
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provi de nmenbership to the DOD Critical Infrastructure Protection
| mpl enentation Staff (CIPIS).

(2) Oversee DON CIP initiatives and coordi nate
activities with the Secretariat, CNO and CMC as appropri at e;

(3) Chair the DON Critical Infrastructure Protection
Counci |l and conduct neetings as needed;

(4) Serve as the central point of contact for ClP-
rel ated issues, to include establishing and maintaining a secure
dat abase of Tier | and Il assets, renediation efforts,
programmati ¢ and budgetary expenditures for CI P, DON personnel
poi nts of contact, and |liaison with other existing ClP-related
security prograns.

(5) Assign staff nmenber(s) to coordinate the actions of
the DON CI P Wor ki ng G oup.

(6) Develop information-sharing strategies for CIP
initiatives.

(7) Develop new, or |everage existing, CIP self-
assessnment tools and provide themto asset owners.

(8) Coordinate the identification and notification of
DON Tier I and Il assets.

(9) Sponsor and provide oversight for a new Naval
I ntegrated Vul nerability Assessnment (N VA) program closely
coordinated with the existing CNO (N34) and CMC (Code PQOS)
Integrated Vulnerability Assessnent (I|VA) processes; conputer
net wor k defense assessnent capabilities resident in Fleet
I nformation Warfare Center (FIWC) and Marine Information
Technol ogy and Network Operations Center (M TNOC); non-organic
and organi c m ssion infrastructure dependenci es anal ysis and
assessment expertise resident at Joint Program O fice-Speci al
Technol ogy Count er measures (JPO STC); di saster preparedness and
continuity of operations plans assessnments and revi ews; and
ot her m ssion-focused critical infrastructure assessnent
protocols yet to be identified or defined.

(10) Ensure that DON CIP efforts support and are
integrated with DOD/Joint CIP initiatives.
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b. The Assistant Secretary of the Navy, (Research,
Devel opnent and Acqui sition) (ASN(RD&A)) shall:

(1) Serve as a nenber of the DON Cl P Council;

(2) Provide the Acquisition Community nmenber to the DON
CIP Wrking Goup, who will also serve as the DON representative
to the USD (AT&L)-led Ofice of the Secretary of Defense (OSD)
CIP Industrial Sector Wrking G oup;

(3) Work with the DON CIAO to identify, characterize,
prioritize, and renedi ate vulnerabilities to critical non-
organic infrastructures and processes nanaged by the acquisition
comunity;

(4) Review policies that may be affected by CIP
consi deration and revi se as necessary; and

(5) Require CIP consideration in contracts for weapon
systens and their contractor provided support.

c. The Assistant Secretary of the Navy (Financial
Managenent and Conptroller) (ASN(FM&C)) shall:

(1) Serve as a nenber of the DON ClI P Council;

(2) Provide the Financial Sector menber to the DON CI P
Wor ki ng Group, who will also serve as the DON representative to
the DFAS-1ed OSD CI P Fi nanci al Sector Wrking G oup;

(3) Identify and rank critical, DON owned and nanaged,
financial infrastructures;

(4) Participate in the conduct of vulnerability
assessnments of DON critical financial infrastructures and
devel op CIP sensitive procedures for renediation, mtigation,
and assurance that the m ninum essential |evel of financial
operations can be protected and nmaintai ned; and

(5 Work with the other CIP sectors, as required, in
addressing security requirenments of DON financi al
i nfrastructures.
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d. The Assistant Secretary of the Navy (Installations and
Environnent) (ASN(I&E)) shall

(1) Serve as a nenber of the DON Cl P Council;

(2) Provide the Public Wrks Sector |ead(s) to the DON
CIP Wrking Goup who will also serve as the DON representative
to the U S. Arnmy Corps of Engineers-led OSD CIP Public Wrks
Sect or Wor ki ng G oup;

(3) Make CIP an integral factor in policies directing
facilities and utilities planning, design, construction, and
mai nt enance; and

(4) Thoroughly integrate CIP in plans and policies
inplenmenting utilities privatization, strategic sourcing,
Public-Private Ventures (PPV), and sim |l ar prograns designed to
make the Departnment nore efficient, ensuring that both C P and
the efficiency programcan be inplenmented effectively.

e. The Assistant Secretary of the Navy (Manpower and
Reserve Affairs) (ASN(M&RA)) shall

(1) Serve as a nmenber of the DON CI P Council;

(2) Provide the DON Personnel Sector lead to the DON Cl P
Working G oup, who will also serve as the DON representative to
the OSD(P&R)-1ed OSD Cl P Personnel sector working group;

(3) ldentify and rank critical, DON owned and managed,
personnel managenent infrastructures; and

(4) Participate in the conduct of vulnerability
assessnents of DON critical personnel infrastructures and
devel op CIP sensitive procedures for renediation, mtigation,
and assurance that the m ninum essential |evel of financial
operations can be protected and nai nt ai ned.

f. The Director, Naval Crimnal Investigative Service
( NAVCRI M NVSERV) shal |

(1) Serve as a nenber of the DON CI P Council, and
provide a representative(s) to the DON CIP Wrking Goup in the
areas of Assessnent and Indications and Warning (1 &W;
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(2) In partnership with the Ofice of Naval Intelligence
(ONI'), coordinate with DON Cl AO in devel opi ng a conprehensive
I ndi cati ons and Warning capability of threats to Critical
I nfrastructures from unconventional sources (i.e., Foreign
Intelligence Services, terrorism etc.);

(3) Participate in the devel opnent and execution of an
expanded NI VA process;

(4) Assist inidentifying CIP weaknesses and
vul nerabilities and in the devel opnent of strategies for
remedi ati ng sane; and

(5) Continue to | ead and sponsor CNO (N34) Integrated
Vul nerability Assessnents.

g. The Ofice of CGeneral Counsel (OGC) shall serve as a
menber of the DON CI P Council and provide | egal counsel in
support of CIP efforts.

h. The CNO and CMC shall:

(1) Be responsible for the Critical Infrastructure
Protection Program and attendant directions within their
respective services;

(2) Contribute | eadership on the DON CI P Council per
encl osure (2);

(3) Provide sector action officers to the DON CI P
Wor ki ng Group per enclosure (3), and who will al so serve as DON
representative(s) to their respective OSD/ Def ense Agency CI P
sector wor ki ng groups;

(4) Inplenment DON CIP policy for the Navy and Mari ne
Cor ps, respectively;

(5) Advise the DON Cl AO on policy recomendations for
Cl P;

(6) Incorporate CIP into appropriate training prograns;

(7) Work with the DON Cl AO and the DON CI P Council to
ensure that identified vulnerabilities to critical
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infrastructures are given appropriate consideration in planning,
progranm ng, budgeting, and operations;

(8) In addition to the above, CNO shall assign the Joint
Program O fice for Special Technol ogy Counterneasures to
participate in the devel opnent and execution of an expanded N VA
process and further contribute its specialized skills and Cl P-
rel ated products at the request, and under the direction, of the
DON Cl AQ

(9) Ensure every command and unit formally appoints a
Cl P point of contact;

(10) Assess vulnerabilities to critical systems and
assets within their area of responsibility using provided self-
assessnment tools or the N VA process;

(11) Establish a risk managenent plan to determne the
maxi mum | evel of acceptable risk to identified critical
infrastructures, based on their contribution to war fighting
m ssion and system vul nerability;

(12) Coordinate with appropriate unified or specified
commander (s), as well as applicable DoD and DON I nfrastructure
Sector managers, the prioritization of critical infrastructure
vul nerabilities and renediate their risk, as appropriate in the
event an installation or claimant is identified as a Joint
Chiefs of Staff (JCS), CINC, or DoD Tier 1 or Tier 2 asset.
Except for neasures clearly peculiar to a tenant’s m ssion, the
host shall exercise general authority over tenants for
coordination of CIP issues; and

(13) Develop and submt, to higher authority, when
requested, for host installations and tenant comrands, | ocal
plans for CIP renediation and mtigation, CIP tabletop and
actual exercises, and |local CIP best practices.

Gordon R Engl and

Di stri bution:

SNDL A1A ( SECNAV)
AlB ( UNSECNAV)
ALF ( ASSTSECNAV FMO)
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Distribution: (Cont’d)

AlG ( ASSTSECNAV | E)

AlH ( ASSTSECNAV MRA)

AlJ ( ASSTSECNAV RDA)

ALK goce)

A2A (DON Staff O fices (AUDGEN, CNR, DON Cl O JAG
OLA, NAVI NSGEN, OPA, DONPI C, NAVCRI M NVSERV
only))

A3 (Chi ef of Naval Operations)

A6 (evo)

41A (CcavsC)

FE2 ( FLTI NFOMARCEN)

FF42 ( NAVPGSCQL)

FF44 ( NAVWARCOQL)

FKALA ( COWNAVAI RSYSCOV)

FKA1B ( COVBPAVWARSYSCOV)

FKA1C ( COWAVFACENGCOV)

FKALF ( COWNAVSUPSYSCOV)

FKAL1G ( COWNAVSEASYSCOV)

FN1 ( COWAVSPACECOM

V28 ( CDR MARCORSYSCOM

OPNAV ((NO9B, N1, N2, N3/N5, N4, N6, N7, N8, N091,
N093, N095, N096, NOON))

Copy to:
SNDL 21A (FLEET Cl NCs)



SECNAVI NST 3501.1
16 June 2002

d ossary of Departnent of the Navy
Critical Infrastructure Protection Terns

Assessnent (CIP). (1) An assessnent is an objective eval uation
of the vulnerabilities associated with Joint Force Capabilities.
(2) Objective determ nation of how critical the capability and
supporting infrastructure is in supporting mlitary operations
that acconplish the National Mlitary Strategy. Focus is
Conmbat ant Command OPLANs. (3) A process to characterize the
Depart ment of Defense (DoD) infrastructures, their dependencies
and i nterdependenci es and subsequent |inkages to conmerci al,
foreign and host nation infrastructures.

Asset. Any mlitary/private/ comrercial resource, relationship,
instrunment, installation, supply or systemthat in sone
conmbination is used in a mlitary operational or support role.
Assets are found at CONUS and OCONUS | ocati ons.

Asset Criticality. Measure of inpact of asset that supports
ot her assets, infrastructures, or operational plans.

Assurance (Critical Capability/lInfrastructure). Assurance is
guardi ng against the loss or disruption of a critical
capability/infrastructure. Assurance assunes the identification
of capabilities, assets, nodes, and infrastructures deened
critical to the Departnent of Defense in peacetine, crisis and
war. Assurance requires assessing potential threats and
identifying potential actions to restore those capabilities,
assets, nodes, and infrastructures (or functionality they
provide) if they are |ost, danmaged, corrupted, or conprom sed.
Further, assurance requires identifying and resourcing options
to protect, mtigate, and inprove the availability of these
Critical Capabilities and Infrastructures that DoD organizations
own, use, and control.

The goal of assurance is to inform planners and deci sion makers
of the probability of availability and quality (e.g., integrity,
reliability, confidentiality, survivability, endurability,
capacity, adequacy) of specific capabilities and
infrastructures. Exanples of assurance activities are

dedi cati on of physical protection resources, devel opnent of
redundant capability/ means, alter OPLANS and CONPLANS t hat
depend on the identified capability or accept risk and do

Encl osure (1)
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not hi ng. Assurance of a Critical Capability and/or
Infrastructure is a shared responsibility. (DoDD 5160.54) (DoD
CI P Plan of Novenber 1998)

Asymmetric Warfare. The attenpts to circunvent or underm ne a
nation's strengths while exploiting its weaknesses by using
met hods ot her than conventional warfare, such as: terrorism
(physi cal and cyber), information warfare, space warfare, and
weapons of mass destruction.

Capability (Threat). The ability of a suitably organized,
trained, and equi pped entity to access, penetrate, or alter
government or privately owned information or conmuni cation
systens and/or to disrupt, deny or destroy all or part of a
critical infrastructure. |Increased asymetric threat activity
i ndi cates a patchwork of actors that may not individually
possess the capability to affect critical capabilities or
infrastructures but collectively in |oose alliances have
increase ability and intent. (National Plan (NP) V 1.0)

Capability (CINC/Joint Force). Mlitary Capability: The
ability to achieve a specific wartinme objective (wn a war or
battl e, destroy a target set). It includes four najor
conponents: force structure, nodernization, readiness, and
sustainability.

(a) Force structure. Nunbers, size, and conposition of the
units that conprise our Defense forces; e.g., divisions, ships,
ai rw ngs.

(b) Modernization. Technical sophistication of forces,
units weapons systens, and equi pnent.

(c) Unit Readiness. The ability to provide capabilities
required by the conbatant commanders to execute their assigned
m ssions. This is derived fromthe ability of each unit to
deliver the outputs for which it was designed.

(d) Sustainability. The ability to maintain the necessary
| evel and duration of operational activity to achieve mlitary
objectives. Sustainability is a function of providing for and
mai ntai ning those | evels of ready forces, materials, and
consunabl es necessary to support mlitary effort.

Encl osure (1) 2
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Comput er Enmergency Response Team (CERT). An organi zation
chartered by an information system owner to coordi nate and/ or
acconpl i sh necessary actions in response to conputer energency
incidents that threaten the availability or integrity of its
information systens. (DoDD 5160.54) (NP V 1.0)

Critical Asset/Critical Node/Critical Item (Critica
Infrastructure). (1) Asset which can be either a DoD or non-DoD
mlitary-related unit, organi zation, facility/installation,
system resource, equipnent, instrunment, which is identified as
perform ng an essential service, function, or use in mlitary
operational plans or support to operational plans. (2) Any
facility, equipnent, service or resource considered essential to
DoD operations in peace, crisis and war and warranting nmeasures
and precautions to ensure its continued efficient operation,
protection fromdisruption, degradation, or destruction, and
tinely restoration. Critical Assets may be DoD assets or other
governnment or private assets, donestic or foreign, whose

di sruption or |l oss would render DoD Critical Assets ineffective
or otherw se seriously disrupt DoD operations. Critical Assets
i nclude both traditional “physical” facilities or equipnent,

non- physi cal assets (such as software systens) or “assets” that
are distributed in nature (such as command and control networks,
wi de area networks or simlar conputer-based networks).

e Critical Node. An elenent position, or conmunications
entity whose disruption or destruction i nmedi ately degrades
the ability of a force to command, control or effectively
conduct conbat operations.

e Critical Item An essential itemwhich is in short supply
or expected to be in short supply for an extended peri od.
(Joint Publication (JP) 1-02)

Critical Infrastructure. Those systens and assets essential to
pl an, nobilize, deploy, and sustain mlitary operations and
transition to post-conflict mlitary operations, and whose | oss
or degradation jeopardize the ability of the Departnent of

Def ense to execute the National Mlitary Strategy. (Joint Staff
Definition used in coordinated response to Draft DoDD 8500. 1
(NOTAL))

Critical Infrastructure Assurance Oficer (CCAO. The CTAOis
responsi ble for the protection of all of the departnent’s

3 Encl osure (1)
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critical infrastructures. The Cl AO shall establish procedures
for obtaining expedient and valid authority to all ow

vul nerability assessnents to be perforned on conputer and

physi cal systens. The Departnment of the Navy CIAOis the
Department of the Navy Chief Information Oficer, who was
initially appointed by Under Secretary of the Navy nmenorandum of
26 August 1999 (NOTAL). The DON CI AO chairs the DON Criti cal

I nfrastructure Protection Council.

Critical Infrastructure Protection (CIP). CIPis Mssion
Protection. CIP is the identification, assessnent, and
assurance of Cyber and Physical infrastructures that support

m ssion critical capabilities and requirenents, to include the
political, econom c, technological, and informational security
environnents essential to the execution of the National Mlitary
Strategy. (Joint Staff Definition used in coordi nated response
to Draft DoDD 8500. 1( NOTAL))

Critical Infrastructure Protection Council. The Departnent of
the Navy Critical Infrastructure Protection Council: (a)

determ nes the necessary efforts to institute Critical
Infrastructure Protection throughout the DON; (b) contributes
subject matter experts to support OSD sector ClAGCs; (c)
identifies resource sponsors and asset owners responsible for
DON critical infrastructures; and reconmends resource actions to
support inplenentation.

Criticality Index, Criticality Metric. Measurenment established
within an asset class, organization or sector, to assist in
ranki ng assets for assurance or protection activities. An
exanpl e woul d be a graduated indicator of inpact fromsystem

w de slight degradation of service to cessation of operations.
(Departnment of Defense Critical Asset Assurance Program Wrki ng
Definition)

Criticality-Vulnerability Ratio. Conparison of criticality and
vulnerability indices. (Departrment of Defense Critical Asset
Assur ance Program Working Definition)

Defense Critical Infrastructure. Those systens and assets
essential to plan, nobilize, deploy, and sustain mlitary
operations and transition to post-conflict mlitary operations,
and whose | oss or degredation jeopardize the ability of the DoD
to execute the National Mlitary Strategy. (Joint Staff
Definition used in coordinated response to Draft DoDD
8500. 1( NOTAL))

Encl osure (1) 4
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Def ense Information Infrastructure. The shared or

i nt erconnected system of conputers, conmunications, data
applications, security, people, training, and other support
structures serving DoD | ocal, national and worl dw de information
needs. The Defense Information Infrastructure connects DoD

m ssi on support, conmand and control, and intelligence conputers
t hrough voi ce, tel ecomrunications, imgery, video and multinedi a
services. It provides information processing and services to
subscri bers over the Defense Information Systens Network and

i ncl udes command and control, tactical, intelligence, and
commer ci al comuni cations systens used to transmt DoD
information and is also called DII. (Joint Publication 3-13,
Joint Doctrine for Information Operations, 9 October 1998 — This
termand its definition are approved for inclusion in the next
edition of Joint Publication 1-02)

Def ense Infrastructure. Infrastructure owned, operated or
provi ded by the Departnent of Defense. Defense Infrastructure
Sectors include the Defense Information Infrastructure (D),
Command/ Cont r ol / Communi cations (C3), Space, Intelligence/
Survei |l | ance/ Reconnai ssance (I SR), Financial Services,

Logi stics, Public Wrks (includes DoD owned or operated
utilities, roads, rails and rail heads and their interface to
commerci al and ot her Governnent systens), Personnel, Health
Affairs and Emergency Preparedness. (See also definitions of
Infrastructure, National Infrastructure, National Defense
Infrastructure, and International Defense Infrastructure.)

Deni al of Service. A formof attack that reduces the
availability of a resource. (NP V 1.0)

Destruction. A Condition when the ability of a critical
infrastructure to provide its customers an expected | evel of
products and services is negated. Typically a permanent
condition. An infrastructure is considered destroyed when its
| evel of performance is zero. (NP V 1.0)

DoD Installation. A facility subject to the cust ody,
jurisdiction, or adm nistration of any DoD Conponent. This term
i ncludes, but is not limted to, mlitary reservations,
instal l ati ons, bases, posts, canps, stations, arsenals, or

| aboratories where a DoD Conponent has operati onal
responsibility for facility security and defense. Exanples are
facilities where the mlitary commander or other specified DoD

5 Encl osure (1)
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of ficial under provisions of DoD Directive 5200.8 of 25 Apri
1991, has issued orders or regulations for protection and
security. Both industrial assets and infrastructure assets, not
owned by the Departnent of Defense, may exist within the
boundaries of a mlitary installation (DoDD 5160. 54)

Force Protection. Security program designed to protect Service
menbers, civilian enployees, famly nenbers, facilities and

equi pnent, in all locations and situations, acconplished through
pl anned and integrated application of conbating terrorism

physi cal security, operations security, personal protective
servi ces, and supported by intelligence, counterintelligence,
and ot her security prograns. (JP 3-07.2 Joint Tactics,

Techni ques, and Procedures for Antiterrorism— This termand its
definition replaces the existing termand its definition and is
approved for inclusion in the next edition of Joint Pub 1-02.)

G obal Information Infrastructure. The worl dw de

i nt erconnection of comruni cati ons networks, conputers,

dat abases, and consumer el ectronics that make vast anmounts of
information available to users. The G obal Information
Infrastructure enconpasses a wi de range of equi pnent, i ncluding
caneras, scanners, keyboards, facsim|le nmachi nes, conputers,
swi tches, conpact disks, video and audio tape, cable, wre,
satellites, fiber optic transm ssion |lines, networks of al
types, televisions, nonitors, printers and nuch nore. The
friendly and adversary personnel who nmeke deci sions and handl e
the transmtted information constitute a critical conponent of
the gl obal information infrastructure. Also called dI. (JP 3-
07.2 Joint Tactics, Techniques, and Procedures for
Antiterrorism— This termand its definition nodifies the
existing termand its definition and is approved for inclusion
in the next edition of JP 1-02)

@Qui dance. (1)Policy, direction, decision, or instruction having
the effect of an order when issued by a higher echelon. (2) The
entire process by which target intelligence information received
by the guided mssile is used to effect proper flight control to
cause tinely direction changes for effective target

interception. (JP 1-02)

I ncapacitation. An abnormal condition when the |evel of
products and services a critical infrastructure provides its
custoners is reduced. Wile typically a tenporary condition, an
infrastructure is considered incapacitated when the duration of
reduced performance causes a debilitating inpact. (NP V 1.0)

Encl osure (1) 6
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I ndi cations and Warning. |Indications are preparatory actions or
prelimnary infrastructure states that signify that an incident
is likely, is planned, or is underway. An official warning
woul d be issued by the responsible organization.

I nformati on Assurance. (1) Information Operations that protect
and defend information and information systens by ensuring their
availability, integrity, authentication, confidentiality, and
non-repudi ation. This includes providing for restoration of

i nformation systens by incorporating protection, detection, and
reaction capabilities and is also called A (Joint Publication
3-13, Joint Doctrine for Information Qperations, 9 October 1998
— This termand its definition are approved for inclusion in the
next edition of Joint Pub 1-02) (2) Information operations that
protect key public and private elenents of the national
information infrastructure from exploitation, degradation, and
deni al of service. (Modified from NSTAC)

I nformation Operations. Actions taken to affect adversary
information and i nformation systens whil e defending one’s own
information and information systenms. Also called 10  (Joint
Publication 3-13, Joint Doctrine for Information Operations,

9 Cctober 1998 — This termand its definition are approved for
inclusion in the next edition of Joint Pub 1-02.)

Information Security. Information Security is the protection
and defense of information and information systens agai nst
unaut hori zed access or nodification of information, whether in
storage, processing, or transit, and agai nst denial of service
to authorized users. Information Security includes the nmeasures
necessary to detect, docunent, and counter such threats.

I nformation security is conposed of conputer security and
conmmuni cations security. Also called INFOSEC. (Joint
Publication 3-13, Joint Doctrine for Information Operations,

9 October 1998 — This termand its definition are approved for
inclusion in the next edition of Joint Pub 1-02.)

I nformation Superiority. The capability to collect, process,
and di ssem nate an uninterrupted flow of information while
exploiting or denying an adversary’s ability to do the sane.
(Joint Publication 3-13, Joint Doctrine for Information
Operations, 9 Cctober 1998 — This termand its definition are
approved for inclusion in the next edition of Joint Pub 1-02)
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Informati on System The entire infrastructure, organization,

per sonnel and conponents that collect, process, store, transmt,
di spl ay, dissem nate and act on information. (Joint Publication
3-13, Joint Doctrine for Information Qperations, 9 October 1998
— This termand its definition are approved for inclusion in the
next edition of Joint Pub 1-02.)

Infrastructure. The framework of inter-dependent networks and
systens conprising identifiable industries, institutions,
functions, and distribution capabilities that provide a
continual flow of goods and services essential to the defense
and econom c security of the United States, to the snpoth
functioning of governnent at all levels, and to society as a
whol e. (DoDD 5160.54) (DoD Plan — Novenber 1998) (NP V 1.0)
Bilateral Infrastructure — page 58 JP 1-02, Comon
Infrastructure — page 93 JP 1-02, National Infrastructure — page
302 JP 1-02.

I nfrastructure Anal ysis and Assessnent. Coordi nated
identification of DoD, National Defense Infrastructure, and

I nternational Defense Infrastructure critical assets, their
system and i nfrastructure configuration and characteristics, and
the interrel ati onshi ps anong i nfrastructure sectors; assessnent
of their vulnerabilities; quantification of the relationship
between mlitary plans and operations and critical assets/
infrastructures; and assessnent of the operational inpact of

| oss or conmpromse. (CIP Wrking Definition) (DoD Plan —
Novenber 1998)

Infrastructure Asset. Any infrastructure facility, equipnent,
service or resource that supports a DoD Conponent. A Critica
Infrastructure Asset is an infrastructure asset deened essenti al
to DoD operations or the functioning of a Critical Asset. (DoDD
5160. 54) (DoD Pl an — Novenber 1998)

I nfrastructure Assurance. Planning to inprove the readiness,
reliability, and continuity of infrastructures such that they
are: (1) less vulnerable to disruptions or attack; (2) harned
to a |l esser degree in event of disruption or attack; and (3) can
be readily reconstituted to reestablish vital capabilities. It

i ncludes those efforts that protect infrastructures, assure
their readiness, reliability, and continuity of infrastructures
such that they are: |ess vulnerable to disruptions or attack,

Encl osure (1) 8



SECNAVI NST 3501.1
16 June 2002

harned to a | esser degree in the event of a disruption or
attack, and can be readily reconstituted to reestablish vital
capabilities. (DoD CIP Plan) Preparatory and reactive risk
managenent actions intended to increase confidence that a

critical infrastructure’s performance |evel will continue to
meet custoner expectations despite incurring threat inflicted
damage, e.g., incident mtigation, incident response, and

service restoration. (NP V 1.0)

Infrastructure Indications and Warning. Tactical indications
t hrough the inplenentati on of sector nonitoring and reporting,
strategic indications through Intelligence Comunity support,
and warning in coordination with the National Infrastructure
Protection Center (NIPC) in concert with existing DoD and

nati onal capabilities. (CIP Wrking Definition)(DoD Plan —
Novenber 1998)

Infrastructure Protection. Proactive risk nmanagenent actions
intended to prevent a threat fromattenpting to or succeedi ng at
destroying or incapacitating critical infrastructures. For

i nstance, threat deterrence and vulnerability defense.

I nt erdependability. Dependability between elenents or sites of
different infrastructures, and therefore, effects of one
i nfrastructure upon anot her.

I nt erdependence. Dependence anong el enents or sites of
different infrastructures, and therefore, effects of one
i nfrastructure upon another. (DoD Plan — Novenber 1998)
(NP V 1.0)

I nternational Defense Infrastructure. Those el enents of
international infrastructure that are critical to Departnent of
Def ense operations. (CIP Wrking Definition) (DoD Plan —
Novenber 1998)

Metrics. An agreed-upon neasure of performance. (NP V 1.0)
Mlitary Capability. See “Capability”

MIlitary Requirenment. An established need justifying the tinmely
al l ocation of resources to achieve a capability to acconplish

approved mlitary objectives, mssions, or tasks. Also called
operational requirement. (JP 1-02)
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Mlitary Strategy. The art and science of enploying the arned
forces of a nation to secure the objectives of national policy
by the application of force or the threat of force. See also
Strategy. (JP 1-02, p. 287)

Mssion Critical. Systenms handling information which is
determ ned to be vital to the operational readiness or m ssion
ef fectiveness of depl oyed and contingency forces in terns of
both content and tineliness and nust be absolutely accurate and
avail abl e on demand (may include classified information in a
traditional context, as well as sensitive and unclassified
information). (NP V 1.0)

M ssion Essential. Any asset or function that is determned to
be vital to the operational readiness or mssion effectiveness
of depl oyed and contingency forces in terns of both content and
tineliness.

Mtigation. Action taken to reduce or elimnate vulnerability
of people or infrastructure to threats and their effects.
(Joint Staff Definition used in coordinated response to Draft
DoDD 8500. 1 ( NOTAL))

Nat i onal Defense Infrastructure. Those assets in the other
governnent and national infrastructure sectors and industri al
assets that are critical to National Defense. (C P Wrking
Definition)(DoD Plan — Novenber 1998)

National Infrastructure. Those infrastructures essential to the
functioning of the nation and whose incapacity or destruction
woul d have a debilitating regional or national inpact. National
infrastructures include tel ecommuni cations, electrical power
systens, gas and oil transportation and storage, water supply
systens, banking and finance, transportation, energency
services, and continuity of governnent operations. (DoDD

5160. 54) (DoD Pl an — Novenber 1998)

National Information Infrastructure. The nation-w de

i nt erconnection of comruni cati ons networks, conputers,

dat abases, and consuner el ectronics that make vast anmounts of
information available to users. The National Information

I nfrastructure enconpasses a w de range of equi pnent, i ncluding
cameras, scanners, keyboards, facsimle nachines, conputers,

swi tches, conpact disks, video and audio tape, cable, wre,
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satellites, fiber optic transmssion |ines, networks of al
types, televisions, nonitors, printers and nuch nore. The
friendly and adversary personnel who nmake deci sions and handl e
the transmtted information constitute a critical conponent of
the national information infrastructure. Also called NII. (JP
3-07.2 Joint Tactics, Techniques, and Procedures for
Antiterrorism— This termand its definition nodifies the
existing termand its definition and is approved for inclusion
in the next edition of Joint Pub 1-02.)

National Mlitary Strategy. The art and science of distributing
and applying mlitary power to attain national objectives in
peace and war. See also Mlitary Strategy; National Security
Strategy; Strategy; Theater Strategy. (JP 1-02, p. 302)

Nati onal Security Strategy. The art and science of devel oping,
appl yi ng, and coordinating the instrunents of national power
(di pl omatic, economc, mlitary, and informational) to achieve
obj ectives which contribute to national security. Also called
national strategy or grand strategy. See also Mlitary
Strategy; National Mlitary Strategy; Strategy; Theater
Strategy. (JP 1-02, p. 303)

National Strategy. The art and science of devel opi ng and using
political, econom c, and psychol ogi cal powers of a nation,
together with its arned forces, during peace and war, to secure
nati onal objectives. See also strategy. (JP 1-02, p. 303)

Naval Integrated Vulnerability Assessnent. An expert third
party or peer review conprehensive Cl P assessnent instrunent
under DON Cl AO coordination and | eadershi p synt hesi zi ng severa
exi sting assessnent protocols including Mari ne Corps or CNO
Integrated Vul nerability Assessnents for Anti-terrorism and
Force Protection; Marine Corps Enterprise Network (MCEN) or
Fleet Information Warfare Center (FIWC) assessnents for conputer
networ k vul nerability; non-organic and other conmmerci al

i nfrastructure assessnents perforned by Joint Program O fice —
Speci al Technol ogy Count ermeasures (JPO STC) or other; and a
continuity of operations plans and preparedness assessnment under
appropriate Navy or Marine Corps comunity direction. The N VA
is intended to be performed cyclically in all Navy Regions or

ot her maj or Navy concentration areas, and at major Marine Corps
I nstallations.

11 Encl osure (1)



SECNAVI NST 3501.1
16 June 2002

Network. Information systeminplenented with a collection of
i nt erconnected nodes. (NP V 1.0)

Operational Inpact. |Inpact of critical assets and OPLANS on
other mlitary operations (nobilization, deploynent, force
projections, etc.)

Operational | npact Analysis. The relationship between mlitary
pl ans and operations and critical assets established through the
devel opnment of operational dependency nmatrices and application
of operations research nethodol ogi es.

Operations Security. The process denying to potenti al
adversaries information about capabilities and/or intentions by
identifying, controlling and protecting generally unclassified
evi dence of the planning and execution of sensitive activities.
(NI'S)

Physical Security. (1) That part of security concerned with
physi cal nmeasures designed to safeguard personnel; to prevent
unaut hori zed access to equi pnent, installations, material, and
docunents; and to safeguard them agai nst espi onage, sabot age,
damage, and theft. See al so Conmunications Security, Protective
Security, Security. (JP 1-02, page 343) (2) Actions taken for
t he purpose of restricting and limting unauthorized access,
specifically, reducing the probability that a threat wll
succeed in exploiting critical infrastructure vulnerabilities
i ncl udi ng protection against direct physical attacks, e.g.,

t hrough the use of conventional or unconventional weapons.

(NP V 1.0)

Presidential Decision Direction/NSC 63. The statenment of
National intent to protect infrastructures, both cyber and
physi cal, deened critical to sustainnment of the Anerican way of
life.

Public Key Infrastructure. Framework established to issue,

mai ntai n, and revoke public key certificates accommodating a
variety of security technol ogies, including the use of software.
(NP V 1.0)

Reconstitution. Refers to actions required to rebuild or
restore an aspect or portion of an infrastructure after it has
been degraded. Owmner/operator directed restoration of critical
assets and/or infrastructure. (DoD Plan — Novenber 1998)
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Red Team | ndependent and focused threat-based effort by an
interdisciplinary, sinmulated adversary to expose and exploit
vul nerabilities as a neans to inprove the security posture of
information systens. (NP V 1.0)

Reliability. The capability of a computer, or information or

t el ecommuni cations systemto performconsistently and precisely,
according to its specifications and design requirenents, and to
do so with high confidence. (NP V 1.0)

Renedi ati on. Those precautionary actions taken before
undesirabl e events occur to inprove known deficiencies and
weaknesses that could cause an outage or conprom se a defense
infrastructure sector or critical asset. Deliberate
precautionary neasures undertaken to inprove the reliability,
availability, survivability, etc., of critical assets and/or
infrastructures, e.g., energency planning for |oad shedding,
graceful degradation, and priority restoration; increased
awar eness, training, and education; changes in business
practices or operating procedures, asset hardening or design
i mprovenents, and system| evel changes such as physi cal

di versity, deception, redundancy, and back-ups. (NP V 1.0) (CIP
Working Definition). (DoD Plan — Novenber 1998)

Response. Response refers to those activities undertaken to
elimnate the cause or source of an event. It also includes
energency neasures from dedicated third parties such as nedical,
police, and fire and rescue (Public Safety). Coordinated third
party (not owner/operator) energency (e.g., nedical, fire,

hazar dous or explosive material handling), |aw enforcenent,

i nvestigation, defense, or other crisis managenent service ained
at the source or cause of the incident. (NP V 1.0)

Risk. The probability that a particular threat will exploit a
particular vulnerability of the system (NSA, NCSC d ossary
Cctober 1988). The probability of a particular critical
infrastructure’s vulnerability being exploited by a particul ar
threat weighted by the inpact of that exploitation. (NP V 1.0)

Ri sk Analysis or Ri sk Assessnent. The process of identifying
security risks, determning their magnitudes, and identifying
areas needi ng safeguards. Risk Analysis is part of Risk
Managenent (NSA, NCSC d ossary October 1988) produced fromthe
conmbi nation of Threat and Vul nerability Assessnents
characterized by anal yzing the probability of destruction or
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i ncapacitation resulting froma threat’s exploitation of a
critical infrastructure’s vulnerabilities. (NP V 1.0)

Ri sk Managenent. The total process of identifying, controlling,
and elimnating or mnimzing uncertain events that may affect
systemresources. It includes risk analysis, cost benefit

anal ysis, selection, inplenentation and test, security

eval uati on of safeguards, and overall security review (NSA NCSC
A ossary, Cct 88). The deliberate process of understanding risk
and deci di ng upon and inplenenting actions to reduce risk to a
defined level. Characterized by identifying, measuring and
controlling risks to a | evel commensurate with an assi gned
value. (NP V 1.0)

Scaling. Ability to easily change in size or configuration to
suit changing conditions. (NP V 1.0)

Sector. (1) One of two divisions of the econony (private or

public); (2) A group of industries of infrastructures, which

performa simlar function within a society, e.g. vital human
services. (NP V 1.0)

Sector Coordinator. The majority of critical infrastructures
are owned and operated by the private sector entities. Menbers
of each critical infrastructure sector will designate an
individual to work with the Federal Lead Agency Sector Liaison
to address problens related to critical infrastructure
protection and reconmend conponents for the National Plan for

I nformation Systens Protection. (NP V 1.0)

Sector Liaison. An individual of Assistant Secretary rank or
hi gher desi gnhated by each Federal Lead Agency who cooperates
wWith private sector representatives in addressing problens
related to critical infrastructure protection and recomendi ng
conponents for the National Plan for Information Systens
Protection. (NP V 1.0)

Sector Coordi nator Responsibilities. Identification of the
sector’s critical assets and system| evel characterization of
the sector. Ohers in DoD CIP Plan Draft.

Shared Risk. Refers to risk that, when accepted at a single

Department Activity, subjects all users of interconnected
systens and networks to the sane ri sk.
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Strategy. The art and science of devel opi ng and using
political, econom c, psychological, and mlitary forces as
necessary during peace and war, to afford the naxi mum support to
policies, in order to increase the probabilities and favorable
consequences of victory and to | esson the chances of defeat.

See also MIlitary Strategy; National Strategy. (JP 1-02, pages
429- 430)

Threat. A foreign or donestic entity possessing both the
capability to exploit a critical infrastructure’s

vul nerabilities and malicious intent of debilitating the defense
or econom c security of the United States. A threat nmay be an

i ndi vi dual, organization, or nation. (NP V 1.0)

Threat Analysis. A continual process of conpiling and exam ni ng
all avail able information concerning potential conventional and
asymmetric force activities by groups which would target a
asset, facility, node, capability, or infrastructure. A threat
analysis will reviewthe factors of a hostile groups’ existence,
capability, intentions, history and targeting as well as the
security environment within which the friendly forces operate.
Threat analysis is an essential step in identifying probability
of conventional/asymmetric attack and results in a threat
assessnent.

Tier Definitions. As determ ned by the geographic Commanders in
Chi ef:

e Tier | - Varfighter suffers strategic mssion failure.
Specific tinmefranes and scenarios assist in infrastructure
prioritization.

e Tier Il - Sector or element suffers strategic functional
failure, but warfighter strategic mssion is acconplished.

e Tier Il - Individual elenment failures, but no debilitating
strategic m ssion or core function inpacts occur.

* Tier IV - Everything el se.
Vul nerability. (1) The susceptibility of a nation or mlitary

force to any action by any nmeans through which its war potenti al
or conbat effectiveness nmay be reduced or its will to fight
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di mnished. (2) The characteristics of a systemwhich cause it
to suffer a definite degradation (incapacity to performthe
designated m ssion) as a result of having been subjected to a
certain level of effects in a unnatural (manmade) hostile
environment. (3) In information operations, a weakness in
informati on system security design, procedures, inplenentation,
or internal controls that could be exploited to gain

unaut hori zed access to information or an information system
(JP 3-07.2 Joint Tactics, Techniques, and Procedures for
Antiterrorism— This termand its definition replace the
existing termand its definition and are approved for inclusion
in the next edition of Joint Pub 1-02.) A characteristic of a
critical infrastructure design, inplenentation, or operation of
that renders it susceptible to destruction or incapacitation by
a threat. (NP V 1.0)

Vul nerability Assessnment. Assessnent of probability that events
w Il occur using scenario-driven vulnerability index.

Systematic exam nation of a critical infrastructure, the

i nterconnected systens on which it relies, its information, or
product to determ ne the adequacy of security measures, identify
security deficiencies, evaluate security alternatives, and
verify the adequacy of such neasures after inplenentation. (NP V
1.0)

Vul nerability Metrics. The nodeling of actual data supporting
vulnerability ratios and indices onto a matrix frame work that
w Il show rel ati onshi ps and dependenci es of m ssion, task,
function and infrastructure. (JPO STC)
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DEPARTMENT OF THE NAVY
CRI Tl CAL | NFRASTRUCTURE PROTECTI ON COUNCI L

Under Secretary of the Navy
DON Cl AO
Deputy DON Cl O for E-business and Security (Deputy Cl AO

Assi stant Secretary of the Navy (Research, Devel opnent and
Acqui sition) (ASN (RDA))

Assi stant Secretary of the Navy (Financial Managenent and
Comptroller) (ASN (FM&C))

Assi stant Secretary of the Navy (Installations and Environnent)
(ASN (I &E))

Assi stant Secretary of the Navy (Manpower & Reserve Affairs)
(ASN ( M&RA))

Director, Ofice of Program Appraisal (OPA)
General Counsel (0OGC)
Director, Naval Crimnal Investigative Service (NAVCRI M NVSERV)

Assi stant for Special Prograns and Intelligence, Ofice of the
Under Secretary of the Navy (OUSN (ASP/ 1))

Surgeon Ceneral of the Navy (N093)
Director of Naval Intelligence (N2)

Deputy Chief of Naval Operations (Plans, Policy & Operations)
(N3/5)

Director, Anti-Terrorism Force Protection Division (N34)

Deputy Chi ef of Naval Operations (Fleet Readi ness & Logistics)
(N4)

Director, Space Information Warfare Command & Control (N6)

Deputy Chi ef of Naval Operations (Naval Warfare) (N7)
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Deputy Chi ef of Naval Operations (Resources, Warfare
Requi renents & Assessnents) (N8)

Deputy Commandant, Plans Policies & Operations (USMC PP&O)

Commander, Mlitary Sealift Command (MSC)
The DON ClI P Council shall:
1. Convene as directed by the DON Cl AG

2. Determne the necessary efforts to institute CIP
efforts throughout the Departnent of the Navy;

3. Contribute Subject Matter Experts to support OSD sector
Cl AGs;

4. ldentify resource sponsors and asset owners responsible
for DON critical infrastructures, and

5. Recomrend resource actions to support inplenentation.
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DEPARTMENT OF THE NAVY

CRI Tl CAL | NRASTRUCTURE PROTECTI ON

SECTOR
Chair

| ndi cati ons & War ni ngs

Assessnent s

Per sonnel

Health Affairs

Fi nanci al Services

Logi stics

Transportation

Space

Def ense | nformati on
| nf rast ruct ur e/ Conmand,
Control, Conmmuni cations

Intelligence,
Surveil |l ance, and
Reconnai ssance

WORKI NG GROUP

LEAD(S) NAVY/ MARI NE CORPS

DON Cl O Speci al Assistant for CIP
Anti-Terrorism Force Protection (N34)
Naval Crim nal Investigative Service
O fice of Naval Intelligence

Joint Project Ofice for Special
Technol ogy Count er neasur es
Naval Crimnal Investigative Service

Bur eau of Naval Personnel
USMC Manpower
Di rector Medi cal Resources, Plans &

Pol i cy Division (N931)

Di rector of Financi al
( FMO)

Oper ati ons

Director of Supply Progranms & Policy
Di vi sion (N41)

War Reserve Materiel & Readiness
Branch (HQVC | & (LPP-1))

Director of Supply Prograns & Policy
Di vision (MN1)

Space Systens Division (N63)

I nformati on Warfare Division (N64)
Deputy Assistant Chief of Staff
for Systens Integration (HQMC ((4))
Director, Requirenents, Plans,
Prograns Division (N20)

Pol i cy
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Publ i ¢ Works - Director, Ashore Readi ness Division
(N46)
- Director, Facilities & Services

Division (HQMC | & (LF))
The DON CI P Wbrking G oup shall:
1. Meet as needed in support of continuing ClP devel opnents.
Report progress to, and receive direction from the DON CI P

Counci | ;

2. Interface directly with the DoD CIPIS providing expertise
and i nput on the devel opnent of CI P products;

3. Provide input to support future CIP policy, and
4. Assist CINCs and regional asset owners as needed in

identifying critical infrastructures to be assessed in existing
and future | VA processes.
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