e hdlh o ode \S AL 2

DEPARTMENT OF THE NAVY
Oﬂ”ice of the Chief of Naval Operations
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From: Chief of Naval Operations

To: All Ships and Stations (less Marine
Corps field addressees not having Navy
personnel attached)

Subj:

(b) SECNAVINST 523
(c) OPNAVINST 2800.2 (NOTAL)
(d) OPNAVINST 2800.3 (NOTAL)
(e) OPNAVINST 5290.1A (NOTAL)

ef: (a) SECNAVINST 5230.9A (NOTA L)
1.1B

Encl: (1) Definitions

ments Panel (VTPR and assigns resDonsxbllmes
for VTC activities, 53 stems and networks within
Navy.

;

2. Applicability and Scope

networks masmuch as it orescnbes 1merface
criteria. It provides general policy and proce-
dures, and assigns responsibilities for:

(1) VTC activities, which are organi-
zations, or functions wumn a command or

(2) VTC systems, which are the equip-
ment and integral components (customer prem-
ises equipment and facilities) required to process
VTC program and control data (less network
interface devices).
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cable, satelhte links and other long haul commu—
nications following Department of Defense
(DOD) guidance.
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successful accomp llshmen of Navy
goals.

c. For the purpose of this instruction,
VTC includes all secure and non-secure video
conferencing (including compressed or reduced

rate video, and wideband video) with audio,
and graphics conferencing with audio. It also

incrlivdac talarAanfarancring armmlicratinne LnAaum
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variously as tele-training, distance learning,
£

tele-education, tele-seminars, electronic
classrooms, etc. It excludes voice, data,
telephone and computer conferencing which
do not have a visual component.

3. Poiicy. It is Navy policy that:

o Al maw: UTE antiviting gugtarmie anmA

a Ml 1ITwW ¥V I\ auliviuug), DyOLTlLd, aliu
networks must be approved by Chief of Naval
Operations (CNO) (OP-094).

b. To assure interoperability and economy,
all new and renewing acquisitions of Warner-
exempt long haul connectivity for any form of
video teieconferencing wili normaliy be satisfied
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Network (DCTN)Y)

NetwOorx (DL 20N ))

c. Navy will use FTS 2000 for a non-
Warner exempt long haul telecommunications
requirements (unless an exemption from the use
of FTS 2000 has been received from Govern-
ment Service Agency (GSA)).
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suppon requirements.

e. VTC activities, systems and networks will
provide interoperable capabilities to satisfy valid
user operationai requiremems whiie maimaining

]

f. Local teleconferencing networks,
satisfying local requirements and not requiring
off base communications, will be designed and
installed following the security and interface
policy and standards of this instruction to
facilitate future inclusion in, or connection to,

. T
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tne comimon user sysiemi. i

cyctems will he forwarded for inclucion in the
systems wui be Iorwarged Ior incuusion in the
Defense Commumgation S,slem DCS) VTC

database which i
DISA.

g. Local VTC activities, not requiring
interface with any network, may implement a
unique network system only after review by the

Ny
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h. VTC activities will:

(1) Be authorized and managed under
this instruction and reference (b). Permanent
VTC activities, less desk top and individual
workstations, will be authorized and centrally

1AV &

managed as Visual Information (VI) activities.
Exclusions for visual information activiti

teleconferenc1 ng.

(2) To maximum extent possible, be
consolidated and centrally managed with existing
activities.

affnntiin sn e Al Crsmaa + A1l YN
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Comnonents. The most cost effective. leoal
Lomponents.  1n¢ most Cost gligclive, ega:

(4) To the maximum extent possible, be
designed and engineered for multiple purposes

and common use. Dedicated VTC activities will
be established only when they are shown to be

cost effective and operationally necessary, and
Anli whan ammenuvad ey ONNY (ND_N0 AN
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(5) Be defined as commercial activities
as provided for in DoD Directive 4100.15 of
10 March 1989 (NOTAL) and DOD Instruction
4100.33 of September 1985 (NOTAL) imple-
mented by SECNAVINST 4860.44F.

{(6) Use equipment which meets pre-
scribed international, ua‘uona. f n

i. Existing equipment maintenance resources
and capabilities will be used to the maximum
extent possible.

j. Major commands pan program and

k. VTC activities, system and network
plans, approval documentation and contracts will
identify and include appropriate operational
security (OPSEC) communicau’ons security

~ —= - PR . PR, TR AMTT O PRUPUR. | —~el
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be pnrotected when abnrooriate
be protected €n appropriate

1. Navy representation on the DOD
Teleconferencing Steering Committee will be
provided by CNO (OP-094).

m. Non-DOD users may participate in Navy
teiecom’erences when it is in l'ne best imerest of

and when the other provisions of this directive
are met. Such participation shall follow JCS



MOP 8 (NOTAL) and DOD Instruction 7230.7

MOP & (NOTAL) and DOD Instruction 7230

of 29 January 1985 (NOTAL). Users not part
of the Federal Government (e.g., contractors,
North Atlantic Treaty Organization (NATO)
and other Allies) shall participate in the Navy
teleconferencing networks only through spon-—
sorship of a Navy command.

workstations, w1ll be established and mamtamed
within the Defense Automated Visual Informa-
tion System (DAVIS) following DOD Directive
5040.2 of 7 December 1987 (enclosed in
SECNAVINST 5290.1B (NOTAL)).

0. VTC activities and systems using

information resgurces management (IRM)
resources will be managed following DOD
Directive 7740.1 of 20 June 1983 (NOTAL)

implemented by reference (b).
4. Responsibilities
a. CNO (OP-094) will:

(1) Act as overall manager of the Navy
VTC Program.

(2) Maintain liaison with Assistant
Secretary of Defense for Command, Control,
Communications and Intelligence (ASD(C3I),
Director, DISA and CNO (OP-09BG) to ensure

telecommunications requirements standards for
video, data and voice for VTC systems and

networks within Navy are met.

J

(3) Provide policy and guidance for
employing telecommunications life cycle
management for video, data, voice and

Information Resource Management (iRM)
components used in VTC.

(4) Issue approved video, data and voice
telecommunications standards.

(5) Review new VTC activities, systems
and network technologies and protocols for
potential Navy application.
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ent of securit
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and voice telecom-

(6) Assist in developm
features in video, data
munications.

(7) Assist separate users in their security
feature requirements.

(8) Serve as the proponent for video,
voice and IRM standards for VTC systems

a
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and networks.

(9) Provide cost information for VTC
service to commands and activities to assist them
in their Program Objective Memorandum (POM)
development and budget Pianning.

(10) Consult with, and submit telecom-
munications operational needs to, the Director,

DISA, for system engineering and cost analysis.

(11) Interface with DISA on Navy VTC
telecommunications requirements as required.

(12) Assign appropriate Navy represen—
tation to working groups as directed to represent

telecommunications functional areas.

(13) Chair the VTPRP.

(14) Review VTC communications under
this instruction, and to the maximum extent
possibie, ensure consolidation and centrai man-
agement of communications and compliance with
DOD directives.

b. CNO (OP-09B) will:

(1) Maintain liaison with Assistant
Secretary of Defense for Public Affairs
(ASD(PA)) and CNO (OP-094) to ensure Visual

Information (VI) requirements for VIC activities
and systems within Navy are met.

(2) Provide policy and guidance for
employing VI resources, and for VI system life
cycle management for VTC activities and
systems.



(3) Serve as the proponent for VI
activity, facility and equipment standards
including conference room design parameters
and presentation products for VTC sites.
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operating rocedures for VIC
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(6) Ensure customer premise VI
equipment suitability and interoperability for
VTC sites.

{7) Provide managemeni oversight for V1
valatad e T antivntiac
ITIAICTU LU ¥V 1 aviivitivo

(8) Assign appropriate Navy represen-
tation, in consultation with CNO (OP-094),

to Working Groups to represent VI functional
areas.

(9) Provide a representative to the

2 reference (e) and
make recommendauons 10 the VTPRP.
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c. The Commander, Space and Naval
Warfare Systems Command will:

(2) Provide a representative to the the
VTPRP.

(3) Provide technical guidance in
Information Security (INFOSEC) matters.
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(4) Leruiy V1L HiSlalatorns as
RIS T PR koo
OmpIyifig with all INFOSEC and TEMPEST
security requirements.

(5) Provide guidance to VTC site man-
agers for completion of TEMPEST counter-
measures evaluation and submission of a

P+

TEMPEST Vulnerability Assessment Request
(TVAR) per OPNAVINST C5510.93E
(NOTAL).

e. The Commander, Naval Computer and
Telecommunications Command will:

(1) Process requirements for telecom-
munications to supnon Vl‘C activities under
reference (c¢) for VTC activities systems and

networks.

(2) Provide a representative to the

VTPRP.

(3} Incorporate VTC in the Navy data
communication architecture established by

(4) Provide support to, and coordinate
with, the ASD(PA) to establish and maintain a
data base of permanent VTC activities and
facilities (iess desktop and individuai work-
stations) within the DAVIS.
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develop and maintain appropriate
manent Navy VTC activities, less

individual work stations.

Q.
[¢]

[
iR
—

3
Qg

(1) Submit all requests for VTC
activities, systems or networks to OP-094 ior

________ (i b mmannt i e ~ Y /
dpplU\dl (iniormation Copy o COMNAVCOM-
TELCOM (code N622)). SJppO"mn documen-

(a) Activity position of applicability
of Warner Exemption.

(b) Requirements to interconn
with other VTC facilities and what system they
are using, e.g. DCTN.

(c) Required capabilities for the
facility. Suggested items to be considered are
data rate, voice, data, and high resolution
graphics.



conferencing. Stale level of secunly required
(e.g., secret) and type encryption devices to be
used. Also state the requirement for point to
multi-point or multi-point to multi-point.

(e) Requirements for integration
into other VTC networks.

(f) Telecommunications require-

ments; e.g., T-1.

(g8) Accessibility to other VTC sites
in the area for shared use considerations. Also,
provide other activities/commands that would
share the requested facility.
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recurring and non-recurring costs for site
survey/preparation, telecommunications costs,
connection fees, facility operations, lease or
purchase costs for equipment.

(i) Cryptographic considerations.
If the request is for a site with secure capability,

+h fallauanag infarmiatinn: o~ N R N NI oy |
L1ic l\)ll\)V\lllb Hnirulrirrauiuti CL’UI}) Hc IC\.{U“CU
(nomenclature and quantity), what the equip-

ment will be used for, when the equipment is
required, who will have access to the equipment,
a request for the appropriate keving material (if
required), the account number of the CMS
account to which the equipment and key is to be
issued, and a point of contact for cryptographic

related questions.

(2) Plan, program, and budget (fund)
the procurement and operation of V'TC activities,
systems and network requirements. Ensure
investigation of use of other DOD activities,
svstems and networks in order to eliminate

duplication and unnecessary proliferation.

(A CAancidar tha mnct ~rnct affans a
A LCUHIDIUCE LHIT THIUDL LUDL TIHITLUIVT
manner and combination of in-house and

contractual arrangement for establishing,
evaluating, operating and maintaining VTC
activities, systems and networks functions.
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conferencing content is in good
security, copyright and privacy directives are not
violated.

(5) Ensure that common use, flexible,
multipurpose and interoperable activities, systems
facilities and equipmem are used and shared to

(6) Maintain and operate as a VI
activity, either contracted or in-house, \V'TC
activities established for more than 90 days.

(7) Develop standard operating
procedures for VTC activities, systems and
community of interest (COI) networks.

(8) Provide life cycle management for
their VTC activities and systems to include needs
analysis, economic analysis approval documenta-
tion, concept of operation to include local area
network (LAN) standards, design, development,
acquisition of resources, installation, operation
and maintenance of customer premise equip-
ment.

(9) Provide operation and maintenance
of LAN facihties in compliance with applicable
technical standards and specitications.

(10) Provide maintenance of local area
and COI VTC networks.

acqmre facilities.

(12) Sponsor DOD Contractor and other
non DOD user access to the DCS as applicable.

activities, control lmks and customer premise
equipment including TEMPEST certification,
personnel security, INFOSEC, Physical Security,
OPSEC and other applicable protection require-
ments, in accordance with OPNAVINST 5510.1
and CSP-1A.
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(14) To the maximum extent possibie,
Aacian and anaginaar UTC antivitiac far mailtinla
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purposes and for common use

(15) Use equipment which meets
prescribed international, national, Federal and
DOD standards to ensure flexibility, interoper—
ability, safety and reliability.

chIpman llld“lll:lldllLC

ahilitiec tn the mavimiim evtent
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(17) Provide long range VTC planning
information to OP-094 as requested.

(18) Ensure VTC COI network managers
coordinate with other VTC network managers.

(19) Comply with applicable Federal law
and regulation.

(20) Maintain data to calculate facility
utilization. Utilization will be based on a 40
hour week. Maintain data on nonavailability due
to maintenance. Provide this data to OP-094
monthly.

(21) Maintain data on facility use. Data
is to include using activity, purpose of conference
(e.g. command and control), logistics, training
etc.
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Space and Electronic Warfare (OP-094). The
VTPRP is chaired by an OP-094 representative.
It consists of representatives from the Space and
Naval Warfare Systems Command, Naval
Computer and Telecommunications Command,
CNO (OP_OQBG}, )\\d\/d} EleLlUlllL beLClllD
Security Engineering Center, and the major
communities of interest (NAVAIR, NAVSEA,
NAVSUP, and SPAWAR). The VTPRP will
review and recommend approval/disapproval on
requests for VTC service to CNO (OP-094).

(=)}

consistent with previous decisions or approved
strategies, do not require meeting of the VIPRP
for approval. Such requests can be approved by
CNO (OP-094) based on recommendation of his
staff.

JERRY O.

R TUTTLE
Director, Space and

Electronic Warfare

Distribution:
SNDL Parts 1 and 2

Chief of Naval Operations
(Chrda ND_N0ONR T AN

LWV UUT VLl VIR e™T)
Navy Department
Washington, DC 20350-2000 (240 copies)
SECNAV/OPNAYV Directives Control Office
Washington Navy Yard, Building 200

Washington, DC 20374-5074 (60 copies)

Stocked:
Navy Aviation Supp
Physical Distribution Division, Code 103
5801 Tabor Avenue

Philadelphia, PA 19120-5099 (500 copies)

n Supply Office
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DEFINITIONS

on
ows 1anVldualS to communicate as a group
t simultaneousl 1y (e. g. computer

2. Asymmetrical teleconferencing. A form of teleconferencing

where some sites have more capabilities than others.

3. Audio. The voice portion of a communications 1link.

4. Audiographics. Graphics, text and diagrams shared between
sites in a teleconference and transmitted over narrowband or
telephone channels. Includes such devices as facsimile,
telewriters, and film projectors.

5. Aurai. Information perceived through the ear.

6. Automation. The technique, method or system of operating or
controlling a mechanical or productive process by electronic
devices thereby reducing human intervention to a minimum

7. Bridge. An electronic device which mixes the signals from
three or more locations for audiographic teleconferencing.

8. C-band satellite transmission. Transmission from
communications satellites operating in the 4-6 gHz
portion of the electromagnetic spectrum.

9. Carrier. A provider of transmission capabilities available

h c

10. CODEC. An electronic device which converts analog signals
to dlgltal form, and vice versa. Codec stands for Coder/Decoder
and is usually made up of a central processing unit and memory.

11. Common Use. Services, materials or facilities provided by a
Dol agency, or a military department, on a common basis for two
or more DoD clients.

12. Communication. A method or means of conveying information
of any kind from one person or place to another.

Enclosure (1)
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13. Community of Interest (COI). An organization, group of —
organizations or parts of organizations utilizing any system in
the pursuit of common interest or objectives.

14. Compression. The action taken by a video codec in reducing
the data rate required for the transmission of television signals
between sites.

15. cConferencing. Meetings for the purpose of presenting and
exchanging information,; comparing views, learning, planning and

decision making. Conferences can be held in one location, or can
be conducted simultaneously at multiple locations, linked
together by communications systems. Conferencing includes the
des1gn and englneerlng of conferenc1ng systems and communications
services, development of presentation media and the development

and promulgation of policy, procedures and standards for the
operation of conferencing facilities, svstems and networks.

ryeLa e LR AR Lt R 0 A A aaTS X

l6. Conferencing Network Manager. The network controller or

station manager responsible for scheduling, switching and
procedures for one or more COIs or a prescribed network.

17. Data Encryption Standard (DES). A national standard used in
the United States for the encryption of information digitally
transmitted as set by the National Bureau of Standards (NBS) .

18. Duplex Audio. An audio conferencing system which allows all
sites to be heard simultaneously.

20. Electronic Conferencing. A fully integrated system
employing audlo, video, computer generated text and graphics and

document copying capabilities located in presentation facilities
which can be linked together by telecommunications networks.

21. Facsimile (FAX). A device which electronically transmits
information, usually from a piece of paper.

4 4 =<

22. Footprint. The geographical region on the earth which can
easily receive and interpret a signal broadcast from a satellite.

23. Frame. A complete video image consisting of two fields.
Each frame is made up of 525 scan lines, half of which are
ellgeeted to each field. For full motion video, frames are

2
Enclosure (1)
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24. Freeze Frame/Slow Scan. Non-compressed video (with
interactive audio) used primarily for transmission of graphic
material, photographic images and stationary objects where
ability to track motion is not essential. Transmission of a

image generally takes from a fraction of a second to 60 seconds
depending upon available communication bandwidth.

25. Full Motion. Video (with interactive audio) used where the
highest quality of resolution and ability to track the motion of
quickly moving objects and people without distortion is required.
Generally this is the level of broadcast quality television.

26. Individual workstation. A Keyboard device with a Cathode
Ray Tube (CRT) and local computer power allowing an individual to
perform some computational work and data base access from the
workstation.

27. Information Resource Management (IRM). The planning,

budgeting, organizing, direction, training, and control
associated with creation, collection, processing, transmission,

an

dissemination, use, storage, and disposition of information, both
automated and ncnautomated.
28. "last mile" services. Transmission services which line a

customer's premises with a common carrier's transmission node.
Usually used to describe land line or microwave links tying a
customer's premises to a broadband or high data rate transmission
system such as a satellite uplink.

29. Local Area Network (IAN}. A nonpublic telecommunications
system, within a specified geographical area, designed to allow a
number of independent devices to communicate with each other over

a common transmissions topology.

30. Long Haul Communications. Communications that permit users
to convey information on a world-wide basis. Compared to
tactical communications, long haul communications are generally
characterized by higher levels of users, more stringent
performance requirements, longer distance between users, higher
volume traffic and density, and fixed or recoverable assets.

31. Multipoint. A communications system which allows three or
more sites to both transmit and receive signals (e.g. conference

Y

call).

w
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32. National Television Standard. The North American 525-1ine
standard for color television systems.

33. Near Full Motion. Compressed Video (with interactive audio)
used where the possibility of noticeable motion distortion due to
normal body movements and/or video camera sgann;ng occurs. The
acceptablllty of the distortion is a subjective judgement and/or
economic decision.

34. Networking The tying together of multiple sites for the
reception and p0551n1e transmission of information. Networks can
be composed for various transmission media, including copper
wire terrestrial microwave, coaxial cable, communications

WAl <, CoLALATCOVE 4G MaALwWwWQvTy wwaaailQa QA

satellites, etc.
35. Network Manager. Individual assigned responsibilities for
resource management of video teleconferen01ng facilities and the
scheduling of events within or among communities of interest

1 AT

(COI).

36. Permanent Teleconferencing. A capability established for
more than 90 days which satisfies a continuing requirement.

37. Point-to-multipoint. A conference configuration which
allows only two sites to communicate with one another.

38. Proponent. An advocate or responsible agent for
establishing and issuing policy, standards, and procedures for a
function.

39. Teleconferencing. The use of communication systems by
groups of three or more, at two or more 1ocations, for the
purpose of conferencing with one another; or, two-way
communication between two or more groups, or three or more
individuals, remote from each other using a telecommunications

medium; or 1nteract1ve group communlcatlons through an electronic
medium.

40. Telecommunlcatlons. Any transmission, emission, or
reception of signs., signals, writing images, sounds or
information of any nature by fiber optic cable, or by wire,
coaxial cable, microwave, satellite, or other electromagnetic
systems.

41. Temporary Teleconferencing. A capability established for
less than 90 days, normally to satisfy a one time requirement.
It is usually commercially provided.

4
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42. User. The unit or organization that requires the video
teleconferencing program or conference.

1mages by redu01ng, 1n a codec, redundant 1nformatlon w1th1n or

between video frames; also called bandwidth compression, data

compression, or bit rate reduction.

o Teleconferencing. Two-way electronic voice and video
ation between two or more locations; may be fully

interactive voice and video or two-wav voice and one way video;

s WwSCL QLA NVE vivass Qiifs V asmTS w Vwaso Qailw

includes full-motion video, compressed video and sometime freeze
frame video images.

45. Visual Information. Use of one or more the various visual
media with or without sound. VI includes still photography,
motion picture photography, video recording with or without
sound, graphic arts, visual aids, models, display, visual

presentation, and the support processes.

46. Workstation. A location at which an individual works;
generally used to denote electronic, usually computer-linked
devices which and individual uses in the course of performing
work in an automated office setting.
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